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Abstract

Given the pervasive use of neural networks in safety-critical systems, it is important to
ensure that they are robust. Recent research has focused on the question of verifying
whether networks do not alter their behavior under small perturbations in inputs. Verifica-
tion of DNNs is an NP-complete problem, and its complexity grows exponentially with the
number of non-linear activation units. To manage this, researchers often abstract activation
units, but this leads to incomplete verification. To address this limitation, we proposed a
method for systematically selecting activation units and removing their abstraction. We

further extended this work to efficiently identify nonlinear activation units.

Next, we investigated the genuineness of bugs in neural network verification. We clas-
sified false positives/true positives for counterexamples and true negatives/false negatives
for verified instances. Our study revealed that a significant number of counterexamples
reported by state-of-the-art verifiers are false positives, caused by the limitations of exist-
ing robustness properties. To mitigate this, we proposed new properties that reduce the

occurrence of false positives.

To make formal verification more intuitive and practical, we incorporated classification
confidence into the verification process. Specifically, we bypass counterexamples with
low confidence and focus on detecting high-confidence counterexamples. This required
efficient abstraction of the softmax function, which computes confidence. Building on this,
we proposed a general framework that transforms an arbitrary property into a set of layers
and appends them to the underlying neural network. This framework enables verification

of diverse properties without concern for their specific implementation or the verifier used.

We also explored the explainability of the machine learning systems in the context
of reinforcement learning. Designing reward signals in reinforcement learning is often
non-intuitive, difficult, and error-prone, hence, it can be advantageous to learn reward

functions from expert demonstrations, which forms the basis of inverse reinforcement

xi



learning (IRL). However, existing IRL approaches often lack explainability and produce
opaque reward representations. To overcome this limitation, we proposed a method to
learn reward functions while simultaneously providing explainability in the form of Linear

Temporal Logic (LTL) formulas.
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Chapter 1
Introduction

Neural networks are being increasingly used in safety-critical systems such as autonomous
vehicles, medical diagnosis, and speech recognition [I, 2, 3]. In autonomous vehicles,
neural networks have become a core component in autonomous vehicle systems due to
their ability to learn complex mappings directly from sensory data [, 4]. For example, in
the influential work [1], a convolutional neural network (CNN) was trained to map raw
pixels from a front-facing camera directly to steering commands, enabling end-to-end
learning for self-driving cars. Unlike traditional modular pipelines that separately perform
lane detection, path planning, and control, this approach optimizes all steps jointly to
improve overall performance. The trained model demonstrated robust driving behavior on
highways, local roads, and in various weather conditions. This shows that neural networks

can automatically learn meaningful road representations from minimal human supervision.

Neural networks have also shown remarkable success in the medical domain [2],
where they are used to assist in disease diagnosis [5], medical imaging [6], and treatment
planning [7].

It is important not only that such systems behave correctly in theory but also that they
remain robust in practice. Unfortunately, even slight perturbations in the input can often
cause neural networks to produce incorrect outputs. As shown in Figure 1.1, the seed
image (Figure 1.1A) is correctly classified as “panda”, while a minor change in pixel values
leads the network to misclassify it as “gibbon” with high confidence (Figure 1.1C). Such
errors are difficult to identify, analyze, or debug, as neural networks consist of hundreds
of thousands of non-linear nodes. This limitation poses a significant challenge to their

deployment in safety-critical applications.



seed image noise cex image
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Figure 1.1: (A) shows the original (seed) image from the ImageNet [8] dataset. The
GoogLeNet [9] network correctly classifies this image as “panda” with 57.7% confidence.
(B) shows the noise pattern, which is classified as “nematode” with 8.2% confidence.
Adding this noise, at a magnitude of 0.007, to the seed image produces the perturbed image
in (C). Although visually indistinguishable from the original, the network misclassifies it

as “gibbon” with 99.3% confidence. This figure is sourced from [10].

To check whether a network is robust against such imperceptible perturbations, re-
searchers have developed various types of attacks. Some of the well-known ones include
FGSM [10], PGD [! 1], Boundary [12], HopSkipJump []3], and DeepFool [ 4] attacks.
The goal of these attacks is to generate adversarial examples, similar to the one shown
in Figure 1.1C. However, these attack-based methods do not provide any guarantee on
the absence of adversarial examples—if an attack fails to find one, it does not necessarily

mean that such examples do not exist.

To address this problem, an entire line of research has emerged focusing on automatic-
ally proving (or disproving) the robustness of such networks. Since automatic verification
of neural networks is NP-Complete [ 5], researchers use approximations in their methods.
Classically, we may divide the methods into two classes, namely complete and incomplete.
The methods [16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26] are complete. Since complete
methods explore the exact state space, they suffer from scalability issues on large-scale
networks. On the other hand, abstraction-based methods, e.g., [27], [28], [29], [30], [31],
[32], [33] are sound and incomplete, because they over-approximate the state space, but
they scale extremely well to large benchmarks. A representative method, DeepPoLy [34],

maintains and propagates upper and lower bound constraints using the so-called triangle



approximation. This is also sometimes called bound-propagation. Unsurprisingly, Degp-
PoLy and other abstraction-based methods suffer from imprecision. Hence, the methods
[35, 36, 37, 38, 39] refine the over-approximated state space to achieve completeness. In
[35, 36, 39], the authors eliminate the spurious information (i.e., imprecision introduced
by abstraction) by bisecting the input space on the guided dimension. In [38], which also
works on top of DeepPoLy [34], the authors remove the spurious region by doing the con-
junction of each neuron’s constraints with the negation of the robustness property and using
an MILP (mixed integer linear programming) optimizer Gurobi [40] to refine the bounds
of neurons. Another work that refines DeepPory is kPory [4 1], which considers a group of
neurons at once to generate the constraints and compute the bounds of neurons. One issue
with all these approaches is that refinement is not guided by previous information/runs and

hence they suffer from scalability issues.

In this thesis, we develop an approach to effectively reduce imprecisions using counter-
examples, following the counterexample-guided abstraction refinement paradigm. Our
method addresses the limitations of abstraction-based neural network verification tech-
niques such as DeepPory [34], CROWN [33], and a-CROWN [42], which often suffer
from over-approximation errors that lead to inconclusive verification results. Furthermore,
we analyzed the limitations of the local robustness property in terms of false positives. We
extended this work by incorporating classification sensitivity into the robustness property,
enabling a more practical and meaningful analysis. In particular, we proposed confidence-
based properties and introduced a unified framework for their verification. If a model is
verified, one may still ask why a model behaves the way it does, since these models are not
explicitly designed by humans but are instead learned from input-output pairs. Therefore,
we also consider the problem of explainability in machine learning models, where the goal
is to understand the reasoning behind the decisions of a model [43, 44]. In this context,
we focus on the explainability of policies learned by reinforcement learning models. Our
approach expresses the behavior of such policies in the form of Linear Temporal Logic

(LTL) formulas, providing an interpretable description of the learned behavior.

We start with the counterexample-guided refinement approach. We develop an ap-
proach to identify the precise source of imprecision during abstraction. We present a
novel counterexample-guided approach that can be applied alongside many abstraction
techniques. As a specific case, we implement our technique on top of a basic abstraction

framework provided by the tool DeepPory and demonstrate how we can remove impreci-



sions in a targeted manner. The source of imprecision is identified in terms of neurons (also
called marked neurons) whose abstractions lead to spurious counterexamples. Surprisingly,

we are also able to verify several benchmark instances on which all leading tools fail [45].

The set of marked neurons is determined using MaxSar queries (explained in Chapter 2)
on each layer, starting from the first layer of the network up to the last layer, stopping
once marked neurons are found. If the marked neurons lie in deeper layers, multiple
MAXSAT queries are required to reach that layer. Thus, finding such marked neurons in this
approach is computationally expensive. We extend this work to overcome the limitations
by searching for marked neurons starting from the last layer and moving backward toward
the first layer. This approach also employs maxSar queries. If the marked neurons are

located in deeper layers, this method identifies them more quickly.

Most existing works [29, 34, 31, 33] either verify the specification or report a counter-
example. However, the counterexamples found by state-of-the-art neural network verifiers
are not always meaningful. In fact, a counterexample reported as a robustness violation
by a neural network may not be considered a violation from the perspective of a domain
expert. We refer to such cases as false positives. In this thesis, we propose a new approach
to evaluate the robustness of neural networks by explicitly incorporating the view of the
domain expert. We begin by adapting the notions of false positives (FP) and true positives
(TP) to the context of robustness verification of neural networks. To approximate the

domain expert, we employ an ensemble of classifiers.

We further extend the local robustness problem to incorporate the sensitivity of the
classification decision (classification confidence). Intuitively, we bypass counterexamples
with low confidence, since the network itself is not confident enough in its classification,
it is more appropriate that such cases be monitored by a human authority. At the same
time, this approach allows us to capture the high-confidence counterexamples. Confidence
is defined using the well-known Sorrmax function [46]. Incorporating confidence into
the verification specification requires efficient handling of the highly non-linear Sorrmax
function. We also develop a unified framework capable of verifying a diverse set of
properties, both confidence-based and non-confidence-based. Our approach constructs a
neural network gadget from an arbitrary post-condition and appends it to the underlying

network, thereby transforming the original post-condition into a simplified one.

For explainability, we learn a summary of the behaviors of the policies, which is deeply

related to inverse reinforsement learning, where we learn the reward function from the



policies. In explainability, we go one step further and summarize the learned reward func-
tion into an interpretable formula. The key computational problem in inverse reinforcement
learning (IRL) is to identify a reward signal implicit in the expert demonstrations. While
effective, such reward signals often lack explainability and lead to opaque learning. To
address this, we present a novel IRL method for eliciting declarative learning requirements
in the GF fragment of linear temporal logic (LTL) from a set of traces provided by an
expert policy. We implemented this approach as an open-source tool, QUANTLEARN, to
perform logic-based non-Markovian IRL. Our results demonstrate the feasibility of the
proposed approach in eliciting intuitive and interpretable LTL-based reward signals, even

from noisy data.
1.1 Contributions
In this section, we outline the main contributions of this thesis. We begin by listing them
as follows:
1. Using Counterexamples to Improve Robustness Verification in Neural Networks.
2. False Positives in Robustness Verification of Neural Networks.
3. Confidence-aware Robustness Properties of Neural Networks.
4. Verifying Rich Robustness Properties for Neural Networks.

5. Explainable Reward Learning in Inverse Reinforcement Learning.

We describe each of these contributions as follows:

1.1.1 Using Counterexamples to Improve Robustness Verification in Neural

Networks

DEeepPoLy and other abstraction methods such as [29, 33] scale very well but remain
imprecise due to over-approximation. In this work, we build upon the basic abstrac-
tion framework provided by DeepPoLy and develop a novel refinement technique that is
counterexample-guided, i.e., we use counterexamples generated from imprecisions during
abstraction to guide the refinement process.

Counterexample-Guided Abstraction Refinement (CEGAR) [47, 48] is an iterative
verification paradigm that alternates between constructing a coarse abstraction of a system

and refining it whenever a discovered counterexample is found to be spurious. This



approach mitigates the state explosion problem while preserving soundness for safety
properties. The process begins with an over-approximated state space. If a counterexample
is found during analysis, we check its feasibility. If the counterexample is real, we report it,
otherwise, we perform the refinement. During refinement, the imprecision introduced by
over-approximation is reduced by removing abstraction from selected states. The selection
of such states is guided by various techniques [47, 48, 49, 50]. After refinement, the
analysis is repeated on the reduced over-approximated state space, and the CEGAR loop

continues iteratively.

In software verification, CEGAR underlies landmark tools such as SLAM [51, 50, 52]
and BLAST [49, 53]. These tools verify C programs by predicate abstraction [54], checking
counterexample feasibility via path-sensitive reasoning [55], and using interpolation-
based refinement [56] to discover new predicates when traces are spurious. Notably,
the “lazy abstraction” [49] of BLAST refines only along relevant paths in an abstract
reachability graph. This approach dramatically reduces effort, either producing a concrete

counterexample or proving safety.

The above discussion highlights the significant advancements achieved through the
CEGAR framework in program verification. In this work, we adapt the CEGAR approach

for the formal verification of neural networks. Our main contributions are as follows:

We introduce two maxsat-based techniques to identify the cause of imprecision and
spuriousness. Starting with an input where the abstraction is not verified (obtained using a
MILP solver), we check whether the input generates a real counterexample that falsifies
the property or a spurious counterexample, by executing the neural network. In the case
of a spurious counterexample, we identify the neuron or set of neurons responsible for it.
The first technique executes MAXSAT queries starting from the first layer and proceeding
to the last layer, efficiently identifying the source of imprecision when it lies in the initial
layers. The second technique executes the queries in the reverse order, from the last layers
toward the initial layers, and is more efficient when the source of imprecision lies in
deeper layers. Using these specially identified or marked neurons, we perform split and
refine steps, ensuring that unlike earlier refinement methods, our method progresses at each
iteration and eliminates spurious counterexamples. We further adapt the existing refinement
framework built on ideas from MILP-methods and implement this as a counterexample
guided abstraction refinement algorithm on top of DeepPory. To enable this, we designed an

MILP-based encoding for the MaxSAT queries, together with the corresponding algorithm,
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Figure 1.2: Pictorial representation of our approach on example in figure 4.1

and proved its correctness.

Consider the pictorial representation in Figure 1.2, where [y, [, ..., [s represent the
layer indexes. We consider separate layers for the affine and activation layers. We consider
only ReLU activation in this work, so we also call the activation layer as RELU layer.
The space p, represents the constraints on the inputs and py, p, ..., ps represents the
abstract space on each layer, generated by the abstract tool, like DeepPory. The red triangle
on the layer /s represents the negation of the property to be verified. We take all the
abstract constraints with negation of the property and check for the satisfaction, if it is
unsatisfied, then the property is verified otherwise, there may be a counterexample, the
satisfying assignment. We check the satisfying assignment on the input layer, which is v,
by simulating the neural network and checking if its corresponding output is violating the
output property or not, if it violates the property then it is a counterexample otherwise its a
spurious counterexample, which means in abstract domain it violates the property and in

concrete execution it does not violate the property.

Let us say, the black solid line in Figure 1.2 represents the satisfying assignments in
the abstract domain, also called abstract execution, vy, vy, ..., Us, and the dashed green
line represents the concrete execution of the satisfying input v,. v; represents the concrete

execution output at layer /;.

Consider the pictorial representation in Figure 1.2, where /1, [, ..., [s denote the layer
indices. We consider separate layers for affine transformations and activation functions.
Since this work focuses exclusively on the RELU activation function, the activation layers
are also referred to as RELU layers. The space p, represents the set of constraints on
the input, whereas p, p», ..., ps denote the abstract spaces corresponding to each layer,
as generated by an abstraction based tool such as DeepPory. The red triangle in layer /s

represents the negation of the property to be verified.



To verify a property, we combine the abstract constraints with the negation of the
property and check their satisfiability. If the resulting query is unsatisfiable, the property
is verified. Otherwise, a satisfying assignment exists, representing a potential counter-
example. We then evaluate this satisfying assignment at the input layer, denoted by vy, by
simulating the neural network to determine whether its corresponding output violates the
property. If it does, the assignment is a genuine counterexample, otherwise, it is a spurious
counterexample, meaning that it violates the property in the abstract domain but not in the

concrete (actual) execution.

In Figure 1.2, the solid black line represents the sequence of satisfying assignments
in the abstract domain, also called the abstract execution, denoted as vy, v;,...,0s. The
dashed green line represents the concrete execution corresponding to the satisfying input

vo, Where v/ denotes the concrete output at layer /;.

Although several approaches [57, 58, 59] identify important neurons, also referred to
as marked neurons, by leveraging local information such as weights or gradients, none of
the existing approaches provides a formal guarantee of progress. To address this limitation,
we propose two variants for identifying marked neurons, namely, the forward marking and
backward marking approaches. Both variants guarantee progress during the verification

process. We briefly introduce these approaches here and discuss them in detail in Chapter 4.

Forward marking: In this approach, we begin marking from the initial layers and proceed
towards deeper layers. Since affine layers do not introduce any approximation, we start
from the first RELU layer, denoted by /,. The objective is to make the abstract execution
point v, as close as possible to the corresponding concrete execution point vj. Here,
closeness means that each element of the vector v, is equal to the corresponding element
of v}. If all elements of v, become equal to the corresponding points of v}, it implies that vs
can still be reached from v),. In this case, the sequence vy, v}, v}, v3, v4, U5 remains a valid
abstract execution in the abstract domain, represented by the dotted blue line in Figure 1.2.
We then proceed to the next RELU layer, I4, and repeat the same process to align v4 with v}.
If, at this stage, some elements of v, do not match the corresponding elements in v, then
the corresponding neurons are identified as marked neurons. Refining the abstraction from
these neurons will eliminate the existing abstract counterexample.

This forward marking approach becomes inefficient when the marked neuron lies in
the deeper layers, as it requires iterating through every layer from the initial one to that

deep layer. To address this limitation, we introduce the backward marking variant, which



iterates from deeper layers towards the initial layers.

Backward marking: In this approach, we begin by checking at the last RELU layer, /4,
whether vs is reachable from v/, in the abstract domain. To verify reachability, we transform
the reachability query into a satisfiability query. If v5 is not reachable, we move backward
to the previous RELU layer and check reachability from v). If vs is reachable from v/,
it implies that marked neurons exist between layers [, and /4. If it is not reachable, we
continue moving backward to earlier RELU layers in the network.

We will discuss in Chapter 4, the processes of checking reachability and identifying
marked neurons can be combined into a single query. It is also important to note that the
output point vs is always non-reachable from the concrete point corresponding to the last
ReLU layer, vj. Therefore, the backward marking process always begins from the second
last layer.

We evaluated our tool against methods based on DeepPory (kPory [41] and DEEP-
SRGR [38]), the CEGAR-based cEGarR_NN [37], and state-of-the-art tools @8-CROWN [60],
OvaL [61], MARABOU [62], and NNENUM [63, 64] on a benchmark suite of 8496 instances.
Our tool outperforms kPory, bEEPSRGR, and ceEGarR_NN, and also surpasses MARABOU and
NNENUM by about 150 and 619 benchmarks. While ¢f-CROWN and OvaL solve around
1000 more benchmarks, our tool solves 121 unique instances none of the four SOTA tools

can handle, highlighting their complementary strengths.
1.1.2 False Positives in Robustness Verification of Neural Networks

In the above section, we discussed techniques to verify or falsify the local robustness
property. This property states that for a given neural network and an input image, the
network is considered locally robust if all images close to the given image are classified
the same as the original, where closeness is defined using a distance metric such as L,
L,, or L., norms. Recall that images close to the original but classified differently are
often referred to as counterexamples. Existing research focuses on either finding such
counterexamples or providing certification of their absence.

However, in doing so, existing works [29, 30, 33, 62, 60] often lose the focus on
evaluating the genuineness of the counterexample. This leads to false positives, i.e.,
counterexamples that exist from the perspective of the underlying specification, but may
not be considered genuine from a domain expert’s perspective. In this work, our aim is
to identify false and true positives and study their prevalence in commonly used image

classification benchmarks.



(A) Pred-0 (B) Pred-6
Figure 1.3: Examples: (A) is the original image with label O, correctly classified as 0, and

(B) is the perturbed image, misclassified as label 6.

Consider the image in Figure 1.3A. This image is from the MNIST dataset [65] and
has ground-truth labels of 0. The image on the right 1.3B is a counterexample generated
by the state-of-the-art verifier 8-CROWN [60] for the image labeled 0 and misclassified
as 6. A domain expert may not consider these as actual bugs because the counterexample
labeled as 6 also visually resembles a 6, and the network predicts it as either 0 or 6, which
is reasonable. Since the network’s predictions are visually justifiable, labeling them as
counterexamples is, in fact, a false positive.

In this work, we recall and define the well-known notions of false positive (FP) and
true positive (TP) in the context of local robustness verification of neural network image
classifiers. Our modified definition requires a domain expert to classify the images and
assign the ground truth labels, which we formally call an oracle. An important point to
note is that in our setting, even an oracle may not always be able to classify the images
since images may resemble many labels. Thus, it may assign a set of possible labels to an
image. As a result, we may use the oracle in two possible ways: (1) to determine whether
a counterexample produced by the verifier is a true or false positive by checking whether
the classification of the counterexample belongs to one of the oracle-provided labels, and
(2) to guide the verifier to search only for counterexamples that are not classified as one of
the oracle-provided labels.

We evaluate the standard local robustness property with respect to false positives
and true positives. Our analysis reveals approximately 12.86% false positives on the
MNIST [65] dataset and 5.65% false positives on the CIFAR-10 dataset. To mitigate these
false positives, we propose an ensemble-guided property, which successfully reduces the
false positive rate from 12.86% to 3.22%. In summary, our approach and novel analysis
show that the local robustness as is usually considered can be overtly conservative. And

thus, verifiers are not able to declare a model trustworthy even when the model is actually
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horse:85.64 deer:24.13 airplane:88.87 automobile:22.13

dog:9.36 horse:20.42 bird:6.13 airplane:21.42

(A) (B) © (D)
Figure 1.4: Relaxed Robustness: The network convBigRELU-PGD.onnx of Table 7.1,
correctly classified the original image (A) as horse and (C) as airplane with high
confidence. With an input perturbation of 16/255, we can find misclassified images
(B) for horse and (D) for airplane, but with low confidence. In fact, it turns out all
counterexamples have low confidence and hence verification succeeds under the relaxed
robustness criterion with an 80% confidence threshold, while state-of-the-art verifiers

would have declared this network non-robust.

trustworthy according to the domain experts.
1.1.3 Confidence-aware Robustness Properties of Neural Networks

As discussed in the previous sections, most existing works [26, 27, 30, 33] focus on
local robustness verification, where, given an input image and its corresponding label, a
neural network is required to correctly classify all images within a small neighborhood of
that input. However, different applications may require different variants of robustness, as
highlighted in [66]. Moreover, many existing robustness verification approaches regard
answers returned by classifiers as binary, either a correct classification or a misclassification,
ignoring the fact that classifiers provide a confidence in the counterexample in terms of
the classification probability. The confidence is computed using the well-known SoFtmax
function [46].

In this section, we introduce confidence-based robustness properties, which are more
semantic and intuitive than the standard local robustness formulation. Since computing
confidence involves the highly non-linear Sorrmax function, we employ suitable approx-
imations to enable efficient analysis. We begin by motivating and defining several variants
of confidence-based properties.

Relaxed Robustness: Let us first discuss a weaker notion of robustness, which we call
relaxed robustness. The key idea is to ignore low-confidence counterexamples when

determining the robustness of a network, as illustrated in Figure 1.4. Specifically, for all
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images x close to a given image x*, their classifications should remain the same unless the
confidence of the network on x is less than a certain threshold. Intuitively, if a network
is not confident about its prediction, the decision may or may not be correct, and such
cases can be left for manual review by some authority. On the other hand, this notion of
robustness highlights high-confidence counterexamples, cases where the network makes a
confidently incorrect prediction, which indicates serious concerns about the reliability of
the underlying neural network.

Strong Robustness: The second variant of robustness, which we call strong robustness,
aims to capture cases where the confidence on the seed image is high, but drops below a
certain threshold within an € perturbation, regardless of whether the classification label
changes. In other words, a significant drop in confidence itself indicates a weakness in the
underlying network. This notion of strong robustness generalizes the concept introduced
in [66]. In [66], the authors consider the logits values instead of the confidence values.
However, using logits is challenging in practice because they can take any real value,
making it difficult to fix a meaningful threshold. In contrast, our approach uses confidence
values, which always lie between 0 and 100, making the choice of a threshold more
intuitive and interpretable.

Smoothness: A third variant is smoothness, which corresponds to an instance of Lipschitz
continuity in neural networks [67, 68, 69]. The work in [66] introduces the concept of
Lipschitz robustness, which bounds logit values of each class using a Lipschitz constant.
We propose a simplified version of Lipschitz robustness, where we require that, within an
€ perturbation, the confidence of the network should not exhibit significant variations with

respect to the seed image class.
1.1.4 Verifying Rich Robustness Properties for Neural Networks

Each of the properties discussed in the previous section gives rise to different constraints
on the output layer of the network, which typically need to be handled separately and
often require additional effort. In this section, we highlight the challenges associated with
handling each property individually and present a solution to manage all properties in a
unified manner, without incurring extra effort. Our approach is not limited to the properties
discussed above but is also capable of accommodating a wide variety of robustness
specifications.

The main challenge is whether such rich properties defined as complex constraints on

the output layer can be directly encoded in state-of-the-art tools. In fact, as standardized
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in VNN-COMP, robustness properties are specified in a special vNNLIB format as a set of
constraints on input and output layers, which we also call pre- and post-conditions that a
neural network must satisfy. Although vNNLIB supports arbitrary Boolean combinations of
linear constraints, most state-of-the-art neural network verifiers are optimized for simpler
post-conditions, which typically involve only disjunctions or conjunctions of linear atoms
over the outputs. Thus, verifying properties with multi-layered conjunctions, disjunctions,
or combinations of both poses significant challenges: (i) Modifying the verifier’s code
to handle complex post-conditions requires a deep understanding of its implementation,
which can be challenging for users unfamiliar with the codebase, i.e. @-CROWN [60] (ii)
The source code for some commercial verifiers may not be publicly available, restricting
the ability to make modifications. (iii) Even when access is available, adapting the code
for each new property format is time-consuming and prone to errors. (iv) Constraint-based
tools, i1.e., MARABOU [67], allow such properties to be encoded directly as constraints, but
users are then limited to a particular solver only and lack to achieve the scalability. (v)
Advanced techniques like Projected Gradient Descent (PGD) attacks, which are highly
effective at finding counterexamples in neural networks, cannot always be applied directly

due to the complexity of certain post-conditions.

To overcome these challenges, we propose a unifying framework that simplifies ar-
bitrary post-conditions by appending a few additional layers to the neural network. This
transformation converts the post-condition into the simplified form, such as y > 0 or y > 0,
where y is the output of an added node in the neural network, while maintaining low error
bounds. The transformation generates new layers that encode parts of the post-conditions
and composes the outputs of these layers according to the Boolean operations in the
post-conditions. We use ReLLUs to model the Boolean operations in the post-conditions.
The output of a sum of ReLUs can model conjunction or disjunction: if all inputs are
negative, the output is zero; if any input is positive, the output is positive. Since we use
ReL.U operators to model all Boolean operations, conjunctions and disjunctions interpret
input signals in opposite ways, i.e., for a conjunction, a negative input yields 1 and a
positive input yields 0, while for a disjunction, a positive input yields O and a negative
input yields 1. To enable the composition of conjunction outputs into disjunctions and
vice versa, we introduce a novel technique that reverses the outputs using a flip operation,
while maintaining low error bounds. Our method is inspired by the NP-Complete proof of

hardness of the robustness problem of paper [20]. These simplified post-conditions can
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be verified using any state-of-the-art verifier as a black box, eliminating the need for code

modifications and ensuring seamless integration with existing tools.

We define a simple grammar on the post-conditions that unifies all the variants. The
main idea then is that the post-condition is algorithmically transformed into additional
layers. This allows the resulting network to be verified by any state-of-the-art neural
network verifier. Our grammar allows us to capture existing notions of the properties from
the literature, such as strong [66] and top-k robustness [70]. In our technique, instead
of changing the encoding for each variant, we provide a generalized encoding for all
properties that can be expressed using this grammar by adding additional layers to the
neural network. Our encoding enables the use of state-of-the-art neural network verifiers
like @3-CROWN, PYRAT.

Our implementation encodes postconditions into additional neural network layers and
then invokes a Neural network verification engine. For experiments, we selected the state-
of-the-art tool @B-CROWN [33, 71, 72, 42], a portfolio verifier, which has consistently
ranked 1*" in VNN-COMP 2021-2024 [73, 74,75, 76]. We conducted experiments on four
different datasets: MNIST [65], CIFAR-10 [77], Traffic Sign Recognition (TSR) [78], and
IMAGENET [&]. All networks used in the experiments, along with their properties (VNNLIB
files), were taken from VNN-COMP 2021 to VNN-COMP 2024. The network sizes ranged
from small architectures with 512 ReLLUs to large networks with 11.16M ReL.Us. Each
neural network, along with its corresponding property (VNNLIB) file, represents a single

benchmark. In total, we evaluated 8,870 benchmarks in our experiments.

Our experiments demonstrate that the method scales to the large VGG-7 network
from VNN-COMP 2024. We are able to analyze all variants of properties with varying
thresholds in a parametric manner. Notably, we observed that most benchmarks do
not satisfy the strong robustness and smoothness properties mentioned in the previous
section. To show the effectiveness of our proposed transformation technique, we compared
our proposed layer-based encoding technique with the direct encoding of properties in
a constraint-based state-of-the-art solver, such as MarRABoU, and additionally compared
our layer-based encoding using ¢8-CROWN. We found that ¢-CROWN significantly
outperforms MARABOU in both cases. Moreover, MARABoU with layer-based encoding

performs better than marABoU with direct encoding.

These findings show that our confidence-based properties and layer-based encoding

enable the verification of diverse property variants. Moreover, the layer-based encoding
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shows better scalability compared to direct encoding.
1.1.5 Explainable Reward Learning in Inverse Reinforcement Learning

Synthesizing explanations from demonstrations has emerged as an effective approach
in scenarios where domain experts or performant agents can provide examples of both
desirable and undesirable behaviors. One important embodiment of this form of learning
is known as inverse reinforcement learning [79] (IRL), whereby an apprentice agent
learns the reward function being optimized by a given expert policy or behavior. IRL is
indispensable in settings where it is difficult or error-prone to explicate a reward signal that

captures the underlying learning objective.

Interpretability and Explainability: Ng and Russell [80] present a convincing argument
for preferring IRL over apprenticeship or imitation learning, emphasizing that learning a
reward function—rather than policies—provides a more succinct, robust, and transferable
representation of behavior. However, while inferring the objective function offers these
advantages, scalar reward representations often lack interpretability. For instance, why
does an action yield different rewards in different states? What distinguishes an action
with a reward of 4.999 from one with 5.001? How would the reward signal change for
an agent with a lower discount factor (i.e., a more short-sighted one)? Explaining an
objective purely through scalar rewards is analogous to reading a program in assembly
language—straightforward for machines but cumbersome for humans. This lack of human-
readable structure (i.e., explainability) poses challenges for applying verification and
validation methods to ensure the trustworthiness of learning-based system design. Further-
more, traditional IRL typically assumes that the reward to be learned is Markovian, an
assumption that restricts the expressiveness of potential objectives [81, 82]. In this work,
we enhance the interpretability and explainability of inverse reinforcement learning by

inferring logic-based objectives from demonstrations instead of scalar rewards.

Linear Temporal Logic (LTL): We focus on a subset of Linear Temporal Logic (LTL) [83]
as our specification language, primarily due to its succinctness [84, 85] and its wide
applicability across multiple domains, including artificial intelligence [86, 87], formal
methods [84, 88], control theory [89, 90], and machine learning [91]. In recent years,
LTL has gained significant popularity [91, 92, 93] for expressing learning objectives in
model-free reinforcement learning (RL), owing to its ability to naturally capture temporal

dependencies and high-level task specifications in a compact and interpretable form.

15



The key computational problem for LTL-based IRL is as follows: given a pair S =
(P, N) of samples consisting of positive traces P and negative traces N, both being sets of
finite words, the task is to produce the highest-ranking LTL specification that is consistent
with the sample. The ranking is determined by a user-defined notion of simplicity over LTL
specifications. This formulation highlights the central challenge of induction: we must
infer an LTL specification that captures behaviors over traces of potentially unbounded

length, while having access only to a finite set of finite examples and counterexamples!

In this work, we define a quantitative semantics for evaluating the satisfaction of an
LTL specification over a finite word, guided by the principle of parsimony in explanation.
The complexity of an LTL formula can arise from two main sources: the complexity of
its temporal structure (for instance, Gp is simpler than p A Xp A XXp when explaining
the sample P = {{p}{p}{p}} and N = 0), and the complexity of its nesting structure (for
example, the formula p is simpler than p A =g when explaining the sample P = {p}
and N = 0). We introduce two hyperparameters—temporal discounting (@) and nesting
discounting (6) to capture user preferences when balancing these sources of complexity.
To mitigate overfitting, we restrict our attention to the GF fragment [94, 95] of LTL, where

the temporal operators are limited to G and F.

We propose three optimization algorithms: Constraint System Optimization, Composi-
tional Ranking, and Hybrid Pattern Matching, leveraging the state-of-the-art constraint
solver Z3 [96] to address the problem of LTL formula learning. We establish the soundness
and completeness of the Constraint System Optimization and Hybrid Pattern Matching
algorithms, while the Compositional Ranking algorithm—though incomplete—achieves
a speedup of up to three orders of magnitude compared to the other two. We have im-
plemented these algorithms in an open-source tool and evaluated their effectiveness on
randomized gridworld environments by computing the inverse learning error (ILE) for
policies derived from rewards learned by our tool. Our results demonstrate competitive or

superior performance compared to existing reward learning approaches.

We apply learning techniques to generate a reward function over an MDP defined as a
grid world to obtain a non-Markovian reward decision process (NMRDP). After generating
a randomized 10 X 10 grid environment labeled with propositional variables, we uniformly
sample the grid, taking actions compatible with an input automaton. This ensures that
the generated traces satisfy a given formula. We use the same LTL properties as the

previous case. We allow the MDP to randomly simulate for at least 100 steps, after which
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we wait for it to reach an accepting state. Through this method, we generated traces of
length varying between 100 and 150, with 1000 positive and 1000 negative traces for each
formula, amounting to a total trace length of at least 10° across all positive and negative
inputs. However, for constraint system optimization and Traces2LTL [97], due to timeouts,
a smaller subset was randomly selected from the traces. We computed the mean of inverse
learning error (MeanlILE) [98], which is a metric used in inverse reinforcement learning to
quantify how far the policy induced by a learned reward deviates in value from the optimal
policy of the expert on the same MDP. Our experiments demonstrate that the MeanILE

computed by our methods is less than the same computed by Traces2L.TL.

1.2 Structure of the Thesis

We introduce the basic notions and definitions in Chapter 2, followed by a discussion of
related work in Chapter 3. In Chapter 4, we present our counterexample-guided frameworks
for robustness verification. In Chapter 5, we analyze false positives and true positives and
describe our approach to mitigating false positives. Chapter 6 introduces the definitions
of different specifications based on the sensitivity of network decisions. In Chapter 7, we
present a unified framework for verifying different variants of properties. In Chapter 8, we
discuss our work on learning explainable rewards in inverse reinforcement learning using
temporal logic specifications. Finally, Chapter 9 concludes the thesis and outlines future

directions.

1.3 Publications

The following publications have resulted from the work presented in this thesis or are

currently under submission:

e The work on counterexample-guided refinement for robustness verification was
published in ATVA 2023 [45].

e The work on identifying false positives in local robustness verification was published
in OVERLAY 2025.

e The work on confidence-based properties and their verification within a unified

framework has been accepted at FM 2026 and is also available on arXiv [99].

e The work on explainable reward learning in inverse reinforcement learning was
published in AAMAS 2023 [100].
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Chapter 2
Preliminaries

In this section, we present the basic mathematical notations used throughout this thesis.
These notations facilitate the formulation of various neural network properties, proofs of
theorems, and the description of algorithms. We begin with the fundamental concepts
underlying neural networks by introducing their foundational building blocks, including
neurons, their functionality, the composition of layers, and the overall architecture of
neural networks. We formally define the key notions related to neural networks that
are used throughout this thesis. In addition, we provide a formal definition of the local
robustness property. To address different robustness properties, we employ the application
programming interfaces (APIs) of the relevant solver. Accordingly, we describe the solver

APIs used in this thesis.

2.1 Basic Mathematical Notations

The symbols R and Z denote the sets of real and integer numbers, respectively. Lowercase
letters, such as x, are used to represent numerical variables. For instance, if a variable is
of type R, it serves as a placeholder for a real number, similarly, integer type variables
represent integers. A binary variable is an integer variable that can take the value either 0
or 1.

In a similar manner, we define vectors and matrices. Bold lowercase letters, such as
X, denote vectors, with individual components represented as x[i] or Xx; for the i element.
An n-dimensional real-valued vector is denoted by x € R", where R" represents the n-
dimensional real vector space. Similarly, bold uppercase letters, such as A € R™", denote

matrices, with elements A[i, j] referring to the entry in the i row and j® column. The
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notation R™" represents the space of real matrices with m rows and n columns, and thus
the dimensions of a matrix A are m X n. Once clear from the context, we also use non-bold
letters x and A to represent vectors and matrices, respectively.

Using the above conventions, we define a linear expression as

LinExpr = {wo + Z w;X;

1

w; € R and x; is a real Variable} .

Intuitively, a linear expression is a linear combination of real variables. Based on LinExpr,

we define the set of linear constraints as
LinConstr = { expr op 0 | expr € LinExpr A op € {<,=}}.

We further define a Boolean combination of LinConstr as the result of combining multiple
LinConstr instances using Boolean operators: logical conjunction (A), logical disjunction
(V), and logical negation (—). A predicate is any Boolean combination of elements in
LinConstr.

Given two functions f : X — Y and g : Y — Z, the composition g o f denotes a
function from X to Z obtained by applying f first and then g. Formally, for any x € X,
we have (g o f)(x) = g(f(x)). This notation captures the sequential application of two

mappings, where the output of the first function serves as the input to the second.

2.2 Neural Networks

Neural Networks (NNs) are computational models inspired by the interconnected structure
of neurons in the human brain [46]. They are designed to recognize patterns, approximate
functions, and adaptively learn from data. A neural network processes information by
successively transforming inputs through multiple layers, each composed of interconnected
computational units called neurons.

For instance, consider a target function f*. In the case of classification, this function
maps an input x to a category label y, i.e., y = f*(x). A neural network aims to approximate
this mapping by defining y = f(x; 6), where 8 denotes the set of learnable parameters. The
learning corresponds to adjusting 6 such that f(x; 6) closely approximates f™.

The strength of neural networks lies in their ability to model complex nonlinear
relationships by hierarchically composing simple mathematical transformations. Modern

applications of neural networks encompass diverse domains, including computer vision [46,
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Figure 2.1: A schematic representation of a single neuron. The symbol ), denotes the
weighted sum of the inputs, while o represents the nonlinear activation function. Here,

wy, Wy, ..., w, are the weights associated with the inputs, and b denotes the bias term.

], natural language processing [ 1 02], robotics [ 1 03], and safety-critical decision-making
systems [, 2, 3].
We present the fundamental architecture and building blocks of neural networks as

follows:
2.2.1 Neurons

The fundamental computation unit of a neural network is a neuron (or node) [46],
which is inspired by the biological neuron. An artificial neuron receives multiple input
signals, weights them, adds a bias, and transforms the result through a non-linear activation
function.

The mathematical computation of a neuron is expressed as follows:

n
z= Zw,-x,- +b
i=1

2=0(2)

The above computation is also illustrated in Figure 2.1. In this formulation, z denotes
the weighted sum of the inputs (i.e., the linear combination of input features), also referred
to as an affine node, while Z represents the final output obtained after applying a nonlinear
activation function. The inputs xi, x», .. ., x,, are collectively referred to as features.

For illustration, consider the logical AND function Z = AND(xy, x,), as shown in
Table 2.2A. The output of this function is 1 when both inputs are 1, and O otherwise. Let
x; and x; be binary variables. We simulate this function using a single neuron, as depicted

in Figure 2.2B. The weights corresponding to x; and x, are both set to 1, and the bias
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(A) Truth table for the logical AND operation  (B) Neuron representation of logical AND

Figure 2.2: Neuron example

term is set to —1. The activation function Z = o(z) is chosen as the well-known ReLU
function [104, ], defined as Z = max(0, z).

Here, 7z represents the weighted sum of the inputs x; and x,, i.e., z = x; + x, — 1.
From Table 2.2A, it can be observed that Z = 1 only when both inputs are 1. The chosen
activation function thus correctly reproduces the AND behavior: when both inputs are 1,
z=1and Z = 1; in all other cases, Z = 0.

The choice of activation functions and their properties will be discussed in more detail
later. For now, it is important to note that the weights w; and bias b are learnable parameters,

adjusted during training to optimize the network’s performance.
2.2.2 Layers

Neurons are organized in layers, such that all neurons in the current layer receive
signals from the neurons of the previous layer, perform computations, apply nonlinear
activation functions, and forward the signals to the next layer. Figure 2.3 illustrates this
layered organization. The input layer, which precedes the first hidden layer, propagates the
input as it is. The hidden layers perform computations, followed by nonlinear activations,
and forward the signals to the output layer. Each neuron has input weights to compute the
weighted sum of the input signals. We represent the weights of all neurons in a layer in
matrix form, and the biases are similarly stored in a matrix. For simplicity, we assume no
activation functions on the output layer. Under our assumptions, there can be any number

of hidden layers, but there is only one input layer and one output layer.
2.2.3 Neural Network Architectures

The arrangement of layers, the number of neurons in each layer, and the choice of
activation functions define the architecture of a neural network. The architecture shown

in Figure 2.3 represents a feedforward neural network, where signals propagate only to
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Figure 2.3: A schematic representation of a neural network. The network consists of
one input layer, one output layer, and two hidden layers. It takes an input vector x of n
dimensions and produces an output vector y of m dimensions. The neurons in each hidden
layer use the activation functions discussed in Figure 2.1. The circular nodes denote the

affine nodes, while the square nodes denote the activation nodes.

the next layer. Feedforward networks are suitable for relatively simple tasks. In some
cases, the hidden layers perform convolutions on the outputs of preceding layers, followed
by activation functions, such networks are called convolutional neural networks (CNNs),
which are particularly effective for vision-based tasks. When a network contains many
hidden layers, it is referred to as a deep neural network (DNN). Some well-known DNN
architectures, which are also CNNs, include AlexNet [105], VGGNet [106], Inception-
Net [107], and EfficientNet [108]. This thesis focuses on the verification of DNNs and
CNNs. Additionally, in some architectures, the output of a layer can be fed back as input
to the same layer, such networks are known as recurrent neural networks (RNNs), which

are beyond the scope of this thesis.
2.2.4 Learning Parameters

As mentioned earlier, the function f(x, 6) represents the neural network, while f*(x)
denotes the target function. The target function f* is not given explicitly; instead, we
have access to a set of input—output pairs. The goal of parameter learning algorithms is
to determine 6 such that f(x, #) accurately learns the mapping between these pairs and
generalizes well to similar inputs.

To achieve this, at the output layer, the discrepancy between the predicted output

and the ground truth is quantified using a loss function. Let L denote the loss function.
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Figure 2.4: Activation functions

Gradients of L with respect to the parameters 6, i.e. fi—g, are computed and used to update
6. This process is known as gradient-based learning [ 109, ]. A necessary condition for
applying the gradient descent algorithm is that the neural network must be differentiable,

. . . dL
allowing precise computation of %z.
2.2.5 Activation Functions

Activation functions are essential for the generalization of neural networks. Let us
consider removing all activation functions from the network shown in Figure 2.3. In this
case, all remaining layers are affine (weighted sum) layers, which can be merged into a
single layer by multiplying the weight matrices. This means that no matter how many
layers the network has, without activation functions, it effectively behaves as a single layer,
leading to reduced generalization. Therefore, activation functions are the heart of the
neural networks. On the other hand, activation functions also pose the main challenge in
the analysis of neural networks, as we discuss later. There are many activation functions;

some of the commonly used ones are listed below. Let us assume activation is represented

asy = o(x):
Siecmom: The sigmoid activation [1 11, ] function is defined as
1
YT e

as illustrated in Figure 2.4A. The Siomoip function maps the input value to the range (0, 1)
and is particularly suitable for binary classification tasks where the network must assign
the input to one of two categories.
Tann: The hyperbolic tangent activation [ 101, 46] function is given by

e*—e"
y= P

as shown in Figure 2.4B. The Tans function maps the input to the range (-1, 1).
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Although the above activation functions are commonly used in output layers for
classification, they suffer from the vanishing gradient problem [46]. The RELU activation
function mitigates this issue to some extent.

ReLU: The Rectified Linear Unit activation [ 104, ] function is defined as
y = max(0, x),

as shown in Figure 2.4C. It returns the input x when x > 0 and O otherwise. This function
is also referred to as a piecewise linear activation function, since it comprises two linear
regions based on the sign of the input. A drawback of ReL.U is the dying neuron problem:
when x < 0, the gradient remains zero, potentially causing certain neurons to stop learning.
LEAKYRELU: The LEakYRELU activation [112, ] function modifies RELU to address

the dying neuron issue and is defined as
y = max(ax, x),

where « is a positive slope for negative input values. An example with @ = 0.1 is shown in
Figure 2.4D. Compared to RELU, LEakYRELU introduces a slightly higher computational
cost and requires tuning of the slope hyperparameter a.

Sortmax: Lety = (yi,y,,...,Yy,) denote the output vector of a neural network. The
SortMmax function [46, ] computes a probability distribution over all classes. For a

given class y,, it is defined as

ey('

SortMaAx((y1, ..., Ym), C) = —————.
(Y15 Ym), ©) ST

Intuitively, the Sigmorp function provides a probability distribution for binary classification
tasks, whereas the Sorrmax function extends this concept to multiclass classification, i.e.,
when there are more than two possible classes.

In a neural network used for classification, each output neuron corresponds to a distinct
class, and its output y; represents the logit value for that class. The Sorrmax function
transforms these logits into a normalized probability distribution across all classes. This
distribution can be further scaled to the range [0, 100] to represent the classification

confidence [113, ], defined as

ConNF((Y1, .-+ Ym)s c) = 100 - SOFTMAX((Y1, . . - , Ym), C). 2.1)
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2.3 Formal Definition of Neural Network

We now combine all the submodules defined above and establish the notational framework
required to formalize the theorems, proofs, and auxiliary lemmas presented throughout
this thesis. The preceding discussion provided the necessary intuition for understanding
neural networks, this section introduces a rigorous formalization of those concepts. To this
end, inputs, activations, and parameters are considered as elements of appropriately typed

vector spaces, while layer-wise transformations are modeled as compositions of functions.

Definition 1. A neural network N = (Neurons, Layers, Edges, W, B, Type) is a 6-tuple,

where

e Neurons is the set of neurons in N,

Layers = {ly, ..., l;} is an indexed partition of Neurons,

Edges C Uf;lll-_l X 1; is a set of edges linking neurons on consecutive layers,

W : Edges — R is a weight function on edges,

e B : Neurons — R is a bias function on neurons,

Type : Layers — {AFFINE, ACTIVATION} defines type of neurons on each layer.

A neural network is a collection of layers ly, 1, l», ...l;, where k represents the number
of layers. Each layer contains neurons that are also indexed, with n;; denoting the jth
neuron of layer /;, We call [ and [, the input and output layers respectively, and all other
layers as hidden layers. In our presentation, we assume separate layers for the activation
functions, hence each layer can either be ArrINE or AcTivaTioN layer. The definition of
W and B applies only to the ArrINE layer. Without loss of generality, we assume that
the output layer is an ArrINE layer, as we can always append an identity AFFINE layer.
Layers [y, 15, Is, ..., I, are the AFrFINE layers, and b, Iy, [g, ..., [, are the AcTivaTion layers. If
Type; = AcTivaTiON, then |/;_;| = |/;|. We extend the weight function from edges to layers

using matrix W; € RI“™-1l that represents the weight for layer [, s.t.,

W(e) e = (ng-1y,,ni,) € Edges,
Wilt, 1] = (=
0 otherwise.
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We also write matrix B; € R"*! to denote the bias matrix for layer /;. The entry B;[t,0] =
B(n;;), where n;; € Neurons.

To define the semantics of N, we will use vectors val; = [val;;,valp, ...valy,] that
represent the values of each neuron in the layer /;. Let f; be a function that computes
the output vector of values at layer i using the values at layer i — 1 as val; = fi(val;_y).
For each type of the layer, the functions are defined as follows: if Type; = AFFINE, then
fitvali_y) = W;xval;_y + B;; if Type; = Activation, then fi(val;_;); = o(val;-1y;), where o;
is an activation function for layer /;.

The semantics of a neural network N is a function (we abuse notation and also denote
this function as N) which takes an input, an |/y|-dimensional vector of reals and gives as
output an |/;|-dimensional vector of reals, as a composition of functions f; o ... o f;. Thus,
for an input v € Rl, we write its value computed by N at layer i as val’ = f; o ... o fi(v),
also the value of the j in i"" layer is represented by val’ ;- We represent the output of
the network as N(v), which corresponds to val}, and N(v)[ ;] denotes the value of the ji
neuron in the output layer. The final decision N of the neural network is determined
using the ARGmAx [101] function, which returns the index of the maximum output value:
N(@) = ARGMAX(N(v)).

2.3.1 Formal Verification

Formal verification is a rigorous mathematical approach used to prove or disprove the
correctness of systems with respect to a given specification. Originating from the field
of software and hardware verification [115, , ], it was developed to ensure that
critical systems—such as operating systems, compilers, or safety-critical software behave
as intended under all possible conditions. This is achieved by modeling both the system and
its specifications in a formal logic and using automated reasoning techniques like model
checking [117], theorem proving [ | | 8], or satisfiability solving [ | 19] to exhaustively verify
properties such as safety, liveness, or correctness.

In contrast to testing [ | 20], which validates a system by executing it on a finite set of
test cases, formal verification provides mathematical guarantees about the behavior of the
system across all possible inputs. Testing can reveal the presence of bugs but cannot prove
their absence, whereas verification can provide such proof within given assumptions or
bounds. Similarly, while static analysis [121] inspects code or models without execution
to detect potential errors, i.e., data flow violations, it generally relies on conservative

approximations and cannot offer the same level of soundness and completeness as formal
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verification. Static analysis is often used for scalability and early error detection, whereas
formal verification emphasizes sound proofs of correctness.

The adoption of formal verification in neural network analysis [ 15, 28, ] stems from
its potential to provide guarantees in domains where empirical testing can fail to capture
corner cases. Neural networks, particularly deep learning models, are highly non-linear and
complex, making their behavior difficult to interpret and validate solely through empirical
testing. Formal verification techniques applied to neural networks aim to mathematically
prove properties such as robustness against adversarial perturbations, fairness, thereby
extending the foundational principles of software verification into the domain of machine

learning systems.
2.3.2 Verification Query

A neural network verification query aligns closely with the logical foundation of
Hoare triples [1 23] from classical program verification. In software verification, a Hoare
triple is written as {P} C {Q}, where C denotes a program, P is a precondition describing
assumptions on the input state, and Q is a postcondition describing the desired property
of the output state. The triple asserts that if the program C starts in any state satisfying
P, then after execution, it will terminate in a state satisfying Q. Equivalently, the validity

condition can be expressed as
Vs, P(s) = Q(C()).

Where P(s) denotes that s satisfies the condition P.

Analogously, in neural network verification, a verification query is defined as a triple
(N, P, Q), where N is the neural network, P is a predicate over inputs, and Q is a predicate
over outputs. The query holds if, for every input x such that x |= P, it follows that N(x) | Q,
ie.,

Vx, P(x) = Q(N(x)).

Here, N plays the role of the program C, the predicate P specifies the admissible input
set, and Q specifies the desired output property. If the query does not hold, there exists
a counterexample x such that x = P and N(x) £ Q, which corresponds to a concrete
violation of the Hoare-style specification.

Intuitively, the verification query (N, P, Q) holds when, for all inputs x satisfying the

input predicate P, the corresponding output N(x) also satisfies the predicate Q. Otherwise,
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(A) Pred-1 (B) Pred-3
Figure 2.5: Examples: (A) is original image, and (B) is perturbed image

any input x violating this implication serves as a witness of property violation. In this thesis,
we refer to P and Q as the pre-condition and post-condition, respectively. A simplified
post-condition is y > 0 or y > 0, where y denotes the output of a neural network with
a single output node. Let us see how the local robustness definition can be written as a

verification query in the above form.

2.4 Local Robustness

As discussed in Chapter 1, neural networks are increasingly being used in safety-critical
applications. However, they are also vulnerable to small perturbations in the input, meaning
that even minor changes can cause the network to make incorrect decisions. As shown in
Figure 2.5A, an image from the MNIST dataset [65], 1s correctly classified by the network
as the digit 1. After introducing small modifications to the image, the altered version
shown in Figure 2.5B is misclassified by the same network as the digit 3, even though the

modified image still visually appears to represent the digit 1.

We formally define a specification, also referred to as a property, to capture such bugs
or counterexamples in neural networks, or to verify that the network is free of such bugs
around a particular image. In the literature [29, 34, 41, 33,42, ], this property is known

as the local robustness property.

Definition 2. For a neural network N, an input x, and an input perturbation value €, N is

locally robust if for every x” such that dist(x’', x) < €, we have N = N(x).

The above property ensures that a neural network’s classification remains unchanged
under small perturbations € of the input. Here, € is a user-defined parameter and dist

is a distance metric, often taken in some L, norm, where p € {1,2,c0}. An input x’ is
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considered a counterexample if dist(x’, x) < € and N(x') # N(x). The predicate

[lol
P=/\ ¥'lil- €< xi < x[il +e
i=1
where x*[i] denotes the value of the i pixel in the image x*, and represents the condition

dist(x*, x) < € under the L., norm. Similarly,

0= /\ N@ING) >N
i=1,
i#N(x")
expresses that the neuron corresponding to the correct class N(x*) has a value greater than

that of any other output neuron’s value.

2.5 Solvers

To check whether (N, P, Q) holds, we formally use the function cHECKSAT in our algorithms,
which determines the satisfiability of the given formula. Additionally, we also use the
function MAxSAT in our algorithms. Both functions operate on quantifier-free formulae as
input and return either SAT or UNSAT as output, depending on whether the formula is
satisfiable or not.

The function cHECKSAT takes a logical formula as input and determines whether it
is satisfiable. If the formula is unsatisfiable, the function returns UNSAT. Otherwise,
if the formula is satisfiable, it returns SAT. In addition, we use the function GETMODEL,
which maps each variable to its corresponding satisfying value. The GeTMobEL function
is invoked when cHECKSAT returns SAT, in order to extract the model, i.e., the satisfying
assignment, for the variables involved.

The function MAxSaT takes two arguments as input: HARDCONSTR and sOFTConsTR. The
HARDCONSTR 1s a Boolean formula of constraints, and sorFTCONSTR is a set of constraints.
The function maxSar satisfies the maximum number of constraints in soFTConsTR while
satisfying the HARDCoNsTR. The function maxSar returns SAT with the set of constraints
satisfied in SOFTCoNSTR, or returns UNSAT if HARDCoNSTR fails to satisfy.

We can use either Mixed-Integer Linear Programming (MILP) solvers or Satisfiability
Modulo Theories (SMT) solvers to use the above APIs. MILP solvers are optimization tools
designed to handle problems that involve both continuous and discrete (integer or binary)

variables subject to linear constraints and a linear objective function. These solvers, such

30



as CPLEX [125], Gurobi [40], and SCIP [126], use a combination of linear programming
relaxation [ 127], branch-and-bound [ 1 28], cutting-plane [129], etc, techniques to efficiently
explore the solution space. MILP solvers are particularly effective for problems that require
finding an optimal configuration under linear relationships, such as resource allocation,
scheduling, and network optimization. Their strength lies in producing globally optimal
solutions for well-formulated linear problems, though the computational cost can grow

exponentially with problem size and integer complexity.

SMT solvers, such as Z3 [96], CVCS5 [130], and Yices [131], extend propositional
satisfiability (SAT) solving by adding background theories like arithmetic [132], bit-
vectors [ 133], arrays [ | 34], and real numbers [ 19]. SMT solvers aim to determine whether
logical formulas are satisfiable under these theories. They use a combination of SAT-solving
techniques and theory-specific reasoning, often via the DPLL(T) framework [132]. SMT
solvers are widely used in formal verification, model checking, and symbolic execution,
where reasoning about logical constraints over variables is essential. Unlike MILP solvers,
which focus on optimization, SMT solvers focus on satisfiability—checking if a model

exists that satisfies given constraints.

Both MILP and SMT solvers handle constraints over variables, their primary goals and
underlying methods differ. MILP solvers focus on optimization of linear objectives under
linear constraints. SMT solvers, on the other hand, focus on logical satisfiability under rich
theories, often involving non-linear or symbolic reasoning. MILP solvers rely heavily on
numerical methods, whereas SMT solvers rely on logical inference. The work [122] shows
that MILP-based solvers perform better than SMT-based solvers (e.g., Z3 [96]) in neural
network verification tasks. This may be because SMT solvers answer queries with infinite
precision, while MILP solvers operate with finite precision. For scalability, we also utilize
an MILP solver, specifically, the Gurobi (v9.1) [40] optimizer to implement the cHECKSAT,

GETMODEL, and MAXSAT methods.

The nature of both the tools is to find a satisfying assignment rather than proving the
properties. To determine whether (N, P, Q) holds, we check the satisfiability of the negated
post-condition = Q. If —=Q is unsatisfiable, then the property (N, P, Q) holds, otherwise,
if =Q is satisfiable, (N, P, Q) does not hold, and the corresponding satisfying assignment

provides a witness or counterexample to the violation.

Intuitively, —=Q encodes a misclassification condition. To detect such counterexamples,

a solver checks whether both P and —Q can be satisfied simultaneously. The verification
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query is satisfiable if and only if the neural network N is not locally robust at x* with

respect to the perturbation bound e.
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Chapter 3

Related Work

In this thesis, we consider the problem of effective and efficient verification of neural
networks. Our main focus includes the counterexample-guided abstraction refinement
(CEGAR) techniques for neural network verification, as well as various robustness proper-
ties of neural networks. Since the area is vast and has been extensively studied in recent
times, we focus on some of the recent advances in the closely related areas. We first
present various adversarial attacks that are used to generate adversarial examples in Sec-
tion 3.1. Next, we present various incomplete and complete techniques for neural network
verification in Section 3.2.1 and Section 3.2.2, respectively. The complete techniques
are supported by various branching and refinement heuristics that are discussed in Sec-
tion 3.2.3 and Section 3.2.4. Next, we present various related works that take confidence
values into account for robustness verification in Section 3.3. Next, we discuss the works
that add layers in the neural networks to encode various postconditions in Section 3.4.
Finally, we present the works that aim to learn robust neural networks during training in
Section 3.5. In addition to the works related to neural network verification, we would also
like to refer the comprehensive survey papers [ 135, ]. Our methods have built upon
prior techniques in hardware and software verification, for which we refer readers to the
survey [1 15, , , ]. We leave the related work on our explainability technique for

reinforcement learning to Chapter 8.

3.1 Generating adversarial examples

Adversarial examples are inputs to machine learning models that have been intentionally

perturbed to cause the model to make a mistake. These perturbations are often impercept-
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ible to humans but can lead to significant misclassifications by the model. The generation
of adversarial examples has been a topic of extensive research, with various techniques

developed to create such examples.

The fast gradient sign method (FGSM), introduced by [10], is one of the earliest and
simplest techniques for generating adversarial examples for neural networks. FGSM
operates in a white-box setting by computing the gradient of the loss with respect to
the input image and perturbing the input in the direction of the sign of this gradient,
scaled by a small parameter @. Formally, the adversarial image x,,, is generated as
Xaay = X+ a-sign(V,J(0, x,y)), where J denotes the loss function, 6 represents the network
parameters, x is the original input, y is the true label, V, is the gradient with respect to
the input, and « is the step size. This one-step method is known for its computational
efficiency and for demonstrating that small, human-imperceptible perturbations can cause
significant misclassifications. The projected gradient descent (PGD) attack [ | ] generalizes
this approach by applying multiple small steps of gradient ascent on the loss function,
constrained within a predefined perturbation norm. After each iteration, the perturbed
input is projected back onto the allowed e-distance around the original input to maintain

boundedness.

Introduced in [14], DeepFool is a more sophisticated white-box attack designed to
compute the minimal perturbation required to change the classification decision of a neural
network. DeepFool iteratively perturbs the input image in the direction that most rapidly
moves it toward the decision boundary of the neural network, effectively applying perturb-
ations orthogonal to this boundary. It assumes that the classifier behaves approximately
linearly in the local neighborhood of the input and projects the input in each iteration to
the nearest point on the decision boundary. The process continues until the prediction of
the neural network changes, ensuring that the obtained adversarial perturbation is nearly
minimal. This attack is particularly valuable for robustness evaluation, as it exposes the
geometric vulnerability of the classifier and serves as a strong benchmark for assessing

model robustness.

Introduced in [ 12], the boundary attack is a black-box adversarial attack that requires
access only to the predicted class labels of the target model. It starts with a large, mis-
classified perturbation and iteratively refines it by reducing the perturbation magnitude
while preserving misclassification. The objective is to make the perturbed image as close

as possible to the original input while maintaining misclassification. Unlike gradient-based
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methods, it does not rely on gradients or logit values and instead depends solely on the
prediction of the network. This characteristic makes the Boundary Attack particularly
useful for evaluating the robustness of deployed models with restricted internal access,
demonstrating the vulnerability of black-box classifiers to adversarial manipulation.
Introduced in [13], the HopSkipJump attack can operate in either a white-box or
black-box setting, depending on the available model access. The attack consists of two
main phases: boundary search and gradient update. It begins with a highly perturbed
misclassified image and performs a binary search toward the original image until it reaches
the decision boundary. Once the boundary is identified, the algorithm minimizes the
perturbation distance between the original and adversarial images by updating the input in
the direction of the estimated gradient. In the white-box setting, this gradient is computed
using backpropagation, whereas in the black-box setting, it is estimated through repeated
model evaluations on multiple inputs. This flexible design allows the HopSkipJump attack

to operate effectively even under restricted access conditions.

3.2 Neural network local robustness verification

Since adversarial example generation techniques are not exhaustive, researchers have
developed formal verification techniques that can provide guarantees on the absence of
adversarial examples within a specified neighborhood of an input. These techniques can

be broadly classified into incomplete and complete methods.
3.2.1 Incomplete Techniques

DeepPoLy [34] maintains both lower and upper linear constraints, as well as lower and
upper bounds, for every neuron in the network. It combines the interval (box) abstract
domain [121] with the polyhedral abstract domain [ 137], thereby balancing precision and
efficiency. CROWN [33] uses the same underlying abstraction principle as DeepPoLy, with
the main distinction being in implementation: CROWN is optimized for GPU acceleration,
whereas DeepPoLy primarily runs on CPU. A detailed explanation of DeepPoLy is provided
in Section 4.3. The work [138] further improved the DeEepPoLy by advancing the technique
for parallelization and acceleration on GPU, called GPUPoly. kPory [41] considers a
group of k neurons at once to generate the constraints and compute the bounds of neurons.
Further improvements are made in a tool called PRIMA [139], which also performs
multi-neuron convex relaxations of nonlinear layers. Their algorithms have polynomial

complexity, yield fewer constraints, and minimize precision loss. The work [140] also
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provides tighter convex relaxations by jointly relaxing multiple neurons at once. To
enable scalability, the authors introduce two polynomial-time algorithms: OpTC2V, an
LP-based verifier that yields tight bounds, and FastC2V, a faster propagation-based verifier.
Notably, FasTC2V generalizes several existing bound propagation techniques, including
Fast-Lin [3 1], DeepPory, and CROWN, providing a unified and more expressive framework
for convex outer approximations. The approach pEepPSRGR [38] removes the spurious
region by taking the constraints of each neuron with the negation of the property and
using the MILP solvers, more specifically, Gurosr [40] optimizer to tighten the bounds
of each neuron. They need to call the MILP solver repeatedly for each neuron, so it is
not scalable. The work [29] employs the Zonotope [!41] abstract domain to soundly
approximate the behavior of neural networks. A Zonotope represents sets as affine forms
with a center and a collection of generator noise symbols, which enables it to track linear
correlations between variables rather than treating them as independent interval bounds. A
follow-up work by the same authors, RefineZono [30], refines the abstractions generated
by DeepZ using an MILP solver, resulting in tighter bounds but remaining incomplete.
The framework AI? [28] is recognized as the first scalable abstract-interpretation-based
technique capable of verifying neural networks with up to 53K neurons. It combines the
Box [121] and ZonotopPE abstract domains to propagate abstract bounds layer by layer
through the network. This approach is specifically designed for networks employing RELU

and MaxPooL activation functions.

Some researchers observed that the abstractions of activation functions have choices,
which can impact the precision of the verification, and introduced LP-based techniques
to optimize the abstraction of activation functions. @-CROWN [42] optimizes the bounds
of neural network neurons by jointly optimizing the slopes (a values) of the constraints
associated with each neuron. The approach is further extended into a complete verification
technique by performing branching on selected neurons in batches and bounding each
branch using the incomplete verification tool based on linear relaxation perturbation
analysis (LiRPA) [71]. LiRPA is a library for automatically deriving and computing
bounds, which underlies methods such as CROWN and DeepPoLy. The key contribution is
a generalization of LiRPA from feed-forward neural networks to arbitrary computational
graphs defined in PyTorch. A dual approach to scalable verification of deep networks [27]
reformulates the verification problem as an optimization task aimed at identifying the

largest possible violation of a given verification property. The optimization problem is
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solved using Lagrangian relaxation [142], which yields bounds on the worst-case violation
of the property. The technique operates in an anytime fashion, meaning it can be interrupted
at any stage while still providing valid bounds. The method in [31] provides a certified
lower bound on the minimum adversarial distortion. However, it only focuses on ReLU
activation functions. The authors propose two techniques—Fast-Lin and Fast-Lip. Fast-Lin
derives certified bounds by applying per-neuron upper and lower linear relaxations of the
ReLU function, while Fast-Lip estimates robustness by computing an upper bound on the
local Lipschitz constant of the network’s logit outputs. The method in [ 8] computes the
output range of a neural network using a combination of gradient-based local search and
linear programming (LP) formulation. The local search is used to escape local minima,
while an LP solver is employed to verify the global minima, ensuring accurate estimation
of the output bounds.

In an orthogonal direction, the approach [143] reduces the size of a neural network by
merging similar neurons. The similarity between neurons is determined using clustering
techniques. Specifically, a set of input samples is propagated through the network layer-
by-layer. At each layer, clustering is applied to group neurons with similar activation
patterns, and neurons belonging to the same cluster are merged. The authors also provide
an upper bound on the abstraction error introduced by this merging procedure. This line
of work is commonly referred to as semantic abstraction-based merging. In contrast,
the work of [37] also merges multiple neurons into a single neuron but provides explicit
over-approximation guarantees on the resulting abstraction. Similarly, [ 144, ] merges
neurons while maintaining bounds on the weights and ensuring sound over-approximation
guarantees. These approaches are typically known as syntactic abstraction-based merging.
Furthermore, the recent work [146] combines both semantic and syntactic abstraction

principles to merge neurons in a unified framework.
3.2.2 Complete Techniques

Incomplete techniques can provide sound guarantees, but may fail to verify certain
properties due to their inherent approximations. To address this limitation, researchers
have developed complete verification techniques that can definitively determine whether
a property holds for a neural network or not. These methods typically involve implicitly
or explicitly splitting the problem into smaller subproblems and applying the above
abstractions in each of the subproblems.

ReLUpLex [20] is a decision procedure for verifying neural networks with RELU ac-
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tivation functions. It extends the classical simplex algorithm by incorporating symbolic
constraints that capture the piecewise-linear nature of RELU. The method begins by re-
laxing all RELU constraints and incrementally reinstates them during the solving process
based on heuristic guidance. This incremental refinement allows RELUPLEX to efficiently
explore the feasible region while maintaining the correctness of the verification outcome.
The work [22] combines SAT solving with linear programming and uses a linear approx-
imation of the overall behavior of the network to verify feed-forward neural networks with

piecewise-linear activation functions, such as RELU and MaxpooL.

MILP-based techniques have been widely adopted for neural network verification due
to their ability to provide exact solutions for piecewise-linear networks. MIPVerify [122]
introduces a MILP-based formulation for neural networks with RELU and Max activation
functions. The approach relies on using incomplete verification methods to compute
sound bounds, followed by an exact MILP encoding of the network constraints. The
authors demonstrate that, with these bounds in place, MILP-based solvers can significantly
outperform SMT-based solvers such as RELUpPLEX [20], particularly in terms of scalability.
The paper [ 6] introduces an MILP-based method for deciding reachability in feed-forward
ReLU neural networks by formally reducing the reachability question to the feasibility of a
mixed-integer linear program (MILP). The paper [ 7] discusses the peculiarities of MILP
encodings for neural networks containing RELU and MaxpooL functions. The authors also
study the impact of bound tightening on the solving time and demonstrate that applying
a bound tightening algorithm significantly reduces the computation time. The work [19]
computes the maximum perturbation bound that a network can tolerate, i.e., the largest
perturbation under which the network continues to classify the input into the same class.
The authors formulate this problem as an MILP optimization problem, which can be solved

using standard MILP solvers.

Most complete verification methods are based on either SMT or MILP solving and
are limited to CPU execution. S-CROWN [24] accelerates the verification process on
GPUs by extending the CROWN bound-propagation framework. It introduces optimizable
per-neuron multipliers, denoted as 3, to encode branching constraints in the branch-and-
bound verification procedure, thereby improving both efficiency and scalability. When a
neuron is split (e.g., enforcing a RELU to be either active or inactive), instead of solving a
separate LP to enforce the constraint, the method incorporates the split through backward

linear relaxation with Lagrangian multipliers. This achieves bounds that are as tight
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as those produced by LP-based methods, while retaining GPU efficiency. As a result,
B-CROWN enables scalable and complete verification for networks that are otherwise
difficult to verify using traditional LP-based approaches. The work [26] introduces GCP-
CROWN, a generalized bound propagation method that integrates arbitrary cutting plane
constraints into neural network verification. Unlike existing approaches, it supports
relaxed integer variables and enables the use of cutting planes generated by mixed integer
programming (MIP) solvers to tighten convex relaxations. By combining GPU-accelerated
bound propagation with CPU-based MIP solvers in parallel, this method achieves strong

verification performance.
3.2.3 Branching heuristics

In addition to the above techniques, there has been significant research on devel-
oping effective branching strategies to enhance the efficiency of complete verification
methods. Branch and Bound (BaB) is a widely used complete verification technique
that systematically explores the search space by dividing the verification problem into
smaller subproblems, either by branching on the input space or on hidden neurons, and
bounding each subproblem to prove the desired property. The efficiency of BaB heavily
depends on the branching strategy used to select the next subproblem for exploration.
Many state-of-the-art verifiers, including ¢f-CROWN, employ different BaB strategies
to determine the most promising subproblem to branch on. Several works [35, 57] have
proposed various branching strategies to improve the efficiency of BaB in neural network
verification. Broadly, there are two types of branching approaches: branching on the
input space [57] and branching on activation functions [57, ]. We discuss some of the
well-known strategies below.

The early work [20] utilizes an SMT core to perform branching on RELU activations.
The method implemented in NEuRrIFY [35] computes a gradient-based score for each RELU
and selects the one with the highest score for branching. The work [57] proposes several
branching strategies within the BaB framework, including both input-space and activation-
function branching. For input-space branching, they introduce BaB and BaBSB, the former
splits based on gradient information, while the latter bisects the input dimension along the
longest edge. Both approaches employ an LP solver to compute bounds for each branch.
For activation-function branching, they propose ReLUBaB, which prioritizes unresolved
ReLU nodes from the first activation layer, and BaBSR, which assigns a score to each

ReLU based on its current bounds to determine branching priority.
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The work [147] employs two graph neural networks (GNNs) that treat the neural
network under verification as a graph input and perform forward and backward passes
through the GNN layers. One GNN is trained to mimic the behavior of a strong branching
heuristic, while the other computes a feasible dual solution of the convex relaxation,
providing a valid lower bound during verification. The work [148] employs symbolic IBP
to compute bounds and determine the split node by evaluating the indirect effect that a split
has on the relaxation of its successor nodes. To further enhance performance, the splitting
constraints are encoded as linear programming (LP) constraints, allowing tighter bound
computation. The work [58] proposes a branching heuristic called BaB-FSB, which selects
branching RELU nodes by evaluating the impact of a split on both child subproblems using
gradient information. The method employs Lagrangian relaxation to compute bounds in
the dual space, thereby improving the efficiency and precision of the branch-and-bound
verification process. Finally, the work [149] first applies an LP relaxation and invokes
an LP solver to obtain the optimal solution. Based on this solution, it selects the RELU
neuron to branch on using a solution-aware branching technique. Additionally, the method

employs an MILP solver after each split to tighten the bounds of individual neurons.
3.2.4 Refinement-Based Techniques

In addition to branching strategies, several works have focused on developing effective
refinement techniques to enhance the precision of neural network verification. These
methods typically start with an abstraction of the network and iteratively refine it based on
the verification results. We discuss some of the well-known refinement techniques below.

In the work [35], the authors propose a symbolic interval analysis technique to compute
output bounds of neural networks. When the method fails to prove a given property, it
performs refinement by bisecting the input ranges. The selection of the input variable
for bisection is guided by the gradient of the network output with respect to the input,
allowing the refinement process to focus on the most influential input dimensions. This
work was further improved in [36], where the authors combine linear relaxation with
symbolic interval analysis to compute tighter output bounds. Additionally, they extend
the refinement process to hidden nodes, thereby enhancing verification precision. This
paper [150] synergistically combines gradient-based optimization for counterexample
search with abstraction-based proof search to achieve a sound and complete decision
procedure. Furthermore, it employs a data-driven approach to learn a verification policy that

guides the abstract interpretation process during proof search, thereby improving efficiency
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and scalability. The work [151] first performs linear relaxation abstraction for each non-
linear activation in the neural network. It then applies several refinement heuristics, such
as randomly selecting neurons, refining based on approximation error, using layer-biased
strategies that prioritize earlier layers, and introducing a novel technique that considers
the influence of hidden neurons on the output neurons to guide the refinement process
effectively. The work [157] presents an abstraction-refinement framework specifically
designed for verifying convolutional neural networks (CNNs). In the abstraction phase,
convolutional connections are initially removed while preserving an over-approximation
of the network’s behavior. During the refinement phase, the convolutional connections
are incrementally reintroduced to progressively tighten the approximation and improve

verification precision.

The work [37] presents a counterexample-guided abstraction-refinement framework
for neural network verification. The approach starts by constructing a simplified abstract
model through neuron merging, where the merging strategy ensures an over-approximation
of the original network. If verification on the abstract model yields inconclusive results (i.e.,
produces a spurious counterexample), the framework refines the abstraction by splitting the
merged neurons back into smaller groups or individual neurons. This refinement process
does not necessarily eliminate the spurious counterexample in a single step; instead, it
progressively refines the abstraction through iterative neuron splitting. The work [153]
employs two abstraction strategies—merging neurons and removing neurons, while pre-
serving an over-approximation of the network’s behavior. During the refinement phase,
they apply two complementary strategies, splitting neurons and recovering previously
removed neurons based on the dependency graph. The work [154] enhances the CEGAR-
based approach by reducing the number of verification calls. The key intuition is that,
in the initial stages, the abstraction is typically very coarse, therefore, instead of directly
invoking the verification query, the method first employs adversarial attack techniques to
quickly search for counterexamples. Only if these attacks fail to find any counterexample,

the verification query is invoked, thereby improving efficiency.

This thesis also includes works based on classification confidence and layer-based
encoding. In the following two sections, we discuss related work from the perspective of

formal methods.
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3.3 Confidence-based analysis

The work [ 14] introduced SorFtmax-based confidence and its verification in the global
robustness setting. The key intuition behind using confidence is to avoid boundary cases
in the input space. They approximate confidence by computing bounds on the output
based on the input bounds, achieved by first approximating the Sorrmax function using
a Sigmomp function and then further approximating the Sigmorp itself. The work [113]
introduces convex bounds on the Sorrmax function, providing both lower and upper
bounds compatible with convex optimization. However, both techniques result in highly
complex constraints that can only be handled by constraint-based solvers and scale only
to networks with a few hundred parameters. In contrast, our approximation allows the
use of any solver and scales efficiently to large networks, including ImageNet-1k [&]
classifiers. The work [155] employs confidence for the equivalence verification of two
neural networks. Similar to [ 14], they use confidence to avoid boundary cases and apply
a similar approximation technique by comparing the logit value of the expected class with
the logit values of the remaining classes. The work [156] probabilistically estimates the
global robustness of neural networks by sampling input points in regions where the model
exhibits high-confidence predictions and performing local robustness analysis around these

sampled inputs to approximate the overall robustness measure.

3.4 Layer-based encoding

The paper [ 5] also introduces a conversion from a 3-SAT formula to neural networks to
prove the NP-completeness of the verification problem. They assume that input variable
values are either close to 0 or 1, and that the property formula is expressed in conjunctive
normal form (CNF). In contrast, our method operates directly on linear real arithmetic
inputs and supports arbitrary formulas of any size or structure. The work [157] appends
user-specified requirements as an additional layer to the neural network and trains the
network to satisfy these requirements; however, their approach is limited to propositional
formulas and is not applied to post-training robustness verification. The framework [ 58]
simplifies neural networks by statically replacing unsupported operations with supported
ones, thereby enabling the underlying verifier to process them. It also decomposes complex
properties into smaller sub-properties that can be individually verified by the backend

verifier.
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3.5 Provable Defenses Against Adversarial Examples

In addition to verification techniques, researchers have also focused on the correct-by-
construction design of robust neural networks during training. These approaches aim to
train neural networks that are provably robust against adversarial perturbations within a
specified norm-bound. In this section, we discuss some of the well-known methods in this
direction.

The works [32, , , , ] introduce methods for training neural networks
that are provably robust to adversarial perturbations. Similar to adversarial training,
these methods consider a neighborhood around each training input. However, instead
of sampling adversarial examples, they construct a convex outer polytope around the
input and propagate this convex region layer by layer by relaxing the non-linear activation
functions. The bounds at the output layer are then used to compute a certified robustness
loss, and backpropagation updates the network parameters accordingly. Propagating a
convex region for every training example is computationally expensive, which limits
the scalability of these methods. To address this, the works [163, ] demonstrate the
effectiveness of simple Interval Bound Propagation (IBP) techniques, which scale to larger
models. Although IBP generally produces weaker bounds than polytope-based relaxations,
the authors show that with suitable loss formulations and hyperparameter scheduling,
the network can be trained in a way that tightens the IBP bounds during training. The
work [165] combines interval bound propagation (IBP) as a forward bound propagation
method with CROWN [33] as a backward bound propagation technique to compute tight
bounds for training verifiably robust neural networks. Their approach is GPU-accelerated
and scales efficiently to large networks. The work [166] proposes a more efficient approach
for propagating convex regions based on semidefinite programming (SDP). In contrast to
earlier relaxation techniques, which often yield loose bounds, the SDP-based relaxation is
significantly tighter and provides stronger robustness guarantees. The work [39] introduces
an abstraction-refinement framework for training neural networks that are provably correct
with respect to specified properties. Similar to provable robustness training, it constructs a
loss function over the output region; however, the loss is also influenced by the input region
and by abstractions over hidden neurons. To mitigate the impact of these abstractions on
the loss, the method performs refinement by bisecting the input range, thereby improving
the precision of the training process.

In the following chapters, we will present an abstraction-refinement—based complete
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verification method that guarantees progress in each iteration by leveraging the bounds
computed by incomplete verifiers. We will analyze the counterexamples generated by
different verifiers, discussed earlier, to identify false positives. Furthermore, we will
propose a family of local robustness properties that make diverse use of confidence
values, as compared to the works discussed earlier. In addition, we will introduce an
approximation scheme that enables the development of an efficient confidence-aware

robustness verification tool.
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Chapter 4

Using Counterexamples to Improve
Robustness Verification in Neural

Networks

The robustness verification of neural networks has become a critical area of research,
particularly for safety-critical applications where ensuring the reliability of neural net-
works is paramount. We will begin by presenting our counterexample-guided abstraction
refinement (CEGAR)-based technique to improve the precision of abstraction-based ro-
bustness verification methods of DNNs. We focus on the class of abstraction-based
methods that use convex polyhedra to over-approximate the behavior of neural networks,
such as DeepPory [29] and kxPory [41]. Earlier refinement techniques for these meth-
ods have relied on heuristics to identify neurons for refinement, without guarantees of
progress [24, 25, 57, 58, 59]. In contrast, our CEGAR-based technique systematically
marks neurons responsible for spurious counterexamples and guarantees progress in each
refinement iteration. We use MILP-based maxsat queries to mark the neurons, and we

present two variations of our technique that differ in the order of the analysis of neurons.

Our technique outperforms, to the best of our knowledge, all existing refinement
strategies based on DeepPoLy. Moreover, we identify a class of benchmarks coming from
adversarially trained networks, where state-of-the-art tools do not work well because
of the ineffectiveness of certain preprocessing steps (e.g., PGD attack [11]). Finally,
our implementation is able to verify several benchmarks that are beyond the reach of
state-of-the-art tools such as ¢8-CROWN [60] and MARABOU [62].
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Figure 4.1: Example of a neural network

In this chapter, we first present a motivating example to illustrate our refinement tech-
nique and its variations in Section 4.1. We then formally describe the problem and provide
an overview of the DEepPoLy abstraction method, which our method iteratively refines
in Sections 4.2 and 4.3. Next, in Section 4.4, we detail our CEGAR-based algorithms,
including the two variations for identifying marked neurons. We also discuss theoretical
results comparing the two variations of our technique. Finally, we present experimental
results in Section 4.5, demonstrating the effectiveness of our approach, followed by a

conclusion summarizing our contributions and potential future work in Section 4.6.

4.1 Motivating Example

Consider the neural network depicted in Figure 4.1, which consists of one input layer, two
hidden layers, and one output layer. Each hidden layer is divided into two sub-layers: an
AFFINE layer followed by a RELU layer. This results in a total of six layers, as illustrated in
Figure 4.1. Each layer contains two neurons. The weight of each edge is annotated on the
edge itself, and the bias of every neuron is set to 0. Our verification goal is to ensure that,
for all inputs xoy, xo, € [—1, 1], the outputs satisfy the condition xs; < xs,. Our approach
extends DeepPory [34]. DEEPPoLY maintains one upper and one lower constraint and an
upper and lower bound for each neuron. For a neuron of the affine layer, the upper and
lower constraints are the same, which is the weighted sum of the input neurons, i.e., x;;’s

upper and lower constraints are xo; — Xo;. For an activation neuron, the upper and lower
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expression is computed using triangle approximation [34]. To verify the property xs; < xsp,
DEeepPPoLY creates a new expression xg; = Xs51 — X5, and computes the upper bound of xg;.
The upper bound of x¢; should not be greater than 0. DeepPoLy computes the upper bound
of x¢; by back substituting the expression of xs; and xs, from the previous layer. They
continue back substituting until only input layer variables are left. The process of back
substitution is shown in Equation 4.1. After back substitution, the upper bound of x¢; is

computed as 2, which is greater than 0, hence, the DeepPoLy fails to verify the property.

Xo1 <Xs51 — X52 X1 <Xo1 — 2X2

X1 SX41 — X420 — X41 — X42 Xe1 <0.5x1; +1

X1 < — 2X4 X1 <0.5x0; + 0.5xp, + 1 (41)
X1 < — 2x32 Xe1 <2

X1 < — 2(=.5x21 + x22)

There are two main reasons for the failure of DeepPoLy. First, it cannot maintain the
full correlation between neurons. In this example, if neuron x;, = 2, then neuron x;; must
always be 0, since xi, attains the value 2 only when xo; = 1 and xp; = 1, which implies
x11 = 0. However, during the DeepPoLy analysis, x;; and x;, may fail to simultaneously
attain the values O and 2, respectively. Second, it uses triangle approximation on RELU
neurons. We take the conjunction of upper and lower expressions of each neuron with
the negation of the property, as shown in Equation 4.2, and use the MILP solver to check

satisfiability, thus addressing the first issue.

-1 <xpg < 1 -1 <xp < 1
Xo1 — Xo2 <X11 < Xo1 — Xo2 Xo1 + X2 <X12 < Xo1 + Xo2
0<x; <05x;+1 0<xpp <05x,+1
X1 — X0 <Xx31 < X1 — Xp —0.5)(21 + Xpp <Xx3p < —0.5X21 + X7 (42)
0<x41 £0.5x31 +1 X3 <Xx40 < 0.67x3, +0.67
X41 — X42 SX51 < X41 — Xg2 X41 + X420 SX50 < Xgq1 + Xg2

Xs51 > X5 (negation of property)
The second issue can be resolved either by splitting the bound at zero of the affine
node or by using the exact encoding [122], instead of the triangle approximation. But
both solutions increase the problem size exponentially in terms of RELU neurons, and this

results in a huge blowup if we repair every neuron of the network.
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Figure 4.2: Pictorial representation of our approach on example in figure 4.1

So, the main hurdle toward efficiency is to find the set of important neurons (we call
these marked neurons), and only repair these. For this, we crucially use the satisfying
assignment obtained from the MILP solver. For instance, a possible satisfying assignment

of Equation 4.2 is in Equation 4.3.

1 3 4 1 1 0
X0l ==, Xp=——=, X|] = =, Xp ==, X21 = =, X =0,
or =5 Xo2 10 Ty 2T g =g
1 1 3 1 7 1
= —, = -, = —, = -, = —’ = — 4.3
X31 5 X32 10 X41 5 X42 10 X51 10 X52 5 4.3)
We execute the neural network with the inputs xo; = %, Xop = —13—0 and get the values on
each neuron as shown in Equation 4.4.
1, 3, 4 1, 4 | 1
Yor = 50 X2 = 10 = 3 X2 = 3 X1 = 35 X2 = 3
/ 3 4 1 ’ 3 / 4 3 / 3
BT T T fe T 0, x5, = 50 %27 3 (4.4)
Then we observe that the output values x;, = %, X5y = % satisfy the property, so, the input
Xo1 = %, X2 = —% is a spurious counterexample. The question is to identify the neuron

whose abstraction leads to this imprecision and remove the abstraction from those neurons.

Although several approaches [57, 58, 59] identify important neurons by leveraging local
information such as weights or gradients, in this work, we utilize spurious counterexamples
to determine important neurons. We identify important neurons starting from the initial
layers—a technique we refer to as forward marking. However, this approach can become
inefficient when the important neurons are located in deeper layers. To address this
limitation, we propose a method that identifies important neurons starting from the last

layers, which we refer to as backward marking.
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4.1.1 Forward Marking

Let us first discuss the forward marking method. To illustrate our method of identifying
the neurons whose abstraction leads to imprecision, let us refer to Figure 4.2. In the figure,
p; represents the abstract constraint space in layer /;, while the solid black line denotes the
spurious counterexample depicted in Equation 4.3. On the other hand, the dashed green
line represents the exact execution of the input point of the spurious counterexample, as
denoted by Equation 4.4.

The objective is to make the solid black line as close as possible to the dashed green
line from the first layer to the last layer, while keeping the first and last points fixed, i.e.,
Xo1 = %, Xop = —13—0, and x5; = %, Xsp = % If, at a given layer, the black point coincides
exactly with the green point, then that layer does not generate a spurious counterexample.
Otherwise, we identify the components of the black point that differ from the corresponding
components of the green point and mark the associated neurons for further refinement. The
closest line to achieving this goal is represented by the dotted blue line, which is also the
abstract execution but exhibits the highest closeness to the exact execution of the spurious
counterexample. In this context, v; refers to the vector of values of neurons in layer /; of
the solid black line, while v] and v}’ represent the vectors of the dashed green and dotted
blue lines, respectively.

The green and black points are the same for the input layer, i.e., [%, —1%]. On the first
affine layer, /;, the black point v; is the same as the green point v} since the affine layer does
not introduce any spurious information. For /,, we try to make v}’ close to v}, such that v}
reaches to the vs. We do that by encoding them as soft constraints (i.e., {x;; = ‘5—‘, Xy = %})
while maintaining that the rest of the hard constraints are satisfied (see Equation 4.5), e.g.,
input points vy = vy and output points vs = v7 remain the same. We mark the neurons of
the layer where the dotted blue line starts diverging from the dashed green line, i.e., /4.
The divergence we find by the MaxSar query. If MaxSart returns all the soft constraints
as satisfied, it means the blue point becomes equal to the green point. If MAXSaT returns
partial soft constraints as satisfied, we mark the neurons whose soft constraints are not
satisfied. In our example, MAXSAT returns soft constraints {x,; = %, Xy = é} are satisfied,
which means the blue point becomes equal to the green point, and no marked neuron is
found in layer /,. Since no marked neurons are found in /, and the next layer /3 is an
affine layer, which does not introduce any imprecision. We move to layer /; and run the

MAXSAT query with soft constraints {x4; = %, x4 = 0} and hard constraints reduced as in
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Equation 4.6. The soft constraint {x;; = %} is satisfied, and the soft constraint of {x4, = 0}
could not be satisfied, so we mark x4,. We optimize the dotted blue line to be close to the
dashed green line while also resulting in as few marked neurons as possible.
1 A 3
Xor == AXp =——
o1 =5 A Xo2 10
X11 = Xor — Xo2 A X12 = Xo1 + X2
0<x7; 205x; +1A0<x0<05x5+1
X31 = Xo1 — X2 A X3p = —0.5)62] + X7o (45)

0< x4 < O.SX31 + 1A <xgp < 0.67X32 + 0.67

Xs1 = X41 — X42 N\ Xs5p = X41 + X4
X51 = l A Xsp = l
10 2
Once we have x4, as the marked neuron, we use an MILP-based approach, and add
the exact encoding [122] of the marked neuron x4, in addition to the constraints in

Equation 4.2. and check the satisfiability, now it becomes UNSAT, hence, the property

verified.
1 3 4 1 4 1 3 1
Xo1 = EAXOQ:_E/\XH = gf\xuz gf\le =§/\X22=§/\X31 =§/\X32=—§
0 < x41 £0.5x31 + 1A < x40 £0.67x3,4+0.67 A X51 = X471 — X2 A X590 = X471 + Xan
7 1
Xs51 = 10 N X5y = 5

4.6)
This approach requires two MAXSAT calls, both involving the full network’s constraints.
In the next subsection, we show that the same marked neurons can be obtained in a more

efficient manner.
4.1.2 Backward Marking

In this approach, we start finding mark neurons from the last layer to the first layer,
intuitively giving priority to the deeper layer first. Since the output layer (Is) is an affine
layer, it does not introduce any imprecision. The layer /, is an activation layer, so we start
finding marked neurons from layer /4. Since v is a spurious counterexample, and v}, v}
are reachable from vy. We check if vs is reachable from v} by checking the satisfiability
of Equation 4.7, its satisfiability implies vs is reachable from v}. If vs, which violates the

property, is reachable from v}, which is an exact execution of the neural network on input
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vy, then some neurons from layer /4 to /s contribute to the spurious counterexample. The
layer /s is an affine layer which does not introduce any imprecision, so the neuron must be
from layer /,. We build the soft constraints in layer l;, which are {x4; = %, x4 = 0}, the
hard constraints are in Equation 4.7. The soft constraint {x;; = %} is satisfied, whereas
{x4o = 0} is not satisfied. Therefore, we mark x4, as a neuron for further refinement.

1
X31 = g/\x32=—§
0 < x4 £0.5x31 + 1A € x40 £0.67x3, + 0.67 @.7)
X51 = X41 — X42 N\ X520 = X491 + X0
7 A 1
Xs1 = — AXsp = =
S T AR

Although it appears that two solver calls are needed, one to check reachability and
another for MmaxSar, in practice, a single maxSar call suffices for both purposes. Specifically,
if the MmaxSar call returns UNSAT, then vs is not reachable; otherwise, it is reachable.

In this example, the forward marking approach required two MaxSar calls with the full
constraint system, whereas the backward marking approach required only a single MAXSAT
call with approximately half of the constraints. This demonstrates the efficiency of the
backward marking approach.

We highlight this improvement using the backward marking approach in this example,
though it is not always more efficient in general. Intuitively, if the marked neurons exist in
the early layers, the forward marking approach is more suitable, whereas if they exist in

the deeper layers, the backward marking approach is preferable.

4.2 Problem Statement

The typical abstraction-refinement-based approaches use heuristics to identify the refine-
ments and do not guarantee progress in each iteration [24, 25, 57, 58, 59]. Here, we
investigate whether a refinement-based approach can ensure progress, i.e., the guaranteed
elimination of spurious counterexamples, thereby combining effectiveness both in theory

and in practice.

4.3 DeepPoly

We develop our abstract refinement approaches on top of an abstraction-based method Degp-
Povry [34], which uses a combination of well-understood polyhedra [137] and box [121]

abstract domains. The abstraction maintains upper and lower linear expressions as well as
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upper and lower bounds for each neuron. The variables appearing in the upper and lower
expressions are only from the predecessor layer. Formally, we define the abstraction as

follows.

Definition 3. For a neuron n, an abstract constraint A(n) = (Ib, ub, lexpr, uexpr) is a tuple,
where Ib € R is the lower bound on the value of n, ub € R is the upper bound on the value
of n, lexpr € LinExpr is the expression for the lower bound, and uexpr € LinExpr is the

expression for the upper bound.
In DeepPoLy, we compute the abstraction A as follows.

li-1l
t=1

B;[j,0]. We compute A(x;;).lb and A(x;;).ub by back substituting the variables in

o If Type; = AFrINE, we set A(x;j).lexpr := A(x;j).uexpr = 3.5 Wil j, t] * X1y +
A(x;;).lexpr and A(x;;).uexpr, respectively, up to the input layer. Since P of the
verification query has lower and upper bounds of the input layer, we can compute
the bounds for x;;. Consider the neuron x;, in Figure 4.1. Both its upper and lower
constraints are the same, represented by the expression xy; + xp. To compute the
upper bound of x;,, we substitute the upper bounds of xy; and x(,, which are both 1.
Consequently, the upper bound is calculated as 1 + 1, which evaluates to 2. Similarly,
for the lower bound of x;,, we substitute the lower bounds of xg; and xg,, which are

both —1. Thus, the lower bound is computed as —2.

o If Type; = RELU and y = RELU(x), where x is a neuron in /;_; and y is a neuron in

l;, we consider the following three cases:

1. If A(x).Ib > 0 then RELU is in active phase and A(y).lexpr := A(y).uexpr := x,
and A(y).lb := A(x).lb and A(y).ub := A(x).ub

2. If A(x).ub < 0 then RELU is in passive phase and A(y).lexpr := A(y).uexpr :=
0, and A(y).lb := A(y).ub := 0.

3. If A(x).Ib < 0 and A(x).ub > 0, the behavior of RELU is uncertain, and we
need to apply over-approximation. We set A(y).uexpr := u(x—1)/(u— 1), where
u = A(x).ub and [ = A(x).lb. And A(y).lexpr := A.x, where A € {0, 1}. We can
choose any value of A dynamically. We compute A(y).lb and A(y).ub by doing

the back-substitution similar to the AFrFINE layer’s neuron.
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Figure 4.3: (a) ReLU activation function, (b) lower approximation with 4 = 1, (c) lower
approximation with 4 = 0. The upper approximation remains the same in both cases (b)
and (¢).

The value of A in DeepPoLy is chosen to minimize the over-approximation. Figure 4.3(a)
illustrates the RELU function y = max(0, x), while Figures 4.3(b) and 4.3(c) depict the
two choices of 4, namely 1 and 0, respectively. The CROWN method [33] is similar to
DeepPoly, differing only in implementation details. The work a-CROWN [42] optimizes
the value of A within the range [0, 1] to further reduce the over-approximation introduced
by abstraction. Our approach is applicable to all techniques for which the bounds of all

neurons can be obtained.

The constraints for an AFFINE neuron are exact because it is just an AFFINE transformation
of input neurons. The constraints for a RELU neuron are also exact if the RELU is either
in the active or passive phase. The constraints for RELU are over-approximated if the
behavior of RELU is uncertain. Although we may compute exact constraints for this case,
but the constraints will be an arbitrary polyhedron, which are expensive to compute. The

DeepPoLy abstraction finds a balance between precision and efficiency.

4.4 Algorithms

We present our main counterexample-guided refinement process in Section 4.4.1, which
consists of two key components: the refinement method (1sVErIFY) and the marking
mechanisms. The refinement method is described in Section 4.4.2, while the marking
mechanisms, which have two variations (GETMARKEDNEURONSFORWARD and GETMARKED-
NEurRONSBACKWARD), are detailed in Section 4.4.3. Both algorithms for obtaining the
marked neurons rely on a MaxSar query, described in Section 4.4.4. Section 4.4.5 provides

the proofs of progress and termination of our algorithms.
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4.4.1 The top-level algorithm

We start by describing Algorithm 1, which presents the top-level flow of our approach.
The algorithm takes as input a verification query (N, P, Q), where N is a neural network,
and P and Q are predicates over the input and output layers, respectively. It returns SuCCEss
if the verification is successful; otherwise, it returns a counterexample to the query. The
algorithm relies on supporting procedures: GETMARKEDNEURONSFORWARD, GETMARKEDNEUR-
oNsBackwarD, and 1s VERIFIED (described subsequently). The first two are used to obtain
the marked neurons for refining the abstraction, while the last checks the validity of the
verification query after refinement. The first line of the algorithm performs preprocessing
steps similar to those in state-of-the-art tools (e.g., @3-CROWN). These preprocessing
steps are optional and include the Projected Gradient Descent (PGD) attack [ 1], followed
by CROWN [33], which is an incomplete verification method conceptually similar to
DeepPoly but differing primarily in implementation details. The PGD attack is a technique
for generating counterexamples. It works by iteratively updating the perturbation in the dir-
ection of the gradient of the loss function with respect to the input data, while constraining
the perturbation magnitude within a predefined limit. If PGD fails to find a counterexample,
CROWN is then applied to compute over-approximated bounds. Line 4 of Algorithm 1
generates all the abstract constraints by using DeepPory, as described in Section 4.3. For a
node n;; € N.neurons, the abstract constraints consist of the lower and upper constraints
as well as the lower and upper bounds. Let A.lc; = /\ljﬂ1 A(n;j).lexpr < x;; < A(n;j).uexpr,
which is a conjunction of upper and lower constraints of each neuron of layer /; with respect
to abstract constraint A. The lexpr and uexpr for any neuron of a layer contain variables
only from the previous layer’s neurons, hence A.lc; contains the variables from layers /;_;
and /;. If the preprocessing steps in line 1 are applied, then DEepPoLy generates the lexpr
and uexpr for RELU neurons as per the triangle approximation. In this case, we may return
a counter-example and stop, or use these bounds without performing any back-substitution.

At line 5, we initialize the variable marked to the empty set of neurons. At the next
line, we iterate in a while loop until either we verify the query or find a counterexample. At
line 7, we call iIsVERIFIED with the verification query, abstraction A, and the set of marked
neurons. In this verification step, the behavior of the marked neurons is encoded exactly,
as detailed in Section 4.4.2. The call either returns that the query is verified or returns an

abstract counterexample, which is defined as follows.

Definition 4. A sequence of value vectors vy, vy, ..., U is an abstract execution of abstract
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Algorithm 1 A CEGAR-based approach of neural network verification
Input: A verification problem (N, P, Q)

Output: Verified or Counterexample

1: cex,bounds = preprocessing(N, P, Q)

2: if cex is not None then

3: return Failed(cex) > cex 1S a counter example
4: A := DeePPoLY(N, P, bounds) > use DEepPOLY to generate abstract constraints.
5: marked := {}
6: while True do
7: result=1SVERIFIED({N, P, O), A, marked)
8: if result = CEX(vo, v;...vx) then
9: if N(vp) E —QO then
10: return Failed(v,) > Vg 1S a cex
11: else
12: if isForwardMarking then
13: markedNt.= GETMARKEDNEURONSFORWARD(N,A,marked, v, v;...v;)
14: else
15: markedNt.:= GETMARKEDNEURONSBACKWARD(N,A,marked, vy, v;...0;)
16: marked := marked U markedNt
17: else
18: return verified

constraint A if vy E lco and vi_y,v; |E A.lc; for each i € [1,k]. An abstract execution

Vo, .-, Uk IS an abstract counterexample if v; = —Q.

If these algorithms return verified, we are done, otherwise, we analyze the abstract
counterexample CEX (v, ..., vx). The abstract counterexample CEX(vy, ..., vx) may or may
not be a real counterexample, so we first check at line 9 if executing the neural network N
on input vy violates the predicate Q. If yes, we report input vy as a counterexample, for
which the verification query is not true. Otherwise, we declare the abstract counterexample
to be spurious. We call GETMARKEDNEURONSFORWARD or GETMARKEDNEURONS BACKWARD,
depending on the 1ISFORWARDMARKING flag, to analyze the counterexample and return the
cause of spuriousness, which is a set of neurons markedNt. We add the new set markedN't

to the old set marked and iterate our loop with the new set of marked neurons. The flag 1s-
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Algorithm 2 Verify (N, P, Q) with abstraction A
Name: 1SVERIFIED

Input: Verification query (N, P, Q), abstract constraint A, marked C N.neurons
Output: verified or an abstract counterexample.

1: constr := P A (/\f.‘:1 A.lc) A =Q

2: constr:=constr AN(\ emarkea €XactConstr(n)) > as in Equation 4.8

3: isSat = checkSat(constr)

4: if isSat then

5: m := getModel(constr)

6 return CEX(m(xy), ...., m(x;)) > Abstract counter example where x; is a vector of

variables in layer /;
7: else

8: return verified

ForRWARDMARKING is user defined parameter used to choose to run either forward marking or
backward marking methods. Now let us present 1SVERIFIED, GETMARKEDNEURONSFORWARD,

and GETMARKEDNEURONSBACKwWARD in detail.
4.4.2 Verifying query under marked neurons

In Algorithm 2, we present the implementation of 1sVERIFIED, which takes the verifica-
tion query, the DEepPoLY abstraction A, and a set of marked neurons as input. At line 1, we
construct constraints contr that encode the executions that satisfy abstraction A at every
step. At line 2, we also include constraints in constr that encode the exact behavior of the

marked neurons. The following is the encoding of the exact behavior [122] of neuron 7;;.

exactConstr(n;j) := Xi-1); < Xij < X—1yj — Ani-1);).lb * (1 — a)A @8
0 < xi; < A(ng_n,)ub*a Aae 0,1} '
where a is a fresh binary variable for each neuron, which can take values either O or 1.

Lemma 1. The constraints in Equation 4.8 correctly capture the behavior of a ReLU node
Xij = RELU(O, x(i—l)j)-

Proof. The behavior of a ReLU node is as follows: if x_1); > 0, then x;; = x_1; (active
phase), otherwise, if x;_); < 0, then x;; = O (passive phase).
In Equation 4.8, a = 1 represents the active phase and a = 0 represents the passive

phase.
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1. Case a = 1: The constraints in (4.8) reduce to x_1); < x;; < xi-1); A 0 < x5 <
A(n-1y;).ub. This implies x;; = x_1y; and x;; € [0, A(n;_1;).ub], which corresponds

to the active phase.

2. Case a = 0: The constraints in (4.8) reduce to x(;_1); < X;; < X(i—1yj — A(M-1);).Ib A
0 < x;; < 0. This implies x;; = 0 A Xx4-1); <0 A 0 < x4-1); — A(ng-1y;).lb. The
condition 0 < x(_1); — A(ng-1y;).Ib holds trivially because A(n-1);).lb is a lower
bound of x(_;y;. Thus, Equation (4.8) simplifies to x;; = 0 A x;_1); < 0, which

corresponds to the passive phase of RELU.

]

At line 3, we call a solver to find a satisfying assignment of the constraints. If constr is
satisfiable, we get a model m. From the model m, we extract an abstract counterexample

and return it. If constr is unsatisfiable, we return that the query is verified.

4.4.3 Maxsat-based approach to find the marked neurons

In this section, we find the important neurons whose approximation contributes to the
spurious counterexamples most, and call them markedNeurons. We present two methods
to find the markedNeurons, GETMARKEDNEURONSFORWARD and GETMARKEDNEURONSBACK-
WARD, both based on the MaxSar approach. In GETMARKEDNEURONSFORWARD, we find
markedNeurons from initial layers to last layers, giving priority to the starting layers,
while GETMARKEDNEURONSBACKWARD, we find markedNeurons from last layers to the initial
layers, giving priority to the last layers.

In our abstract constraints, we encode AFFINE neurons exactly, but over-approximate
REeLU neurons. We identify a set of marked neurons whose exact encoding will eliminate
the counterexample in the future analysis. As we defined earlier, let val’® represent the
value vector on layer /;, if we execute the neural network on input vy. Let us say vy, vy, ..., Uk
is an abstract spurious counterexample. We iteratively modify the counterexample such
that its values coincide with val’. Initially, val is equal to vy. Since we encode the affine

layer exactly in A.lc;, the following theorem helps us explain our method in detail.

Theorem 1. Let vy, vy, ...ty be an abstract execution. For all 1 < i <k, if Type; = AFFINE

and val?® | = v;_y, then val® = v;.
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Algorithm 3 Marked neurons from counterexample
Name: GETMARKEDNEURONSFORWARD

Input: Neural network N, abstract constraint A, marked C N.neurons, and abstract
counterexample (vg, vy...U¢)

Output: New marked neurons.

1: Let valf;? be the value of n;;, when v, is input of V.
2: fori=1tokdo > inputLayer excluded
3: if /; is RELU layer then

4: constr := \*_, A.lc,

5: constr:=constr\ () emarcea €XactConstr(n)) >as in Eq 4.8
6: constr := constr A /\llf":’il(x(i_l) i= val??_l)j)

7: constr := constr A /\'Jl.’;‘l(xkj = Ukj)

8: softConstrs := U'jil(xij = valf;?)

9: res, so ftsatS et= MAXSAT(constr, so ftConstrs) > res always SAT
10: newMarked := {n;j|1 < j<|li| A (x5 = val;’?) ¢ softsatS et}
11: if newMarked is empty then
12: continue
13: else
14: return newMarked

Marked neurons in forward manner

In Algorithm 3, we present GETMARKEDNEURONSFORWARD, which analyzes an abstract
spurious counterexample. By the Theorem 1, v; and val{' are also equal. The core idea of
our algorithm is to find v} as close as possible to valgo, such that vg, vy, v}, ...v;_,, U becomes
an abstract spurious counterexample. We measure closeness by the number of elements of

v} that are equal to the corresponding element of the vector valy’.

1. If v} is equal to valy then v} will also become equal to valy due to Theorem 1.
Now we move on to the next RELU layer /4 and try to find a similar point v/, such
that vy, vy, v2, v3, 0 ...v}_, i 1s an abstract spurious counterexample. We repeat this

process until the following case occurs.

2. If at some i, we can not make v; equal to vall’ then we collect the neurons whose

values are different in v and val}’“. We call them marked neurons.

58



In the algorithm, the above procedure is implemented using a MAXSaT solver. The
loop at Line 2 iterates over the RELU layers. Line 4 constructs the abstract constraints
from layer i onwards, while Line 5 encodes the exact behavior of the marked neurons.
Lines 6 and 7 ensure that the neurons in layer /;_; take values equal to val’,, and that
the execution terminates at v;. At Line 8, the soft constraints are constructed, encoding
that x;; is equal to val?o. At Line 9, the maxSar solver is invoked. This call always
finds a satisfying assignment since the hard constraints are guaranteed to be satisfiable.
Additionally, the solver returns a subset softsatS et of the soft constraints that can be
satisfied simultaneously. At Line 10, we check which soft constraints are missing from
softsatS et; the corresponding neurons are then added to newMarked. If newMarked is
empty, we have successfully found a spurious abstract counterexample from val,’, and the
algorithm proceeds to the next layer. Otherwise, the new set of marked neurons is returned.

In our motivating example in Section 4.1, the abstract counterexample obtained is
given in Equation 4.3. In the first iteration of the for loop, the constraints in Equation 4.5
represent the abstract constraints from layer /; onwards, while the first and last lines in
(4.5) ensure that the endpoints of the abstract counterexample remain fixed. The soft
constraints are {x5 = %, Xg = %}. The maxSar call satisfies all the hard and soft constraints,
and therefore, no neuron is marked in layer /;. In the second iteration of the loop at Line 2,
we move to the second RELU layer. In this iteration, the hard constraints (Lines 4-7) are
expressed in Equation 4.6, while the soft constraints are {x¢ = %, x10 = 0}. The maxSar
call satisfies only the soft constraint xg = % leaving x; unsatisfied. Consequently, x;¢ is

marked as a neuron in Line 10.
Marked neurons in backward manner

In Algorithm 4, we present the method GETMARKEDNEURONSBACKWARD that analyzes the
spurious counterexample in a backward manner. Suppose the spurious counterexample is
00, U1, ..., U, and valy,valy’, . . ., v,” is the exact execution by simulating the neural network
on input vy. The core idea is to check whether v, is reachable from the exact execution

point val’,. If it is, then the sequence

o ) ’ ’
val’, ..., val’,, v, Vi, ..., v

val’? 2

O b

forms an abstract counterexample, where vy = val;). In this case, we only need to analyze
layers /;_1,1;, ..., [ to determine the marked neurons. Since our assumption is that the

output layer [ is always an affine layer, /;_; is a ReLLU layer, and /;_, is an affine layer. We
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Algorithm 4 Marked neurons in backward manner from the counterexample
Name: GETMARKEDNEURONSBACKWARD

Input: Neural network N, abstract constraint A, marked C N.neurons, and abstract
counterexample (vg, vy...U¢)
Output: New marked neurons.

1: Let valf;? be the value of n;;, when v, is input of V.

2: fori=k—-1to1do > inputLayer excluded
3: if /; is RELU layer then

4: constr := \*_, A.lc,
5: constr:=constr\ () emarcea €XactConstr(n)) >as in Eq 4.8
. . [li-1] o

6: constr:=constrA /\j=1 (Xi-1 j—val(i_ 1)j)

7: constr := constr A /\'Jl.’;‘l(xkj = Ukj)

8: softConstrs := U'jil(xij = valf;?)

o: res, so ftsatS et= MAXSAT(constr, so ftConstrs)
10: if res is SAT then
11: newMarked := {n;j|1 < j<|li| A (x5 = val;’;) ¢ softsatS et}
12: return newMarked

start from i = k — 1 in a backward manner with the following two steps:

1. Check if vy is reachable from val;’fl (lines 4-10). If yes, then go to the next step;

otherwise, continue to the previous ReLU layer (i = i — 2).
2. Find the marked neurons in layer /; (lines 8-11).

Lemma 6 ensures that there must exist a layer /;_; from which v; will be reachable
from val}’, and marked neurons exist only in layer /;. In Algorithm 4, the above scenario is
implemented using the maxSar solver, which we have defined in the next section.

We begin from the second-last layer, i.e., the final RELU layer /;_;, and construct the
abstract constraints at Line 4. Line 5 encodes the exact behavior of the marked neurons. In
the first iteration, the set of marked neurons is empty. Lines 6 and 7 encode the starting
point from which reachability is checked and the endpoint at which reachability is verified.
The soft constraints are added at Line 8 to identify potential marked neurons. At Line 9,
the MaxSar solver is invoked, implemented via MILP in Algorithm 5. The MmaxSar solver

guarantees satisfiability of all hard constraints and maximizes the number of satisfied soft
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constraints. Finally, at Line 11, neurons corresponding to unsatisfied soft constraints are
added to the set of marked neurons.

The last three lines in Equation 4.2 (except for the negation of the property) in our
motivating example in Section 4.1 represent the abstract constraints. The starting point

from which reachability is checked at Line 6 is given in our motivating example as:

=

X7:%/\Xg:— .

The point vy for which reachability is checked is represented by the following values in our
motivating example:

X11:17—0 A X12=%-
The hard constraints in Lines 4—7 correspond to Equation 4.7 in the motivating example.

We then add the following soft constraints to identify the marked neurons:

W

{xg=2, x10=0}

Here, neuron x,( is marked, since its corresponding soft constraint x;o = O is not satisfied.

In the GETMARKEDNEURONSFORWARD method, the initial hard constraints in the Max-
SAT call include the constraints of the full network, and these constraints are gradually
reduced in each iteration. In contrast, the GETMARKEDNEURONSBACKWARD method begins
with very few hard constraints to optimize, which then increase as the loop progresses.
Both techniques have their advantages: if the marked neurons exist in the early layers,
GETMARKEDNEURONSFORWARD identifies them efficiently, whereas if the marked neurons

exist in the deeper layers, then GETMARKEDNEURONSBACKWARD is more effective.
4.44 MaxSAT Encoding in MILP

In this section, we present the MmaxSat encoding in MILP. The maxSar function is used
in Algorithms 3 and 4 to find the marked neurons from the abstract counterexample. The
MAXSAT function takes two arguments: hard constraints and soft constraints, and returns
the satisfiability result of the hard constraints (SAT or UNSAT) along with the subset
of soft constraints that are additionally satisfied. We can exploit the abstract constraints
generated by DeepPory to encode the soft constraints in the MILP.

Suppose we want to encode the soft constraints {x;; = val;;}. Since these are soft
constraints, we attempt to satisfy them without affecting the satisfiability of the hard
constraints. Equation 4.9 shows the encoding, where b;; is a binary variable that takes

values in {0, 1}. Intuitively, x;; is the corresponding variable of the neuron n;;.
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A

softConstrEqual(x,-j, l)al,'j, bij) =X — valij < (1 - bij)(A(I’lij).Ub - A(nlj)lb)/\

Xij — valij >—(1- bij)(A(n,'j).Ub - A(l’ll])lb)

Lemma 2. For a softConstrEqual(x;j, val;j, b;;), if bjj = 1 then x;; = val;;, otherwise, the

constraints will always be satisfied.

Proof. 1f b;; = 1, then the constraints in Equation 4.9 reduce to 0 < x;; — val;; < 0,
which implies x;; — val;; = 0, 1.e., x;; = val;;. If b;; = 0, then the constraint is relaxed
to —(A(n;j).ub — A(n;;).1b) < x;; —val;; < A(n;j).ub — A(n;;).1b, which is satisfied because
|x;; — val;;| is bounded by the difference between the bounds from the abstract state, which

is ensured by DeepPoLy. O

Algorithm 5 presents the MAXSAT function, which is invoked from Algorithms 3 and 4.
The maxSar function takes two arguments: hard constraints and soft constraints, and
returns the satisfiability result of the hard constraints (SAT or UNSAT) along with the
subset of soft constraints that are additionally satisfied. Line 1 encodes the soft constraints
using Equation 4.9. For each neuron 7 in the soft constraints, we introduce a binary
variable b,. By Lemma 2, setting b, = 1 enforces satisfaction of the corresponding soft
constraint, whereas b, = 0 relaxes it. Since our goal is to satisfy as many soft constraints
as possible, we aim to maximize the number of binary variables set to 1. Thus, we
construct an objective function in Line 2 by summing all such binary variables. At Line 3,
the function maximize(constrs, obj) maximizes the objective function obj while
satisfying all constraints constrs. This function returns the satisfiability result of constrs
and the optimal value of 0bj, the latter being valid only when the result is SAT. Finally, at
Lines 7-9, we identify which soft constraints are satisfied by checking the assignments of
the corresponding binary variables. We then return the subset of soft constraints for which
the associated binary variable is set to 1, indicating that these constraints are satisfied in

the optimal solution.
4.4.5 Proofs of progress and termination

A refinement strategy needs to ensure that the algorithm terminates and may also
ensure that it does not repeat the same spurious counterexample in the future iterations
of Algorithm 1, which is called the progress property of the strategy. Not all refinement

strategies ensure these properties. For example, the refinement strategies in [57, 58, 59] do
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Algorithm 5 MaxSAT
Name: MaxSAT

Input: (hard_constraints, so ft_constraints)

Output: (res, soft_sat_constraints)
1 constrs := (/\y,=uiesoft_consiraies ~ SOTtConstrEqual(x;;, val;j, by))

0bj = Yinesofi nis n
isSat, objVal = maximize(hard_constraints A constrs, ob )
soft_sat_constraints = {}
if isSat then

m := getModel(constrs)

for (n,v) in (soft_nts, soft_vals) do

if m(b,) = 1 then

soft_sat_constraints = {n = v}

D AR L S

_
e

return isSat, soft_sat_constraints

not ensure that the same spurious counterexample is not repeated in future iterations. In
this section, we prove that our refinement strategy satisfies these properties.

Let us suppose the algorithms GETMARKEDNEURONSFORWARD Or GETMARKEDINEURONS-
Backwarp get the abstract spurious counterexample vy, vy, ...v; and returns marked neurons
in some iteration of the while loop, say i”-iteration. The call to MaxSar at line 10 declares
that constr A so ftsatS et is satisfiable. We can extract an abstract spurious counterexample
from a model of constr A softsatSet. Let m be the model. Let the abstract spurious
counterexample be cex = val, ....,val’ v, ...,v,_,,v.. Before the iteration i, cex follows

the execution of N on input vy. After the iteration i, we use the model to construct cex, i.e.,

m(x;) = v;.

Lemma 3. In the rest of run of Algorithm 1, i.e., future iterations of the while loop,

IsVERIFIED Will not return the abstract spurious counterexample cex again.

Proof. For n;; € newMarked, the MAXSAT query ensures that vall'.);? # U} in both GETMARKED-
NEURONSFORWARD and GETMARKEDINEURONSBACKWARD. If we have the same counterexample

again in the future, then input of n;; will be val;?_, .. Since we will have exact encoding for

(i=Dj*
n;j, the output will be val;’j“., which contradicts the earlier inequality. ]

The above lemma ensures progress. Next, we turn to termination of the algorithm,
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which we prove using the following two lemmas.

Lemma 4. In every refinement iteration GETMARKEDNEURONSFORWARD returns a non-empty

set of marked neurons.

Proof. By the definition of an abstract spurious counterexample, we have v, = —Q and
val,” £ Q. Suppose the method GETMARKEDNEURONSFORWARD returns an empty set of
marked neurons. Then, by the soft constraints at Line 10 and constraints at Line 7 of

Algorithm 3, the following constraints hold:

li (L]

k
/\ x;j = valii A /\xkj:vkj.
i=0 j=1 j=1

The above constraints imply /\'ji'l val,’f} = vy;, which further implies v, = val’. However,

this leads to a contradiction since v; E —Q and valz0 E 0. O

Lemma S. In every refinement iteration GETMARKEDNEURONSFORWARD returns marked

neurons, which were not marked in previous iterations.

Proof. We will show that if a neuron n;; is marked in the ™ iteration, then n; ; will not be
marked again in any iteration greater than 7. Consider an iteration ¢ > ¢. If the marked
neurons come from a layer other than /;, then n;; cannot be part of it, since n;; belongs
to layer /;. Now consider the case where the marked neurons are from layer /; in the
'™ iteration. Since we have made n;; exact in Line 5 of Algorithm 3, by Lemma 1 the
following equality holds:

v = val}}.

According to the criterion for soft constraints at Line 10, we have:
newMarked = {n;, | V), # val’ A1 <r <|li]}.
From the above two conditions, we can conclude that n;; ¢ newMarked. ]

We also need to prove that the backward marking algorithm also satisfies the progress

property.

Lemma 6. In every refinement iteration, GETMARKEDNEURONSBACKWARD returns a non-

empty set of marked neurons.

Proof. We prove this by establishing the following two claims:
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Claim-1: There must exist a relu layer /; for which line 10 of Algorithm 4 is satisfied.
Suppose no such layer exists, then the following constraints form in the last iteration

of the loop at line 2, these constraints are not satisfied.

|41 k
/\ X1 = val'i‘} A /\A.lc, A
j=1 t=2

Since /; is an affine layer and affine layers impose exact constraints, we also have:

Ll
(Xej = 0kj) A /\ exactConstr(n)
-1

nemarked

J

Ifol

— U0
A Xoj = valoj

J=1

By definition, val(”)" = vp and vy E P. Given that vy, vy, . .., v, form an abstract spuri-
ous counterexample, and that the same constraints are applied to abstract counter-
examples in lines 4-5, the values vy, vy, . .., v, Will also be satisfing assignement of

the above constraint, which leads to a contradiction.

Claim-2: The non-empty set of neurons is from the same layer /;.
Let constrain; denote the constraints for layer /; as defined in lines 4-7 of Algorithm 4.
Assume, for contradiction, that there are no marked neurons in /;; then the following

holds:
4]

PR R — UO
x;j = val; ;
J=1
Since /;;; is an affine layer, by Theorem 1, we also have:
[li+1]

Xi+1)j = val
J=1

)
(i+1)j

From the above two equalities, we conclude that constrain;,, holds. However, from
the previous iteration of the loop at line 2, we know that constrain;,, is unsatisfiable,

which leads to a contradiction.

By the above two claims, we conclude that there must exist a layer /;;; for which a

non-empty set of marked neurons is returned. [

Lemma 7. In every refinement iteration GETMARKEDNEURONSBACKWARD returns marked

neurons, which were not marked in previous iterations.

65



Proof. We will show that if a neuron n;; is marked in the ™ iteration, then n; ; will not be
marked again in any iteration greater than 7. Consider an iteration ¢ > ¢. If the marked
neurons come from a layer other than /;, then n;; cannot be part of it, since n;; belongs
to layer /;. Now consider the case where the marked neurons are from layer /; in the
'™ iteration. Since we have made n;; exact in Line 5 of Algorithm 4, by Lemma 1 the

following equality holds:

r v
v;j = val;;.

According to the criterion for soft constraints at Line 11, we have:
newMarked = {n;, | V), # val’ A1 <r <|li]}.
From the above two conditions, we can conclude that n;; ¢ newMarked. L]
Theorem 2. Algorithm I always terminates.

Proof. Lemmas 4, 5, 6, and 7 imply that in every iteration, GETMARKEDINEURONSFORWARD
and GETMARKEDNEURONSBACKWARD return a non-empty set of unmarked neurons, which
will then be marked. In the worst case, the algorithm will mark all the neurons in the
network and encode them with exact behavior. Thus, we conclude that Algorithm 1 always

terminates. O]

In this section, we have proved the progress and termination guarantees of our al-
gorithms. Our methods, GETMARKEDNEURONSFORWARD and GETMARKEDNEURONSBACKWARD,
select the important neurons (marked neurons) guided by the spurious counterexample.
Encoding these marked neurons guarantees the removal of the spurious counterexample. In
the worst case, we may end up selecting all neurons as marked neurons in order to encode

the exact behavior, which demonstrates the completeness of our approach.

4.5 Experiments

We have implemented our approach in a prototype and compared it against three categories
of existing techniques: (i) DEepPoLy [34] and its refinements kPoLy [4]], bDEEPSRGR [38];
(i1) counterexample-guided refinement (CEGAR)-based technique [37]; and (iii) state-of-
the-art tools such as @-CROWN [33, 24, 25,

2 ]‘

, ], MARABOU [21], NNENUM [63, 64],

and OvaL [168, 57, , ,
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Since our tool is built upon DeepPoLy, we first compare it with DEepPoLy to establish a
baseline. We also compare its performance with kPory and peepSRGR, two other refine-
ment tools based on DeepPory, although their refinement strategies differ significantly from
ours. Our findings show that our tool performs competitively compared to the DeepPoly-
based refinement approaches. As our approach is based on the CEGAR framework, we
further compare it with the CEGAR-based tool cear_nN [37]. Finally, we evaluate our
tool against state-of-the-art verifiers, and our results demonstrate that it can solve a number
of unique benchmark instances that are beyond the reach of current state-of-the-art tools.

Furthermore, we conducted a comparison of performance across different € values for
all the tools evaluated. We also extended this analysis to specifically focus on adversarially
trained networks and observed a significant improvement in performance. Additionally,
we performed a detailed comparison with ¢8-CROWN, employing the same preprocessing
steps used by the @8-CROWN tool.

The tool ¢f-CROWN has consistently achieved first place in all editions of VINN-
COMP (The International Verification of Neural Networks Competition) from 2021 to
2024 [73, 74,75, 76]. The tool marABOU secured second place in VNN-COMP 2024 and
also performed well in earlier editions of the competition. The tool NNENUM achieved
fourth place in VNN-COMP 2024. We also compared our approach with Ovar, which
was considered state-of-the-art in VNN-COMP 2021. It is worth noting that both af-
CROWN and OvaL employ a portfolio of different algorithms and optimizations to enhance

performance.’

4.5.1 Implementation

We have implemented our techniques in a tool named pREFINE, developed in the
C++ programming language. The marking methods GETMARKEDNEURONSFORWARD and GET-
MARKEDNEURONSBACKWARD can be selected via a command-line argument -backprop-marking.
If this parameter is set to false, then DREFINE_F runs; otherwise, DREFINE_B is executed.

The default value of this parameter is false. For clarity, throughout this paper, we
refer to the analysis using GETMARKEDINEURONSFORWARD as DREFINE_F, and the analysis
using GETMARKEDNEURONSBACKWARD as DREFINE_B. The tool is available at https://
github.com/afzalmohd/VeriNN/tree/master/deep_refine. Our approach builds

upon DeepPory, for which we have also provided a C++ implementation. For satisfiab-

"'We could not compare with PYRAT, ranked second in VNN-COMP 2024, as it is a closed-source tool.
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ility checking and solving MaxSat queries, we utilize the C++ interface of the Gurobi

optimizer [40)].
4.5.2 Benchmarks

We use the MNIST [65] dataset to check the effectiveness of our tool and comparisons.
We use 11 different fully connected feedforward neural networks with RELU activation,
as shown in Table 4.1. These benchmarks are taken from DeepPoLy’s paper [34]. The
input and output dimensions of each network are 784 and 10, respectively. The authors
of DeepPoLy used projected gradient descent (PGD) [1 1] and DiffAl [172] for adversarial
training. The PGD attack is a widely used adversarial method that iteratively perturbs
an input by ascending the gradient to maximize the model loss. After each step, the
perturbation is projected back onto a constrained norm ball to ensure that the modifications
remain imperceptible. DiffAl methods, which leverage diffusion models to generate or
denoise data, enhance the robustness of Al systems against adversarial attacks. By learning
to reconstruct clean inputs from their noisy counterparts, these methods make models less
susceptible to adversarial manipulations. Table 4.1 contains the defended network i.e.,
trained with adversarial training, as well as the undefended network. The last column of
Table 4.1 shows how the defended networks were trained.

The predicate P on the input layer is constructed using the input image im and a
user-defined parameter €. Each pixel of im is first normalized to the interval [0, 1]. We
then define

ol
P = /\ (max{O, im(i) — €} < xo; < min{1, im(i) + 6})
i=1

ensuring that the lower and upper bounds for each pixel do not exceed the valid input range.
Intuitively, each pixel im(i) can vary within [im(i) — €, im(i) + €], but is always constrained
to remain within [0, 1].

The predicate Q on the output layer is defined based on the network’s output. Suppose
the predicted label of im by the network N is y; then we set

1]

0= A (xk,- < xky)

i=1,i#y
Since the prediction of a neural network is given by an ArGmax function, which selects the
index of the largest value, this post-condition ensures that the value corresponding to the

correct class remains the largest. Therefore, no misclassification occurs as long as Q holds.
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One query instance (N, P, Q) is created for one network, one image, and one epsilon
value. In our evaluation, we took 11 different networks, 8 different epsilons, and 100
different images. The total number of instances is 8800. However, there are 304 instances
for which the network’s predicted label differs from the image’s actual label. We avoided

such instances and considered a total of 8496 benchmark instances.

Neural Network | # Hidden Layers | # Activation Units | Defensive Training

3 x50 2 110 None

3 x 100 2 210 None
5% 100 4 410 None

6 x 100 5 510 DiffAl

9 x 100 8 810 None

6 % 200 5 1010 None

9 x 200 8 1610 None

6 % 500 6 3000 None

6 % 500 6 3000 PGD, € = 0.1
6 % 500 6 3000 PGD, € = 0.3

4 x 1024 3 3072 None

Table 4.1: Neural network architectures and defensive training methods used in our

experiments.

4.5.3 Results

We conducted the experiments on two different machines. Since DeepPoLy and kPoLy
are lightweight techniques, the experiments reported in Table 4.2 and Table 4.4 were
performed on a machine equipped with 64GB RAM, 2.20 GHz InTeL(R) XEON(R) CPU
E5-2660 v2 processor running CentOS Linux 7. All other experiments were carried out
on a machine with two AMD EPYC 7742 64-Core processors (2.25 GHz, 256 hardware
threads in total) and 660GB RAM. To ensure a fair comparison across tools, we restricted
each experiment to a single CPU and enforced a timeout of 2000 seconds per instance.

We begin by comparing our method with the most closely related tools, namely kPoLy
and peepSRGR, which are improvements built on top of DeepPoLy. Next, we consider the
CEGAR-based technique, represented by cEGar_NN. We then extend the comparison to state-

of-the-art solvers, including a¢3-CROWN, MarRABOU, NNENUM, and OvaL. In addition, we
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Solved Unsolved DeepPory | kPory | DEEPSRGR | CEGAR_NN | DREFINE_F | DREFINE_B | DREFINE_F U DREFINE_B | TOTAL
DeepPory 0 0 0 3708 0 0 0 4633
kPory 156 0 114 3760 14 14 9 4789
pEEPSRGR 54 2 0 3736 0 0 0 4687
CEGAR_NN 713 609 687 0 417 408 387 1624
DREFINE_F 688 546 634 4114 0 58 0 5321
DREFINE_B 147 605 693 4173 117 0 0 5380
DREFINE_F U DREFINE_B 805 658 751 4231 117 58 0 5438

Table 4.2: Pairwise comparison of tools, e.g. entry on row KPory and column DeepPoLy
represents 156 benchmark instances on which kPory verified but DeepPory fails. The green
row highlights the number of solved benchmark instances by our tools, and not others,

while the red column is the opposite.

analyze the performance of these tools as the perturbation parameter € varies. A separate
evaluation is conducted on benchmarks containing adversarially trained networks. We

further provide a detailed analysis with respect to @5-CROWN.
Comparison with the most related techniques

In this subsection, we consider the techniques DeepPoLy, kPory, and peePSRGR for
comparison with our approaches. We include DeepPoLy because it forms the basis of
our technique, and both kPory and pEePSRGR refine DeepPoLy in a manner similar to
ours. We used vanilla DeepPory (i.e., DEepPoLy without the preprocessing step in line 4 of
Algorithm 1) to generate the abstract constraints of benchmark instances.

As shown in Table 4.2, our technique outperforms all related approaches by solving
approximately 700 additional benchmarks. In particular, we solve around 4231 bench-
marks that are out of reach for the ceGarR_NN method, whereas cEGAR_NN solves 387
benchmarks that our technique cannot handle. Notably, cEGarR_NN is also a CEGAR-based
approach. Furthermore, we solve approximately 750 benchmarks that are beyond the reach
of DeepPory, kPory, and peepPSRGR, while none of these techniques solve any benchmark
instances that our approach cannot solve.

Since DeepPoLy, kPoLy, and pEepSRGR report only VERIFIED instances, whereas our
tool can report both VERIFIED instances and counterexamples, we additionally compare

these techniques against the VERIFIED instances produced by our approach. These results
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Figure 4.4: Cactus plot comparing related techniques. The x-axis indicates the number of
benchmarks solved, ordered by increasing solution time. The y-axis shows the cumulative
solving time (in seconds) on a logarithmic scale- a tick value of 15 on the y-axis corresponds

to 215 seconds.

are captured by DREFINE_F_VERIFIED and DREFINE_B_VERIFIED in the cactus plot shown in
Figure 4.4. We observe that when verification succeeds, DEepPoLy and kPoLy are often
more efficient, which is expected since these techniques rely solely on abstraction, whereas
our approach performs abstraction followed by iterative refinement. Despite this additional

overhead, our technique remains more efficient than bEEPSRGR.

Comparison with cegar based techniques

CEGAR_NN [37] is a tool that also uses counterexample guided refinement. But the abstrac-
tion used is quite different from DeepPory. This tool reduces the size of the network by
merging similar neurons, such that they maintain the overapproximation. In the refinement
process, it identifies the most important neurons, guided by the spurious counterexample,

and selectively splits them back.

Table 4.2 shows that cEGAR_NN solves only 19.11% of the total benchmark instances,
whereas our techniques DREFINE_F and DREFINE_B solve 62.70% and 63.38%, respectively.
Although cEGAR_NN solves significantly fewer benchmarks overall, it is pertinent to note

that it solves many unique instances, as seen from the cEGAR_NN row in Table 4.2.
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Unsolved
Solved OvaL | @8-CROWN | MARABOU | NNENUM | DREFINE_F | DREFINE_B | DREFINE_F U DREFINE_B | TOTAL
OvaL 0 30 1471 1438 1051 1019 967 6195
af-CROWN 96 0 1535 1487 1112 1073 1023 6261
MARABOU 511 509 0 2105 608 521 513 5235
NNENUM 9 8 576 0 50 28 11 4766
DREFINE_F 183 178 700 521 0 61 0 5327
DREFINE_B 209 197 671 557 119 0 0 5385
DREFINE_F U DREFINE_B | 218 208 724 091 119 61 0 5446

Table 4.3: Pairwise comparison of tools, e.g. entry on row MARABOU and column OvAL
represents 1005 benchmark instances on which maraBou verified but OvaL fails. The green
row highlights the number of solved benchmark instances by our tools, and not others,

while the red column is the opposite.

Comparison with state-of-the-art solvers

The tools ¢8-CROWN and OvaL use several algorithms that are highly optimized and use
several techniques. The authors of @8-CROWN implement the techniques [33, 24, 25, ,

], and the authors of OvaL implement [ 168, 57, , , , , 58]. The authors of
MARABOU implement the technique [21, 20]. Table 4.3 shows that ¢8-CROWN and OvaL
solve about 1000 more benchmarks (out of 8496) than our tool, while we outperform
MARABOU and NNENUM by a significant margin.

Although af8-CROWN and OvaL outperform our tool overall, we identified around
178 and 197 benchmark instances where @8-CROWN fails and our tools (DREFINE_F and
DREFINE_B, respectively) succeed, and around 183 and 209 instances where OvaL fails and
our tools succeed. Moreover, there are 700 and 671 benchmarks where mMarRABoU fails
but are successfully handled by brREFINE_F and DREFINE_B, respectively. Further, both our
techniques, DREFINE_F and DREFINE_B, outperform the tool NNENUM by approximately 561
and 619 benchmarks, respectively. Additionally, pREFINE_F and DREFINE_B solve 521 and
557 benchmarks that are not solved by NNENUM, whereas NNENUM solves only 50 and 28
benchmarks not solved by DREFINE_F and DREFINE_B, respectively, see Table 4.3.

In total, we solve 113 and 121 unique benchmarks using DREFINE_F and DREFINE_B, re-
spectively, where all four state-of-the-art tools (@8-CROWN, OvAL, MARABOU, and NNENUM)

fail. The number of uniquely solved benchmarks increases to 132 when combining the res-
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Figure 4.5: Cactus plot comparing states of the arts. The x-axis indicates the number of
benchmarks solved, ordered by increasing solution time. The y-axis shows the cumulative
solving time (in seconds) on a logarithmic scale- a tick value of 15 on the y-axis corresponds

to 215 seconds.

ults of both prRerINE_F and DREFINE_B. Thus, we believe that these tools are truly orthogonal
in their strengths and could potentially be combined for greater effectiveness.

Although we solve additional benchmarks that are beyond the reach of state-of-the-art
verifiers, there is a trade-off between accuracy and efficiency. We further compare efficiency
with state-of-the-art tools using a cactus plot, as shown in Figure 4.5. Our approach is
more efficient than NNENUM and MarABOU, while @8-CROWN and OvaL outperform our

tool.

Epsilon vs. performance

As a sanity check, we analyzed the effect of perturbation size on the performance of the
tools. Figure 4.6 presents the comparison of the fractional success rate of the tools as €
increases from 0.005 to 0.05. At € = 0.005, the performance of all the tools is almost
identical, except for CEGAR_NN. As € increases, the success rate of most tools consistently
decreases, with the exception of cEGAR_NN. In this setting, our approach outperforms
DeepPoLy, kPory, DEEPSRGR, cEGAR_NN, and NNENUM, While @B8-CROWN and OvaL achieve
better results. MArRABOU performs better than our method only when € > 0.04.

All tools, except CEGAR_NN, struggle in terms of efficiency as the value of the input

perturbation € increases. This decline in performance is likely due to the expansion of the
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Solved Unsolved DeepPory | kPory | DEEPSRGR | CEGAR_NN | DREFINE_F | DREFINE_B | DREFINE_F U DREFINE_B | TOTAL
DeepPory 0 0 0 1215 0 0 0 1626
kPory 9 0 9 1221 2 2 2 1635
pEEPSRGR 2 2 0 1215 0 0 0 1628
CEGAR_NN 15 10 13 0 7 0 0 426
DREFINE_F 168 161 166 1375 0 5 0 1794
DREFINE_B 187 180 185 1387 24 0 0 1813
DREFINE_F U DREFINE_B 192 185 190 1392 24 5 0 1818

Table 4.4: Pairwise comparison of tools on adversarially trained networks

Unsolved
Solved OvaL | @8-CROWN | MARABOU | NNENUM | DREFINE_F | DREFINE_B | DREFINE_F U DREFINE_B | TOTAL
OvaL 0 11 619 599 214 199 195 1935
af-CROWN 1 0 611 588 205 192 188 1925
MARABOU 55 57 0 - 04 62 61 1371
NNENUM 5 4 55 0 11 4 0 1341
DREFINE_F 75 76 496 519 0 5 0 1796
DREFINE_B 79 82 517 536 24 0 0 1815
DREFINE_F U DREFINE_B | 80 83 523 540 24 5 0 1820

Table 4.5: Pairwise comparison of tools on adversarially trained networks

search space with larger € values. However, CEGAR_NN remains agnostic to the value of €,

which may explain its stable performance across varying perturbation levels.

Comparison with adversarially trained networks

The networks considered for evaluation in this study are the ones corresponding to the
4st, 9th, and 10th rows of Table 4.1. These networks have been trained using adversarial
techniques, where adversarial examples were generated using standard methods such as
PGD/DiffAl, and the network was subsequently trained on these adversarial examples to
enhance its robustness. Table 4.4 presents a pairwise comparison of verifiers on these
adversarially trained networks, encompassing a total of 2223 benchmark instances. Our
approach demonstrates significant superiority over DeepPoLy, kPoLry, bEePSRGR, and

CEGAR_NN in terms of performance on these benchmarks.
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Figure 4.6: Size of input perturbation (epsilon) vs. percentage of solved instances

Table 4.5 presents the pairwise comparison with state-of-the-art verifiers. Although af3-
CROWN and OvaL outperform both of our approaches by approximately 130 benchmarks,
our methods still solve 80 and 83 benchmarks (as shown in the last row of Table 4.5) that
remain unsolved by OvaL and a3-CROWN, respectively. Out of a total of 2223 benchmarks

in this category, this constitutes a notable subset that our approach is able to address.

Detailed comparison with af3-CROWN with same preprocessing

To evaluate the effectiveness of our approach, we conducted the experiments on the in-
stances where refinement was applied. Specifically, we selected the benchmarks from the
afB-CROWN experiments where refinement [24] was actually used, including those that
resulted in timeouts. We excluded all benchmarks that were already solved by prepro-
cessing techniques, namely PGD (Projected Gradient Descent) attack or CROWN [33],
which is an incomplete verification method. The comparison was then performed on the
remaining benchmarks. The PGD attack generates counterexamples by iteratively updating
the perturbation in the direction of the gradient of the loss function with respect to the
input, while constraining the perturbation to remain within a predefined bound. If PGD

fails, CROWN is applied to compute over-approximated bounds.

After preprocessing, the total number of benchmarks was reduced to 2362, which
were the benchmarks that were not solved by the preprocessing steps. Table 4.6 shows
the detailed comparison among the tools ¢8-CROWN, pREFINE_F, and DREFINE_B. The
explanation of this table follows the same format as Table 4.2. The (i, j) entry indicates the
number of benchmarks solved by tool i but not by tool j. For example, the cell value 208

represents the number of benchmarks solved by ¢8-CROWN but not by prRerINE_F. Out of
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Tool f-CROWN | DREFINE_F | DREFINE_B | DREFINE_F U DREFINE_B | TOTAL
of-CROWN 0 208 202 21 629
DREFINE_F 152 0 3 0 5713
DREFINE_B 155 12 ] 0 582

DREFINE_F U DREFINE_B 157 12 ] 0 585

Table 4.6: Comparison with @58-CROWN, DREFINE_F, and DREFINE_B on the filtered bench-
marks. The (i, j) entry indicates the number of benchmarks solved by tool i but not by
tool j. For example, the cell value 208 represents the number of benchmarks solved by
af-CROWN but not by DREFINE_F.

the 2363 benchmarks, @5-CROWN was able to verify 629, while prRerINE_F verified 573.
Notably, prerINE_F solved 152 benchmarks that were not solved by a-CROWN, whereas
af-CROWN solved 208 benchmarks that were not solved by DREFINE_F. A similar trend is
observed for bREFINE_B, with details provided in Table 4.6.

Furthermore, the union of benchmarks solved by tools ¢3-CROWN and DREFINE_F
results in a total of 781 benchmarks, while the union of @8-CROWN and pREFINE_B covers
784 benchmarks. This demonstrates a clear improvement over the number of benchmarks
solved by ¢8-CROWN alone. These findings highlight the significant contribution of our
techniques in the context of portfolio verifiers, as they complement and enhance the overall

performance when integrated with other verification tools.
Analysis of proposed MaxSAT encoding

The constraints in Lemma 2 can also be encoded using implication constraints. Gurobi [40]
provides an API for encoding such constraints, namely addGenConstrIndicator(). We
also proposed an alternative encoding mechanism, as shown in Equation 4.9. Using the

proposed encoding, we were able to solve 59 additional benchmarks.

4.6 Conclusion

In this chapter, we introduced two variations of the CEGAR-based refinement technique.
In both techniques, the marked neurons are identified as the source of imprecision, and ab-
straction is removed from these marked neurons during the refinement process. We provide
progress and termination guarantees for both variations. Our experiments demonstrate that
our approach successfully solves a significant number of benchmarks that are beyond the

reach of state-of-the-art verifiers.
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Chapter 5

False Positives in Robustness Verification

of Neural Networks

Let us recall the definition of local robustness and counterexamples in the context of neural
networks. Many of the works for the verification of neural networks [29, 30, 33] focus
on the local robustness verification problem, i.e., for a given neural network and an input
image, the network is considered locally robust if all images close to the given image are
classified the same as the original, where distance is defined in terms of a simple distance
metric (e.g., Ly, L,, or L, norms). In the verification community, such images, which are
close to the original but are classified differently, are more often called counterexamples,
and existing work focuses on either finding counterexamples or providing certification of

their absence.

However, in doing so, existing works often lose the focus on evaluating that if end
user would consider such counterexamples to be genuine. This leads to false positives, i.e.,
counterexamples that exist from the perspective of the underlying specification, but may
not be considered genuine from a domain expert’s perspective. In this chapter, our aim
is to identify false and true positives and study their prevalence in commonly used image
classification benchmarks. Since the definition of true and false positives depends on the
perspective of a domain expert, we introduce the notion of an oracle that acts as a domain
expert and classifies images as genuine or not. To experimentally evaluate the prevalence
of true and false positives, we manually examined a set of counterexamples. Since it is
infeasible to have a human in the loop for every classification, we approximate the oracle

using an ensemble of classifiers for a larger experimental evaluation.
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We first motivate about the true and false positives by examples in Section 5.1 also give
the motivating examples behind the ensemble-guided property to reduce the false positives
in the same section. Next, we introduce the formal definitions of oracle, true positives, and
false positives in Section 5.2. In Section 5.3, we provide the experiments followed by a

conclusion in Section 5.4.

5.1 Motivating Examples

Consider the two images in Figures 5.1A and 5.1C, which are from the MNIST [65] dataset
and have ground truth labels 0 and 2, respectively. The images in Figures 5.1B and 5.1D
are counterexamples generated by the state-of-the-art verifier ¢3-CROWN [60] for the
image labeled 0 (misclassified as 6), and by the same verifier for the image labeled 2
(misclassified as 1). A domain expert may not consider these as actual bugs because the
counterexample labeled as 6 also visually resembles a 6, and the network predicts it as
either O or 6, which is reasonable. Similarly, the counterexample misclassified as 1 also
resembles a 1, and the network predicts it as either 1 or 2, which is again acceptable. Since
the network’s predictions are visually justifiable, labeling them as counterexamples is, in

fact, a false positive.

On the other hand, a counterexample may be considered a genuine counterexample,
which we call “true positive”, if the network misclassifies the image and the misclassifica-
tion is not visually justifiable. In Figure 5.1E, the image is a seed image, and the image
in Figure 5.1F is a corresponding counterexample reported by the of-CROWN verifier.
The image is classified as 3 by the verifier, and a human expert would say that itis a 1. We

present a similar example in Figures 5.1G and 5.1H.

In this work, we recall and define the well-known notions of false positive (FP) and
true positive (TP) in the context of local robustness verification of neural network image
classifiers. Our modified definition requires a domain expert to classify the images and
assign the ground truth labels, which we formally call an oracle. An important point to
note is that in our setting, even an oracle may not always be able to classify the images
since images may resemble many labels. Thus, it may assign a set of possible labels to an
image. As a result, we may use the oracle in two possible ways: (1) to determine whether
a counterexample produced by the verifier is a true or false positive by checking whether
the classification of the counterexample belongs to one of the oracle-provided labels; and

(2) to guide the verifier to search only for counterexamples that are not classified as one of
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Seed Cex Seed Cex

Pred: O Pred: 6 Pred: 2 Pred: 1
(A) (B) © (D)
Seed Cex Seed Cex

Pred: 1 Pred: 3 Pred: 2 Pred: 3
(E) (F) G) (H)

Figure 5.1: 5.1A-5.1D Examples of false positives, 5.1E-5.1H Examples of true positives.
For each case, we show two images: the original image (“Seed”) and the corresponding

counterexample (“Cex”) identified by the verifier.

the oracle-provided labels.

For example, in Figure 5.2A, the oracle may state that the original image could be
either a 1 or a 7. We first ask the verifier to find a counterexample, and it reports one
classified as 1, as shown in Figure 5.2B. We then ask the verifier to look specifically for
a counterexample that is not classified as 1 or 7. If such a counterexample is found, as
in Figure 5.2C, it qualifies as a true positive. Similarly, in Figures 5.2D-5.2F, the oracle
identifies the original image as possibly 4 or 9. We ask the verifier to find a counterexample
that is not classified as 4 or 9, and it reports 8—a true positive. Otherwise, it would have

reported 4 as a counterexample, which would not be a valid true positive.

It is an open secret that false positives exist in practice. However, we ask a more precise
question: what is the rate of false positives in practice (RQ1)? To answer this, we evaluate

the standard local robustness property with respect to false positives and true positives.
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Seed Cex Cex
Pred: 7 Pred: 1 Pred: 8
Ensembles: {1,7} - -

(A) (B) ©)
Seed Cex Cex
Pred: 9 Pred: 4 Pred: 8

Ensembles: {4,9} - -

(D) (E) F)
Figure 5.2: Examples of true positives guided by ensemble classifiers. For each case, we
show three images: the original image (“Seed”), the counterexample (“Cex”) identified
without ensemble guidance (middle), and the counterexample (“Cex Ensemble”) identified

with ensemble guidance (right).

To approximate the domain expert (oracle), we develop an ensemble-based approach that

exploits multiple neural network classifiers, as we detail below.

We conduct experiments using state-of-the-art neural network verifier ¢3-CROWN [60]
on the MNIST [65] and CIFAR-10 [77] datasets. The ensemble consists of 9 classifiers for
MNIST and 13 for CIFAR-10, taken from the ERAN benchmark repository [173]. A label
is considered valid if at least 30% of the classifiers agree on it. Our experiments reveal
that approximately 6.9% and 1.95% of the counterexamples generated by the verifiers are
false positives for the MNIST and CIFAR-10 datasets, respectively. We also manually

checked whether the label assigned by the ensemble to each counterexample is accurate,
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which forms our second experimental research question (RQ2). We found that the false
positive rates based on manual analysis were 12.86% for the MNIST benchmarks and
5.65% for the CIFAR-10 benchmarks. We also ask if there are counterexamples that are not
classified as one of the ensemble labels (RQ3), which would be considered true positives
under the ensemble definition. To answer this, we modified the verifiers to search for
such counterexamples and reran them on both the MNIST and CIFAR-10 benchmarks.
We found that the false positive rate for MNIST benchmarks reduced significantly from
12.86% to 3.22% and true positives for the same benchmarks increase from 88.63% to
96.78%. In summary, our approach and novel analysis show that the local robustness as is
usually considered can be overly conservative. And thus, verifiers are not able to declare a
model trustworthy even when the model is actually trustworthy according to the domain

experts.

5.2 Definitions

In this section, we define the oracle and explain the classification of counterexamples as
true positives and false positives in robustness verification. As we will see in Section 5.3,
many counterexamples under standard local robustness are false positives. We also provide
an ensemble-based approach to reduce false positives.

Recall that a neural network N : R" — R"™ is a function that takes an n-dimensional
input and produces an m-dimensional output. Here, N(x)[i] denotes the logit value corres-
ponding to the i™ output neuron. The final decision N of the neural network is determined
using the ARGMAx [101] function, which returns the index of the maximum output value:
N(x) = ARGMAX(N(x)).

5.2.1 Oracle

An oracle is a function that takes an input x and assigns one or more labels to the
input. The oracle models the domain expert’s view of the input image x. Let us assume
the neural network classifies an input x into one of the classes from the set [m], where
[m] ={0,1,...,m—1}.

Definition 5. An oracle Q is a function QO : R" — 2™ where 2" is the power set of [m].

The oracle assigns one or more labels to the input image x.

Intuitively, the oracle O assigns the ground truth labels to the input image x. It may

assign more than one label to an image if the image visually resembles more than one class.
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For example, in Figure 5.1A, the image is a seed image x, which resembles both 0 and 6,
we may have O(x) = {0, 6}. Using the oracle, we can define the notions of true and false

positives in the context of robustness verification of neural networks.
5.2.2 True Positives and False Positives

Definition 6. An input counterexample x' is a true positive in a neural network N if
N(x) ¢ O(x)

Definition 7. An input counterexample x' is a false positive in a neural network N if
N(x') € O(x')

In Figure 5.1A, the image is a seed image x with N(x) = 0, and the image in Figure 5.1B
is a corresponding counterexample x’ reported under local robustness property with N(x) =
6. Since O(x’) = {0, 6}, we have N(x') € O(x’). Therefore, it is not a genuine bug, and
we consider it a false positive. A false positive does not violate the oracle’s view of local
robustness, as the oracle O considers the counterexample x” to be similar to the seed image
x, but violates the standard property. On the other hand, a true positive violates both the
oracle’s view of local robustness and the standard local robustness property. In Figure 5.1E
the image is a seed image x with N(x) = 1, and the image in Figure 5.1F is a corresponding
counterexample x” reported as per the standard property with N(x’) = 3. Since O(x’) = {1}
and N(x') ¢ O(x), this indicates a true counterexample, as the oracle’s classification and
the neural network’s classification are completely different. We can use true positives and

false positives to evaluate the results of the standard local robustness property.
5.2.3 Ensemble-Based Approach to Reduce False Positives

As illustrated in Figures 5.1A and 5.1B, the original image has a ground truth label
of 0, but it also visually resembles 6. Therefore, it is unreasonable to strictly require the
classifier not to predict 6; rather, it should be allowed to classify the image as either O or 6.
Motivated by this intuition, we define an ensemble and describe its use for reducing false

positive cases.

Definition 8. Ler A be a set of AI models and agreement threshold k be a positive integer.
We define an ensemble oracle E(x) such that, for each x, E(x) = {y| {N € A | N(x) = y}l >
k}.

The ensemble oracle E(x) returns a set of labels for the input image x based on the

agreement of the Al models in A. The ensemble is defined such that it returns a label if
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Table 5.1: Ensemble of neural network classifiers used for the MNIST dataset

Network name #layers adv trained | adv training methods
mnist-relu-5-100.onnx 5-FC Yes DiffAl
finnRELU-Point-6-500.onnx 6-FC No -
finnRELU-PGDK-w-0.1-6-500.onnx 6-FC Yes PGD
finnRELU-PGDK-w-0.3-6-500.onnx 6-FC Yes PGD
convSmallRELU-Point.onnx 2-Conv, 2-FC No -
convSmallRELU-PGDK .onnx 2-Conv, 2-FC Yes PGD
convSmallRELU-DiffAl.onnx 2-Conv, 2-FC Yes DiffAl
convMedGRELU-Point.onnx 2-Conv, 2-FC no -
convBigRELU-DiffAl.onnx 4-Conv, 3-FC Yes DiffAl

Table 5.2: Ensemble of neural network classifiers used for the CIFAR-10 dataset

Network name #layers adv trained | arv training method
cifar-relu-9-200.onnx 10-FC No -
finnRELU-PGDK-w-0.0078-6-500.0nnx 7-FC Yes PGD
convSmallRELU-Point.onnx 2-Conv, 2-FC No -
convSmallRELU-PGDK.onnx 2-Conv, 2-FC Yes PGD
convSmallRELU-DiffAl.onnx 2-Conv, 2-FC Yes DiffAI
convMedGRELU-Point.onnx 2-Conv, 2-FC No -
convMedGRELU-PGDK-w-0.0313.0onnx 2-Conv, 2-FC Yes PGD
cifar-conv-maxpool.onnx 4-Conv, 2-Maxpool, 3-FC no -
convBigRELU-DiffAl.onnx 4-Conv, 3-FC Yes DiffAl
ResNetTiny-PGD.onnx 1-Conv, 5-res-blocks (3-Conv), 2-FC Yes PGD
ResNet18-PGD.onnx 1-Conv, 5-res-blocks (2-Conv), 3-res-blocks (3-Conv), 2-FC Yes PGD
ResNet34-DiffAl.onnx 1-Conv, 13-res-blocks (2-Conv), 3-res-blocks (3-Conv), 3-FC Yes DiffAl
SkipNet18-DiffAl.onnx 11-Conv, 3-res-blocks (3-Conv), 3-FC Yes DiffAl

at least k classifiers agree on that label. Here, k is a hyperparameter. If no label meets
this criterion, we relax the requirement by decrementing the value of k. If k reaches
1, we select the label with the highest prediction confidence. The Al models can be of
various types, such as neural networks, decision trees, or random forests. These models
may be trained on different datasets, which might not always be publicly accessible. By
leveraging such models, we aim to incorporate the collective knowledge of the community
into our analysis. In this work, we use neural network classifiers as our AI models. For
the MNIST dataset, we use |A| = 9 classifiers with a threshold k£ = 3, and for the more
complex CIFAR-10 dataset, we use |A| = 13 classifiers with k = 4. The intuition behind
these thresholds is that a label is accepted if approximately 30% of the networks agree
on it. If we choose k to be large, we may disallow diversity of opinion, and if we choose

k to be small, a single member of the ensemble may pollute the predictions. We use all
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the classifiers in ensembles from the ERAN repository [ | 73], ranging from simple fully
connected to complex classifiers, from simply trained to adversarially trained classifiers.
To adversarially train the networks [173], DiffAI [172] and PGD [174] methods are used.
DiffAl uses abstract interpretation to create a range of safe adversarial examples, helping
the model become more robust in different input areas. PGD (Projected Gradient Descent)
is an attack-based method that trains the model using adversarial examples made by slightly
changing inputs through gradient steps within a fixed limit. Tables 5.1 and 5.2 show details

about the selected neural network classifiers.

Definition 9. For a neural network N, an input x, and an input perturbation value €, N is
considered ensemble-guided locally robust at x if N(x) € E(x) and for every x’ such that
dist(x', x) < €, we have N(x') € E(x).

We can modify the solver query for the ensemble-aware local robustness property
as Ax" dist(x’,x) < € AL g N jerw N < N(x)[i]. If this query is satisfiable,
then we obtain a counterexample x” on which the network N disagrees with the ensemble
prediction on the original input x.

The above definition is similar to the property (affinity robustness) presented in [70],
where the expert provides a set of sets of possible labels among which the network must
classify. In affinity robustness, the top-k classes refer to the k classes with the highest
logit values (N(x)) in the network output. Affinity robustness requires that for some «,
the top-k classes remain the same across both x and x’, and moreover, the top-k classes
must be a subset of one of the expert-provided sets of labels. In contrast, our proposed
local robustness property requires only that the top-1 (predicted) output of the neural
network on input x” belongs to the set of labels provided by the ensembles. Our property is

incomparable to the notion of affinity robustness.

5.3 [Experiments

We evaluate the standard robustness property using the state-of-the-art (SOTA) verifier
af-CROWN [60] by reporting the number of false positives and true positives on a standard
class of benchmarks.

Benchmarks: We considered networks trained on the MNIST [65] and CIFAR-10 [77]
datasets. All networks were obtained from VNNCOMP [73, , 75, 76]. Table 7.1

provides the details of these networks.
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Table 5.3: Networks details

Category Network name #layers #activation units | adv trained | e-values
MNIST mnist-net-256x2.onnx 2-FC 0.51K No 0.03,0.05
mnist-net-256x4.onnx 4-FC 1.02K No 0.03,0.05
mnist-net-256x6.onnx 6-FC 1.54K No 0.03,0.05
CIFAR-10 cifar-base-kw.onnx 2-Conv, 2-FC 3.17K Yes 0.03
cifar-deep-kw.onnx | 4-Conv, 2-FC 6.77K Yes 0.03
cifar-wide-kw.onnx 2-Conv, 2-FC 6.24K Yes 0.03

We randomly selected 1000 images from each dataset. For the neural networks trained
on MNIST, we used two different values of input perturbation €, resulting in approximately
2000 benchmark instances per network. For CIFAR-10 networks, we used a single value of
€, leading to approximately 1000 benchmark instances per network. The values of € were
chosen to match those used in VNNCOMP and are shown in the last column of Table 7.1.

Many neural networks approximate the human decision-making process with the goal
of reducing human effort. However, it is impractical for humans to act as oracles for all
counterexample images. To address this issue, we propose using an ensemble of Al models
as a proxy for the oracle, as defined in Definition 8.

We conduct the following three experiments: we identify the false positives (FP) and
true positives (TP) for the standard robustness property using the ensemble, we manually
analyze the accuracy of the decisions of the ensemble, and we construct the ensemble-based
robustness property verifier and manually validate the resulting false positives and true
positives.

False Positives Analysis Using Ensemble (RQ1): Tables 5.4(a) and 5.4(b) present the
number of true positives (TP) and false positives (FP) identified using the ensemble-based
oracle defined above. We do not analyze false negatives or true negatives, as it is generally
infeasible to determine in advance whether a neural network is locally robust around a
given input. To empirically evaluate RQ1, we observed false positive rates of 6.9% for the
MNIST benchmarks and 1.95% for the CIFAR-10 benchmarks. The FP rate is higher for
the MNIST benchmarks compared to the CIFAR-10 benchmarks. A potential reason is
that many MNIST images resemble more than one label, whereas CIFAR-10 images tend
to be more distinct. Overall, we observe that the number of false positives is significant
and merits further consideration.

Manual Analysis of the Ensemble (RQ2): To evaluate the accuracy of the ensemble,

we conducted a manual analysis of the false positives (FPs) and true positives (TPs)
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Table 5.4: Results obtained using the standard robustness property with af-CROWN,
along with ensemble-based analysis of False Positives (FP) and True Positives (TP) for the
MNIST (Table a) and CIFAR-10 (Table b) networks.

Result | mnist-net-256x2.onnx | mnist-net-256x4.onnx | mnist-net-256x6.onnx Result | cifar-base-kw.onnx | cifar-deep-kw.onnx | cifar-wide-kw.onnx
epsilons | 0.03 0.05 0.03 0.05 0.03 0.05 epsilons 0.03 0.03 0.03
FpP 48 49 30 33 16 14 Fp 12 18 45
TP 647 832 310 551 297 493 TP 603 673 880
Verified | 294 96 518 160 402 102 Verified 14 10 13
Timeout | 4 16 68 182 125 231 Timeout 38 36 62
(a) MNIST results (b) CIFAR-10 results

Table 5.5: MNIST results using the ensemble-based approach with ¢3-CROWN, along

with manual analysis of FP and TP

Result | mnist-net-256x2.onnx | mnist-net-256x4.onnx | mnist-net-256x6.onnx
epsilons | 0.03 0.05 0.03 0.05 0.03 0.05
FP 22 28 12 27 13 22
TP 660 846 324 577 321 522
Verified | 307 103 551 174 431 116
Timeout | 4 16 65 180 121 230

reported in Tables 5.4(a) and 5.4(b). Since it is impractical to manually examine all
positive cases, we focused on the first column of each table (mnist-net-256%2.onnx
and cifar-base-kw.onnx, with € = 0.03). For MNIST, we found that 13 out of 48
reported FPs were actually TPs, and 44 out of 647 reported TPs were actually FPs. For
CIFAR-10, 4 out of 12 reported FPs were actually TPs, and 27 out of 603 reported TPs
were actually FPs. Overall, this results in a false positive rate of 12.86% for MNIST and
5.67% for CIFAR-10 on the selected benchmark networks. This analysis demonstrates that
although an approximation of the oracle can reduce human effort, it is not perfect.
Ensemble-based Property Analysis (RQ3): We use the robustness property expressed
in Definition 9, and use humans as oracles to analyze counterexamples. Since hu-
man evaluation for all counterexamples is impractical, we limit this analysis to the
mnist-net-256x2.onnx network with e = 0.03. Table 5.5 summarizes the number
of FPs and TPs. We observed that the false positive rate dropped from 12.86% to 3.22%,
while the true positive rate increased from 88.63% to 96.78%.

5.4 Conclusion

In this chapter, we considered true and false positives in the context of the local robustness
using oracles. We used an ensemble of classifiers as an approximation of the oracle and

analyzed the robustness of neural networks with respect to this ensemble. We showed that
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the standard local robustness property can report many false positives under this oracle
and proposed a new ensemble-guided local robustness property that can help to reduce the
number of false positives. Robustness property is widely considered to be a useful property
to analyze the quality of neural networks. However, we demonstrate that the violation of
the property may be false positives. Their prevalence helps guide a user of neural network

developers to limit their reliance on the local robustness analysis.
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Chapter 6

Confidence-aware Robustness Properties

of Neural Networks

Most researchers [ 100, 25, 34] have analyzed neural networks with respect to the local
robustness property. As discussed in Section 2.4 of Chapter 2, the local robustness property
captures potential misclassifications within an e-bounded neighborhood of an input. In the
previous chapter, we observed a significant number of false positives in the local robustness
property. Now, we explore different types of robustness properties. Although neural net-
works are primarily used for classification, they also output a confidence value associated
with each prediction. Several works in the field of adversarial example generation [10]
have shown that confidence values play a crucial role in understanding the behavior of
neural networks under adversarial perturbations. Building on the prior works, we introduce
various robustness properties that explicitly incorporate prediction sensitivity/confidence,

including relaxed robustness, strong robustness, and smoothness.

As defined in Equation 2.1, confidence involves highly non-linear operations. However,
most of the analysis tools are built on linear solving techniques. We need to model
confidence as piecewise linear formulas to leverage these tools for verifying confidence-
based robustness properties. We propose linear approximations of confidence within the
framework of Linear Real Arithmetic (LRA) [176]. We also show that the property of
Top-k robustness [70], which does not involve confidence values, can be modeled using
LRA. Furthermore, in Chapter 7, we present an efficient unified approach to handle all

LRA-based postconditions.

In this chapter, we first introduce various confidence-based robustness properties in
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Section 6.1 and provide LRA-based modeling techniques for these properties in Section 6.2.
Next, we present non-confidence-based robustness variants in Section 6.3 and establish
a hierarchy among all the robustness properties discussed in this chapter in Section 6.4.
Finally, we conclude the chapter in Section 6.5. In the following chapter, we present an

encoding framework to verify all the different robustness properties in a unified way.

6.1 Different Robustness Variants

Different applications require different variants of robustness (e.g., see [660]). Further, many
existing works on robustness verification regard answers returned by classifiers as binary,
ignoring the fact that classifiers provide a confidence in the counterexample in terms of the
classification probability, which is computed by the well-known Sorrmax function [46].
For instance, in Figure 6.1(a-b), an image from the CIFAR-10 [77] dataset is misclassified
after an input perturbation, but with a very low confidence. Should such a network be called
non-robust if all misclassifications are such low confidence ones? This motivates a more
relaxed notion of robustness which would allow such examples. At the other extreme, one
could argue for a stronger notion of robustness, saying that the network in Figure 6.1(c-¢),
should be called non-robust since under minor input perturbations, the confidence in the
classification has vastly changed (even if no misclassification is reported). Finally, we
may consider a Lipschitz-continuity motivated smoothness criterion [66, 67, 68, 69] which
says that a neural network is not smooth-robust if there are counterexamples with varying
confidences as depicted in Figure 6.1(f-g).

When confidence is included in the property definition, it becomes necessary to ap-
proximate the confidence (Sorrmax) function to analyze these properties effectively, which

we do, with formal guarantees on the error.

6.2 Modeling Confidence Based Robustness Variants

Recall from Section 2.4 of Chapter 2 that the local robustness definition does not capture
the network’s confidence in its predictions. However, as discussed in the Introduction,
it is often meaningful to consider variants that account for prediction confidence. The
softmax-based confidence, as defined in Equation 2.1, involves exponential operations,
while most existing solver techniques are primarily designed for linear constraints or
their Boolean combinations. Consequently, there is no straightforward way to incorporate

confidence measures into existing solvers, as also noted in [66, ]. Therefore, to integrate
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Figure 6.1: Relaxed Robustness: (a-b) The network convBigRELU-PGD.onnx correctly

classified the original image (left) as horse (and resp. airplane) with high confidence.
With an input perturbation of 16/255, we can find misclassified images (right) but with
low confidence. In fact, it turns out all counterexamples have low confidence and hence
verification succeeds under the relaxed robustness criterion with an 80% confidence
threshold, while state-of-the-art verifiers would have declared this network non-robust.
Strong robustness: (c-e) The network convBigRELU-PGD. onnx classified the original
image (left) of class ship/horse/deer with very high confidence, and we found images
(right) within perturbation of 16/255, such that the confidence drops drastically, although
the class remains the same. These images are robust with respect to the standard and
relaxed robust criteria but not robust with respect to the strong robust criteria if confidence is
allowed to fall up to 30%. Smoothness: (f-g) The left image, labeled as Airplane/Truck,
is taken from the Cifar-10 dataset and is classified correctly with a medium confidence of
~ 50% by the neural network cifar10-2-255.onnx. Under an € = 16/255 perturbation,
we obtain images with much higher and lower confidences, showing drastic variations.
The bottom line is that the above requirements may vary across applications, and users can

define many more requirements tailored to specific needs.

confidence with current solver frameworks, one must rely on appropriate approximations.

In this section, we present a list of confidence-aware robustness properties, including

both newly proposed ones and those inspired by prior studies. We formalize these properties
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as modified verification queries and discuss suitable approximation strategies for enabling

their analysis within existing solver frameworks.
6.2.1 Relaxed Robustness

Let us first discuss a weaker notion of robustness that we called relaxed robustness,
where the intuition is to ignore low-confidence counterexamples in determining robustness
of the network, as shown in Figure 6.1(a-b). The main idea is that for all images x
close to the given image x*, their classification should be the same, unless the confidence
of the network on x is less than a certain threshold. Incorporating the requirement in
Definition 2 gives us Equation 6.1, which permits low-confidence counterexamples to
bypass the strict robustness criteria. Let 7 be the confidence level threshold, a tunable user

specified parameter.
Vxdist(x’,x) < e = (CONF(N(X), N(x) <7V N = N(x)) 6.1)

Hence, for the above property, P is as in Definition 2, but we have a new post-condition
Q,e1 = Conr(N(x), N(x)) < 7V N(x*) = N(x). Thus if the query (N, P, Q,.;) holds, we say
that N is 7-relaxed robust (or just relaxed robust when clear from context), and otherwise,
i.e., if there exists x satisfying the negation, —=Q,,;, we say that there exists a misclassified
counterexample x with confidence at least 7. Since computing CoNr(N(x), N(x)) (a non-
linear function) precisely is difficult, we approximate it. Let yy, . .., y,, = N(x), and define
t = N(x), implying y, = max’ (y;). Additionally, let y, denote the second-highest output:
yr = max;, . (y;). We have the following claim for any 7 > 50, which leads to our

approximation. Let § = — ln(g -1)
Claim 1. If y, < y, + 0 holds, then Conr(N(x), Nx) <t

Proof. Assume LHS of the claim holds, i.e., y; < y +J. By removing all exponential terms
from the denominator except for ¢’ and ¢”’, we obtain CoNF(yy, ...lY, 1) < 100e®_ A fer

evr+er
scaling the right-hand side by 637, we get CONF(yq, ...lYm, 1) < %.
100

I+e™0 "

Since 6 > y, — y,

we have CONE(yy, ...Ym, 1) < Since 6§ = —In(*2 — 1), CoNF(y1, .Yy, ) < 7. Finally,

noting that (y1, ..., Y,) = N(x), and from definition of z, we get CoNF(N(x), Nx) <7 O
Claim 2. If y, > y, + 0 holds, then Conr(N(x), N (x)) > —0

1+(m—1)e0"

Proof. Let LHS of the claim be true. Since y, is the second maximum, we can derive

100eYt
et +(m—1)er ?

ConF(Yy, ...y, 1) = replacing ¢’ by e’ for all i,i # t. After scaling the fraction
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in the RHS by ¢”', we obtain CoNF(y1, ...Ym, 1) > 7 o 100 Since y, > y, + d, we obtain

—1)elr vt

Conk(y1, ...Ym, 1) = —100__ ]

T+(m-1e 3

Our approximation is similar to the one presented in [!14]. While their approach
employs the constraint y, < y, +J A t # N(x) to approximate the second-highest output,
our formulation compares y, against every other logit value: AL, ;. y; > y; + 0. Similarly,
we use a disjunction to identify the maximum y,. To enforce misclassification, we add the

condition 7 # N(x). Consequently, we derive Q' , as follows.

\/Zl,im(x) /\I::],j:;ti (yi 2Yj+ 5) (6.2)

where, y;, y; are the i and j” outputs in N(x), and 6 = — In(*2 — 1). The above equation
is in LRA form. Note that the conjunct (N(x*) # N(x)) in Eq 6.1 is already subsumed in

Eq 6.2 above. Thus, we obtain the following theorem:
Theorem 3. Given verification query (N, P, Q' "2

1. if the query holds true, then (N, P, Q,.;) holds, i.e., there is no misclassified counter-

100
1+e=®

example in P with confidence greater than =T

2. else, there is a misclassified input x = P with confidence greater than or equal to

100
1+(m—1)e="

Proof. 1. Suppose the query holds true, which implies that Eq 6.2 is unsatisfiable.
This means that Vi,i # N(x),3j,j # i, y; < y; + 6. Consequently, there exists
some j # max such that yn,, < y; + 0, where yma, = max(y;). This further implies
Ymax < Ysmax + 0, SINCE Yj < Ysmax, Where yymax 15 the second highest value in the
output layer. By Claim 1, we conclude that no counterexample exists with confidence

100

greater than .

2. Suppose the query does not hold, which implies that Eq 6.2 is satisfiable. This means
there exists some y; (where y; # yg,,) that is greater than all other logit values by a
margin ¢, with 6 > 0. Thus, ynax > Ysmax + 0. By Claim 2, this counterexample of
class max has confidence greater than - 100

(m—=1)e=9"*

]

Theorem 3 ensures the soundness of our approximation (part 1) and provides a lower

bound on the confidence of any counterexample (part 2). Specifically, if the derived query
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Q',, holds, then no counterexample exists with confidence greater than the threshold 7.

Otherwise, any counterexample must have a confidence of at least 7.

Troone> Which is
denoted as 1.

In Figure 6.2, we illustrate the estimation of the lower bound by plotting confidence vs
the gap between the top two outputs. The thick curve plots the user defined thresholds, and
the dashed curve plots the lower bound approximation. For a target confidence threshold t
on the Y-axis, a horizontal line to the user defined threshold curve finds the 6, while the
vertical line from the intersection crosses the lower bound curve at 7,; the lower bound for
any counterexample. From Figure 6.2, we observe that 7y, is close to 7 when 7 is large,
indicating a tight approximation. In contrast, for smaller values of 7, the gap between 7,
and 7 becomes larger, which indicates a looser abstraction.

Let us discuss the comparison between our softmax approximation and the approx-
imation introduced in [ 14], which introduced lower and upper bounds for the softmax

function as follows. Let ¢ be the index of the maximum value, i.e., ¢ = arg max[’ y;:

Sig(ye — max (y;) — log(m — 1)) < Softmax(ys. ... yn. ) < Siglye — Max () (6.3)

where Sig(x) is the sigmoid function. For analysis, consider the lower bound:

. m 1
b = Sigly. — max () —loglm = 1) = s
3 1 B 1
T 4 et W) glogm=1) | 4 (g — 1)@ Yty )

1
1 + (m — l)e_(ymax_ysmax) ’

where ym.x = max” | y; and ysmax = max”

1 iemax Yi- Intuitively, ymax and ysmax represent the

maximum and second maximum values of y;, respectively. Our approximation also uses
the relation between y,x and ysmax to define lower and upper bounds, but it introduces a
user-defined confidence threshold 7 to guide the approximation. Our work identifies that
the difference ymax — Ysmax Plays a crucial role in encoding the property in Linear Real
Arithmetic (LRA).

6.2.2 Strong Robustness

The second variant of robustness, that we call strong robustness, aims to capture cases
where the confidence on the seed image is high, but drops below a certain threshold within

an e-bounded perturbation, regardless of whether the classification label changes. In
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Figure 6.2: Behavior of lower bound 7, and the user defined threshold 7 approximations

of softmaxC.

other words, a significant drop in confidence itself indicates a weakness in the underlying
network. Recall that an example of such robustness was illustrated in Figure 6.1(c-e),
where the confidence for a seed image of class ship dropped from 96.17% to 22.21%. The
definition of strong robustness, which generalizes the notion introduced in [66], can now

be formally defined as follows. Let 7; and 7, be two threshold values such that 7; > 7.
Vx dist(x’,x) < € = (Cone(N(x), N(x") > 75 A N(x*) = N(x))
V Conr(N(x"), N(x*)) < 7y (6.4)

The above equation asserts that for any x in the e-neighborhood of x*, if the confidence
of the network on x* is at least 7y, then x must be classified the same as x* with a high
confidence (above threshold 7). Thus, we get the query (N, P, Q) where P remains the
same, while Oy, = (CoNr(N(x), N(x*)) > 75 A N(x*) = N(x)) V Conr(N(x"), N(x*)) < 11.
Note that Cone(N(x*), N(x*)) < 7, can be computed beforehand since x* is a given seed
image. Thus, we will only need to approximate the condition CoNr(N(x"), N(x)) > T2,
which we do as follows.

Let t = N(x*) and Y1y Ym = N(x), with y, = maxﬁl’m(yi) being the second

maximum. For any 75, let § = — ln(ﬁ(% — 1)), where 6 > 0. Now we can show:
Claim 3. If y, > y, + 6 holds, then CoNr(N(x'), 1) > T, A N(x*) = N(x).

Proof. The following proof is similar to the proof for Claim 2. Let LHS of the claim

100eYt
evr+(m—1)er

cing ¢’ by e’ for all i,i # t. After scaling the fraction in the RHS by e%, we obtain

100 : : 100
ConNE(y1, ...y, 1) = T o D Since y, > y, + 9, we obtain CoNF(yy, ...lYy, 1) > Tron_ Do

Since § = —ln(ﬁ(% — 1)), CONE(y1, ...Ym, 1) > To. O

be true. Since y, = maxi., . (y;), we can derive CONF(y1,...4ym, 1) = , repla-

Claim 4. If y, < y, + 6 holds, then CoNp(N(X'), t) < 90

l+e0"
Proof. The following proof is similar to the proof for Claim 1. Assume LHS of the claim

holds, i.e., y; < y» + . By removing all exponential terms from the denominator except for
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100e¥1
eyt +elt’

e’ and e, we obtain ConNF(y, ...Y;, 1) <

1 . 1
get CONF(i1, ...y, 1) < %. Since 6 > y; — yy, we have CONE(y1, .Y, ) < 75, [

. After scaling the right-hand side by €%, we

’
Str?

The constraint y, > y, + ¢ allows us to define the new post-condition Q’, , where
instead of explicitly computing y,, we perform comparisons with each y; using disjunction.
Formally, we define Q7,, = = (\/ﬁl’#, Y <y + 6) and obtain a revised verification query

with following guarantees.

Theorem 4. Given verification query (N, P, Q" ),

str

1. if the query holds, then (N, P, Q,) holds, i.e., all inputs in P are correctly classified

. 100
with confidence greater than ————; prp— Sy

= T).
2. else, there is an example x |= P such that x is either misclassified or has confidence

100
l+e0"

less than

Proof. 1. Suppose the query holds, i.e., Vi # ¢, y, > y; + 6. This implies that y, >
Yy + 0, where y, = max,,(y;) and 6 > 0. Hence, y, is the maximum logit, and no

misclassification occurs. Furthermore, by Claim 3, the confidence is greater than

100

T which corresponds to 7,.

2. Suppose the query does not hold, i.e., di # ¢ such that y, < y; + 6. This implies that

y; < yy + 0, where y, = max;(y;) and 6 > 0. By Claim 4, the confidence is less

100
I+e 9

than or equal to Since y, < y, + 6 does not imply y, < y,, misclassification

may or may not occur.
]

6.2.3 Smoothness

A third variant is smoothness, an instance of Lipschitz continuity in neural networks [67,
, 09]. The work in [66] introduces the concept of Lipschitz robustness, which bounds
each class’s logit values using a Lipschitz constant. We propose a simplified instance of
Lipschitz robustness, where we ask that within an e-perturbation, the confidence of the
network should not exhibit significant variations wrt the seed image. As illustrated in
Figure 6.1(f-g) in the Introduction, a seed image of class Truck was classified with 51.04%
confidence, but under € perturbations, the confidence varied dramatically from 3.7% to

96.57%, violating the smoothness criterion. Such drastic changes in confidence within an
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e-bounded perturbation indicate potential issues with the underlying network. Formally,

let r = N(x*), and 7 > 0 a threshold, then we have:
Vxdist(x",x) < e = |Conr(N(x"),t) — CoNr(N(x),1)| < T (6.5)

As before, Conr(N(x¥), t) can be pre-computed as x* is a given seed image; so we can fix
ConNe(N(x"), 1) = C, a constant. Substituting this, we obtain a verification query (N, P, Q.),
where Qj,, = C—CoNr(N(x),t) > —tAC—CoNF(N(x), t) < 7, with P unchanged. Now again

to approximate the non-linear constraint in Qg let yi, ...,y = N(x), yr = max, ., (y:),
01=—In (% - l), and 5,=— ln(ﬁ (%—1)). We have:

Claim 5. Ify, < y, + 0, and y, > y, + 6, holds, then Conr(N(x"),t) < 71 ACoNF(N(x'), ) >

1.
Proof. Assume LHS of the claim holds:

1. y, < yy + 61 holds, proof is similar to the Claim 1, except in Claim 1 y, is maximum,

which is not necessary here. By removing all exponential terms from the denominator

except for e and e, we obtain CONF(y1, ...4m, 1) < mios-. After scaling the right-
hand side by e¥, we get ConNF(yy, ...Y, 1) < 1+;8?_yt,>. Since 6; > y, — y,, we have
ConE(y1, ...ym, 1) < 1:3951 . Since 6; = — ln(% — 1), Conp(N(x'), 1) < 1.

2. y; > yp + 0, holds, by Claim 3 we conclude that CoNr(N(x'), ) > 1.

By the above two cases we conclude that CoNr(N(x'),7) < 71 A CoNnr(N(X'),t) > T,
holds. -

Claim 6. If y; > y, + 61 or y; < y, + 6, holds, then CoNnr(N(x'),t) > T 100

m—1)e01
’ 100
ConNr(N(X'), 1) < Tre®s

or

Proof. Assume LHS of the claim holds:

1. y; > yy + 61 holds, by Claim 2 we conclude that Conr(N(x'), 1) > H(IL_% holds.

- m—1)e

2. y, < yy + 6, holds, by Claim 4 we conclude that CoNr(N(x'), f) < —2

I+e7%2

By the above two cases we conclude that CoNr(N(xX'), 1) > % or Conr(N(x'),1) <

100 N

I+e%2°
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Againy, < yy + 01 Ay, > yr + 0, 1s our derived post-condition Q7. Eq 6.6 shows
the encoding of the —Q);,,. The first part of the equation encodes y, > y, + J;, since
yr = max;., . (y;), which is equivalent to checking Vi, # #,y, > y; + 6;. The second part
of the equation encodes y, < y, + 0,, which is equivalent to checking i, i # t,y, < y; + 9.

Thus,

_'(Q;m):/\ 1i¢ty’2yi+6lV\/i:1i¢zy’syi+62’ (6.6)

i=

As we can see, the above equation is also in the form of LRA. It is straightforward to

establish a similar guarantee on the approximation for this formulation as well.
Theorem S. Given a verification query (N, P, Q’,,):

1. If the query holds, then (N, P, Q) holds, i.e., for all inputs x |= P, the confidence

remains bounded as |C — CoNr(N(x),1)| < T.

2. Otherwise, there exists x |= P such that the confidence is either greater than ﬁ
100

I4+e02°

or less than

Proof. 1. If the query holds, then by Claim 5 and the explanation of Eq 6.6, we can
conclude Conr(N(x'),t) < 71 A CoNr(N(xX),t) > 7,. By the above discussion 7, =
C +71and 7, = C —, it follows that CoNnr(N(x"), 1) < C+ 1T ACoNF(N(x'), 1) > C —T,
which implies |C — CoNr(N(x'), 1)| < 7.

2. If the query does not hold, then by Claim 6 and the explanation of Eq 6.6, we
conclude that CoNr(N(X'), ) > % or CoNr(N(x'), 1) < -

m—1)e I+e™%2 "

]

6.3 Non-confidence Based Robustness Variants

So far, we have focused on robustness variants that incorporate confidence. In this section,
we examine other forms of robustness that do not rely on confidence measures. These
variants, introduced in [70], are included to facilitate comparison with our confidence-
based formulations and the local robustness property in the following section. We also
discuss the complexity of the postconditions defined by these variants and how effectively

they can be encoded within our framework, as described in Chapter 7.
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Figure 6.3: Top-k and Top-k-relaxed: The image on the left, labeled as 4, is taken from
the MNIST dataset and correctly classified with a confidence of 23.56% by the neural
network mnist-net-256x6.onnx. The tool @B-CROWN finds a counterexample (right),
misclassified as label 9, within an input perturbation of 0.05.The counterexample has
a confidence of 21.18%. The top-k property allows misclassification within the top-k
predictions of the original image. For k = 2, the original image has top-2 predictions:
labels 4 and 9 (corresponding to the highest and second-highest confidence scores). This
example is top-2 as well as top-2-relaxed robust, but does not satisfy standard robustness

or strong robustness criteria.

6.3.1 Top-k Robustness

We consider the notion of top-k robustness introduced in [70]. Suppose a function N
computes the logits values at the neural network’s output layer, where N;(x) represents
the value at the i dimension. Let N(x, k) denote the kK highest value of the logits. The
function N*(x) = {i | Nj(x) > N(x, k)} intuitively represents the set of classes with the top k

highest values of the logits. Top-k robustness is then defined as:
Vx' dist(x,x') < e = N¥(x) = N(x)
See Figure 6.3 for an example. Its negation can be expressed as:
Ax’ dist(x, x') < € A NK(x) # N*(x)

Letting vy, ..., ¥, = N(x'), we can capture this, i.e., N¥(x) # N*(x’) constraint using

\m/ \m/ Yi>Yy; (6.7)

i=0 jeNk(x), j#i

Theorem 6. Eq (6.7) & N*(x) # N*(x)
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Proof. (=) If Eq 6.7 holds, for a fixed k there exist indices i and j with i ¢ N*(x) and
j € N¥(x) such that y; > y;. By definition of N*(x), i € N*(x), but i ¢ N*(x) this means
N¥(x') # N*(x).

() If for a fixed k, N*(x) # N*(x’) holds and |N*(x)| = [N*(x’)| then there must exist
an index i such that i € N*(x) but i ¢ N*(x). Consequently, there also exists an index
j € N¥(x) such that j ¢ N*(x’). This implies that j is replaced by i in N*(x"), which further
implies that y; > y;. Which is Eq 6.7. [

6.3.2 Top-k Relaxed Robustness

Further, in the same paper [70], a relaxed variant of top-K robustness was also defined

as
Vx' dist(x,x) < e = Tk < K : Nx) = N )

The negation of the above post-condition is:

K
/\ NE(x) # N (')

k=1

Using the above, the full negation of the post-condition is expressed as:

/K\[ Q y,->yj] (6.8)

k=1 \i=1,jeNk(x),j#i
Theorem 7. Eq 6.8 & A\~ N*(x) # N*(x')

Proof. (=) If Eq 6.8 holds, then for every k € K there exist indices i and j with i ¢ N*(x)
and j € N¥(x) such that y; > y;. By definition of N*(x), i € N*(x"), but i ¢ N*(x) this means
N*(x') # N*¥(x) for all k € K.

(&) If A); N¥(x) # N*(x’) holds and |[N*(x)| = |N*(x)| then for each k there must
exist an index i such that i € N*(x’) but i ¢ N*(x). Consequently, there also exists an index
j € N¥(x) such that j ¢ N*(x). This implies that j is replaced by i in N*(x"), which further
implies that y; > y;. Which is Eq 6.8. [

Theorem 6.8 establishes the equivalence between the encoding constraints in Eq 6.8
and the negation of the post-condition /\f: | N¥(x) # N k(x’) for relaxed Top-k robustness.

This equivalence confirms the correctness of our encoding.
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Figure 6.4: Top-k-affinity Robustness: The image on the left, labeled as 7, is taken from
the MNIST dataset and correctly classified with a confidence of 23.18% by the neural
network mnist-net-256x6.onnx. A state-of-the-art verification tool, af-CROWN, finds
a counterexample (right), misclassified as label 9, within an input perturbation of 0.05
(consistent with the perturbation used in VNN-COMP). The counterexample has a con-
fidence of 21.34%. In affinity robustness, the user provides prior knowledge about ac-
ceptable misclassifications. Suppose the user specifies the following affinity groups:
{{1,7,9},{2,7},10, 8}, {4, 8}, {3, 5}, {6}}. This means, a class-7 image may be misclassified
as 1, 2, or 9. A class-0 image may only be misclassified as 8. And a class-6 image must
not be misclassified at all. According to this specified misclassification knowledge, the
above example is affinity robust as well as top-k relaxed robust. However, the images in
Figure 6.3 are not affinity robust under the same misclassification constraints because 4 is
not allowed to be misclassified in class 9. Additionally, the above image does not satisfy

standard or strong robustness criteria.

6.3.3 Top-k-affinity Robustness

The paper [70] also introduced the concept of affinity robustness. The intuition behind
this robustness is to incorporate expert knowledge into robustness evaluation. Experts
provide sets of similar categories, and the network is considered robust as long as misclas-
sifications remain within these predefined sets. The key idea is to allow misclassification
within similar categories but not across completely different ones.

For instance, if an input image of a pine tree is misclassified as a palm tree, this might
be acceptable. However, it should not be misclassified as a mammal or another unrelated
category. Similarly, a tiger could be misclassified as a leopard but not as an elephant.
Suppose experts define these sets as S, where each set S € S represents a collection of
classes within which misclassification is allowed.

The definition of affinity robustness is given as:
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Vx' dist(x,xX)<e = Tk <K S €S: N(x) = N*(X) ANK(x) C S (6.9)

The negation of the post-condition can be written as follows:

K
AN (V@) #= NG VN € ). (6.10)
k=1 SeS

For a given image x, the condition N*(x) S can be determined beforehand. For all
pairs (k, S ), if N*(x) SZ S is satisfied, the entire constraint is satisfied due to the disjunction.

Therefore, we only need to construct constraints for those pairs (k, S) where N*(x) C S

holds. Let K’ and S’ denote the sets of pairs (k, S ) for which N*(x) C § is satisfied. The

new constraints for the post-condition can be written as follows:

N¥(x) £ N¥(x).
(k,S)e(K’,S")

Using the equation above, this can be rewritten as:

m

AV zy,J 6.11)

(k,SYE(K’,S”) \i=1,jeNk(x), j#i

Theorem 8. Eq 6.1] < A syex.sy N¥(x) # N¥(x')

Proof. (=) If Eq 6.11 holds, then for every k,S € (K’,S”) there exist indices i and j with
i ¢ N*(x) and j € N*(x) such that y; > y;. By definition of N*(x), i € N*(x’), but i ¢ N*(x)
this means N*(x’) # N*(x) for all k, S € (K’,S").

(=) If Ausyer.sy N (x) # N*(x') holds and |N*(x)| = [N*(x)| then for each &, S €
(K’,S") there must exist an index i such that i € N*(x") but i ¢ N*(x). Consequently, there
also exists an index j € N*(x) such that j ¢ N*(x’). This implies that j is replaced by i in
N*(x"), which further implies that y; > y;foreach k,S € (K’,S’). Whichis Eq 6.11. [

The postconditions defined by Equations 6.8 and 6.11 are relatively complex and
expressed in Conjunctive Normal Form (CNF), whereas those associated with confidence-

based robustness variants are primarily formulated in Disjunctive Normal Form (DNF).
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Figure 6.5: Hierarchy of various robustness

This diversity in postcondition structures implies that each must be handled manually and
separately during verification, which is both effort-intensive and error-prone. In the next
chapter, we demonstrate how our framework enables verification of all these properties in

a unifying manner.

6.4 Hierarchy of Various Robustness

In this section, we discuss the connections among various robustness properties. Figure 6.5
illustrates the hierarchy of robustness definitions. The arrows in the figure denote logical
implication relationships among these robustness properties. If a network satisfies the
local robustness property, it also satisfies relaxed robustness, affinity robustness, and top-k
relaxed robustness. However, the converse does not necessarily hold; a property that
is relaxed robust, affinity robust, or top-k relaxed robust may not satisfy standard local
robustness. Furthermore, there is no direct implication between relaxed robustness and
either affinity or top-k robustness. Finally, if strong robustness holds non-trivially, meaning
that the confidence of the seed image is greater than the specified threshold and satisfies
the strong robustness criterion, then it implies all other forms of robustness considered in

Figure 6.5.
Theorem 9. The implications in Figure 6.5 hold.
Proof. Standard Robustness — Relaxed Robustness: By Definition 2 of the local

robustness property, N(x) = N(x) holds. This directly falsifies the premise of Equation 6.1

of relaxed robustness, implying that standard robustness ensures relaxed robustness.
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Standard Robustness — Affinity Robustness: We prove this by contradiction. Suppose
affinity robustness does not hold, which means that Equation 6.10 holds. Consider an

instance of Equation 6.10 with k = 1. The equation can be rewritten as follows:

VS €S, (N'(x) # N' (@) VN'(x) £ S).
= VS €S, (M) # M) v N(x) £ 5).

By the definition of affinity robustness, we have:

Yc € C,AS, suchthatc € S,

where C is the set of all class labels.
Now, consider the set S for which N(x) € S. This implies:
N(x) # N(x") = Standard robustness does not hold,

which contradicts our assumption that standard robustness holds. Thus, standard robustness

implies affinity robustness.

Affinity Robustness — Top-k Relaxed Robustness: By Equation 6.9 of affinity

robustness, there exist k and S such that:
N¥(x) = N(x') A N*(x) C S.
Picking the same k, we obtain:
N'(x) = N'(x),

which satisfies the condition for top-k relaxed robustness. Hence, affinity robustness
implies top-k relaxed robustness.
Strong Robustness — Standard Robustness: By Equation 6.4, strong robustness
holds non-trivially when CoNr(N(x"), N (x*)) = 71. This implies that Conr(N(x), N (x*)) >
7, AN(x*) = N(x) for all x in the e-neighborhood of x*. From this, we can directly infer that
N(x*) = N(x) holds, which corresponds to the definition of standard robustness. Therefore,
strong robustness implies standard robustness, and standard robustness, in turn, implies all
other forms of robustness discussed earlier.

[
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6.5 Conclusion

In this chapter, we introduced several confidence-based robustness properties, each ap-
plicable to different use cases. We also proposed an approximation of the confidence
measure derived from the Sorrmax function, resulting in constraints expressed in Linear
Real Arithmetic (LRA) form. In addition, we examined non-confidence-based robustness
variants and showed that while each imposes distinct postconditions, all can be represented
in LRA form. Handling each postcondition separately is both manual and error-prone.
Finally, we discussed the hierarchy among different robustness variants and set the stage for
the next chapter, where we present a unified framework to verify all these postconditions

efficiently.
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Chapter 7

Verifying Rich Robustness Properties for

Neural Networks

The confidence-based robustness variants discussed in the previous chapter produce sep-
arate post-conditions on the neural network outputs. Handling each post-condition in-
dividually requires substantial manual effort and remains error-prone. We present a
grammar-based framework that captures families of post-conditions and provides an al-
gorithmic translation from these post-conditions to corresponding layers. These additional
layers transform an arbitrary post-condition into a simplified canonical form. The resulting
layers are then appended to the original neural network, yielding an augmented network
whose simplified post-condition can be verified using any state-of-the-art neural network
verifier.

To be able to handle variants such as those given in Chapter 6, the first step is to have
a common way to specify all such variants. In this work, we use a simple grammar via
arbitrary Boolean combinations of linear inequalities and show that it captures all the

above-introduced variants and many more.

Difficulties in encoding. The main difficulty that remains is whether such rich proper-
ties modeled as Boolean combinations of linear inequalities can directly be encoded in
state-of-the-art tools. In fact, as standardized in VNN-COMP, robustness properties are
specified in a special vNNLIB format as pre- and post-conditions that a neural network must
satisfy. Although vNNLIB supports arbitrary Boolean combinations of linear constraints,
most state-of-the-art neural network verifiers are optimized for simpler post-conditions

which typically involve only disjunctions or conjunctions of linear atoms over the outputs.
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Thus, verifying properties with multi-layered conjunctions, disjunctions, or combinations
of both poses significant challenges: (i) Modifying the verifier’s code to handle complex
post-conditions requires a deep understanding of its implementation, which can be challen-
ging for users unfamiliar with the codebase, i.e. @8-CROWN [60] (ii) The source code
for some commercial verifiers may not be publicly available, restricting the ability to
make modifications. (iii) Even when access is available, adapting the code for each new
property format is time-consuming and prone to errors. (iv) Constraint-based tools, i.e.,
MARABOU [62], allow such properties to be encoded directly as constraints, but users are
then limited to a particular solver only and lack to achieve the scalability. (v) Advanced
techniques like Projected Gradient Descent (PGD) attacks, which are highly effective at
finding counterexamples in neural networks, cannot always be applied directly due to the

complexity of certain post-conditions.

Simplifying post-conditions by adding layers. To overcome these challenges, we
propose a technique that simplifies arbitrary post-conditions by appending a few additional
layers to the neural network. This transformation converts the post-condition into a
straightforward form, such as y > 0 or y > 0, where y is the output of an added node in
the neural network, while maintaining low error bounds. This intricate transformation
generates new layers that encode parts of the formulas and compose the outputs of these
layers according to the Boolean operations in the formulas. Since most verifiers support
the RELU activation function, we employ RELU to model the Boolean operations in the
post-conditions. The output of a sum of ReLLUs can model conjunction or disjunction: if all
inputs are negative, the output is zero; if any input is positive, the output is positive. Since
we use ReLLU operators to model all Boolean operations, conjunctions and disjunctions
interpret input signals in opposite ways, i.e., for a conjunction, a negative input yields 1 and
a positive input yields 0, while for a disjunction, a positive input yields 0 and a negative
input yields 1. To enable the composition of conjunction outputs into disjunctions and vice
versa, we introduce a novel technique that reverses the outputs using a flip operation, while
maintaining low error bounds. These simplified post-conditions can be verified using any
state-of-the-art verifier as a black box, eliminating the need for code modifications and
ensuring seamless integration with existing tools.

Our encoding mechanism is similar to the one used in proving the NP-hardness of local
robustness [20], but differs in a key aspect—our approach enables the estimation of the error

introduced during translation. In their encoding, the inputs to the added layers can take
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values either close to 0 or close to 1 with the help of an auxiliary gadget, and the output is a
single variable indicating whether the property is satisfied or not. However, our translation
operates on real-valued inputs and outputs, allowing us to quantify the approximation error
introduced during counterexample generation. Moreover, their method assumes that the
property formula must be expressed in conjunctive normal form (CNF), where converting
arbitrary formulas into CNF can cause exponential blowup. In contrast, our approach
generalizes to arbitrary properties and supports formulas of any depth, without requiring
them to be in CNF or DNF form.

Summarizing, our main contributions are:

e We define a grammar for post-conditions that captures a rich set of robustness
properties for neural networks. Our grammar allows us to capture existing notions

from the literature, such as strong [66] and top-k robustness [70].

e We provide a new technique to analyze all variants discussed in previous chapter.
Instead of changing the encoding for each variant, our idea is to provide a generalized
encoding (for all properties that can be expressed using this grammar) by adding
layers to the neural network. Our encoding enables the use of state-of-the-art neural
network verifiers like a-CROWN, PYRAT.

e We perform a wide set of experiments over benchmarks ranging from 0.51K to
13.16 M non-activation units. Our evaluation shows that we can use our technique to
verify different robustness, and that we outperform the direct encodings that have

been tried in the literature [66, ].

In this chapter, we begin with the formal grammar in Section 7.1. In Section 7.2, we
present the translation from properties to additional layers. The experimental evaluation is

provided in Section 7.4, and we conclude the chapter in Section 7.5.

7.1 A grammar for different robustness variants

We have seen three variants of robustness. One way to check these variants is to have
separate encodings for each, i.e., change the neural network encoding manually and
obtain different robustness algorithms (as done, e.g., in [66, ]). But can we have a
common technique that can handle all three? This leads us to two simple yet important
observations: First, all three are defined by only changing the post-condition of the

verification query. Second, after the approximation described, all three can be written as a
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Boolean combination of linear constraints. This motivates us to define a simple grammar
on the post-conditions that unifies all the variants (similar to the standard Satisfiability
Modulo Linear Real Arithmetic [176], but we use this grammar in the context of post-
conditions). The following grammar describes the rules for the post-conditions considered
in our analysis. LE denotes the linear expressions, and LC represents the constraints on LE
defined using conditional operators. The final property is represented by PC (for PostCond),
which denotes the Boolean combinations of LC and is essentially a quantifier-free linear

arithmetic formula.
LE :=cix1+caxao+ -+ Xy + b,Yi € [m], c;, b € R
LC:=LE>0|LE>0|LE<O|LE<O0
PC::=PCAPC|PCVPC|LC|-LC

We let PC denote the set of post-conditions generated using the above grammar. It is
then easy to see that Q, Q,e;, Qsr, Qs from Chapter 6, are all in C, i.e., derivable in
this grammar. As we show next, the main reason to do so is that the post-condition can
algorithmically be encoded into additional layers of the neural network, which allows us to

use any state-of-the-art neural network verifier.

7.2 Encoding Mechanism via Additional Layers

In this section, we provide an encoding for all robustness variants definable by the grammar,
such that they can be integrated in state-of-the-art robustness verification engines. We
begin by noting that the International Verification of Neural Networks Competition (VNN-
COMP) [76] standardizes both the neural network format (ONNX) and the property format
(vNNLiB). All neural network verifiers participating in VNN-COMP take as input a neural
network in ONNX format and a property file in vNNLIB format. Importantly, the vNNLIB
format encodes the pre-condition P and the negation of the post-condition Q of the neural
network N, expressed as an arbitrary Boolean combination of linear constraints, i.e., exactly
in the grammar that we described in the previous section. However, most state-of-the-art
neural network verifiers are optimized for simplified post-conditions, typically involving
only disjunctions or conjunctions of linear atoms over the outputs of the network. In what
follows, we call a post-condition simplified if it is either atomicy > 0,y > 0, y < 0, or
y < 0, where y is one of the outputs of N or conjunctions/disjunctions of the atomics.

In this section, we show how we can convert post-conditions into simplified ones by

just appending a few additional layers to the neural network, without having to change
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the encoding within the verifiers. In doing so, we only add a linear number of neurons in
the size of the post-condition, and the number of layers added is at most the depth of the
formula (represented as a Directed Acyclic Graph) in the post-condition. As we will see,
while it is easy to do this for conjunctions, it is non-trivial when both conjunctions and

disjunctions are present, and we achieve a solution with an approximation factor.
7.2.1 Translating Conjunctions

Translating conjunctions is relatively simple (as also done in [158]). Suppose we
have a conjunction A_, LE; < 0, where nodes yy, ..., y,, represent the original network’s
output nodes and LE; = L, w;y; + b;, say. Then, we observe that defining a new
output as y = >, RELU(LE;) can be encoded easily as an additional layer, as depicted in
Figure 7.1(a). The nodes LE;, LE,, ..., LE, represent the actions of corresponding linear

expressions, which are followed by RELU nodes. We immediately obtain:
Lemma8. y <0< A_,LE; <0

Proof. ( = ) Since y = ) RELU(LE)), if y < 0O then Vi, RELU(LE;) = 0, because
REeLU’s output is always > 0. Therefore, Vi, LE; < O by the definition of RELU. There-
fore, A\iry LE; < 0 holds. (&)Since A, LE; < 0, we conclude A, RELU(LE;) = 0.
Therefore, ). RELU(LE;) = 0. Since y = )., RELU(LE;), y < 0. [ O

The number of RELU nodes added is just the number of clauses in the property, e.g., in
Figure 7.1(a), there are a total of n clauses; therefore, n RELU nodes are added. We can

also deduce that y > 0 & \/I_, LE; > 0, which represents the encoding of the disjunction.

7.2.2 The general translation

When we have both disjunctions and conjunctions in the post-condition, we cannot
directly feed the output of conjunctions to the input of a disjunction. The reason is that
in the case of conjunction, the condition y = O is interpreted as true, whereas y > 0
is interpreted as false, while for disjunction, the roles are reversed. A straightforward
approach to handle this asymmetry is to convert the post-condition into Disjunctive Normal
Form (DNF) and execute each clause in parallel. However, this method suffers from several
drawbacks: (i) the conversion to DNF may cause exponential blowup, (ii) information
derived from one clause cannot be exploited by another, and (iii) the underlying verifier

codebase may still need modifications to accommodate each clause. Another way to encode
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disjunctions is by using products, however, this introduces highly non-linear constraints,
which are very inefficient to handle. Although all three post-conditions above are expressed
in DNF form, this is not always the case. For instance, for the top-k properties introduced
in Section 6.3 of Chapter 6, the post-conditions are not in DNF.

Therefore, we take an alternate approach via a transformation flip(b,v) = b —-vofa
signal v for some b > 0 (defined later), which allows us to feed the output of disjunction to
conjunction and vice-versa. Our translation will also introduce non-linear constraints, but
only as Relus, which can be easily modeled in verifiers. In the following, let ¥ € {V, A} and
iff =V, thent = A, if f = A, then ¥ = V. Wlog., we also assume that the post-condition
is given in Negation Normal Form, with negations pushed inside the linear inequalities,
with A and V flattened (i.e., A and V alternate when traversing the formula top-down).
Then, for 1 € {V, A}, for any post-condition Q € PC and a parameter 7 € R, we define
the gadget V(f, O, n) as an expression made up of flips, Relu, and summation functions.
The parameter 7 is an approximation parameter that is used as a constant in the simplified
post-condition (Theorem 10) and to derive the value of b in the flip operation (Eq. 7.3).
Hence, for every such expression we can build a circuit €y o, that can be integrated with
the Neural network using additional layers (for flip we use —1 weight on edges, while
Relu and summation are standard operators in neural networks). Thus, given a set of input
values to Q, V(F, O, n) evaluates to a real output value y, satisfying some properties, as we
shall describe below. Both V and its circuit are defined inductively based on the structure
of the post-condition.

For atomic formulas, we construct the gadgets V as given below, one for each value of
T e{n, V)

V(ILLE<O,m)=LE+7y  V(V,LE <0, = -LE + 7 (7.1)

The following gives the gadget for Q = Q; T .. T O (Where | € {V, A}), whose circuit is
pictorially illustrated in Figure 7.1(b).

V(L Q)= Y Relu(flip(b(t, k), V(F, Q) (7.2)
1+1/k) iff=
where,b(T, k,n) = nd+ 170 it = A (7.3)
247 iff=v

The main intuition of the above construction is that after crossing every disjunct/conjunct,

the direction of the bounds flips, i.e., the upper bound on an output becomes a lower bound
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and vice versa. This allows us to propagate bounds when the circuit has disjuncts and
conjuncts. Before formalizing this intuition and proving the properties of the translation,
we present in Figure 7.1(c) an illustrative example. In this example, the negation of the
post-condition =Q is (y; +y» S 0A Yy, <0V (y1 —y3 < 0 Ays < 2)), with atomic
formulae y; + y, < 0, y» < 0, and so on. The parameter 7 in the input constraint is set
to 0.2 (user-defined). The part of the circuit before the first dashed vertical line are the
gadgets for atomic formulae. For instance, y; + y, < 0 is converted into —y; — y, + 0.2,
which is represented by the red part of the circuit. Thus, the output at the red line satisfies
0.2 < —y; —y» + 0.2, which is equivalent to y; + y, < 0. The reason to have this flipped
representation is that y; + y» < 0 and y, < 0 are connected with conjunction, but the
formulation of Eq 7.2 expects the atomic formulae to be connected with disjunction,
thus we apply the disjunctive rule in right hand side of (7.1). The resulting outputs are
connected with conjunctions, and the gadget between the two vertical lines corresponds to
these conjunctions. Since this gadget represents conjunction, the value of b is determined
by the conjunction case in Eq 7.3, i.e., b = n(l + %) = 0.2(1 + %) = 0.3. In other words,
at the blue line, the output will be less than or equal to 0.2 if (y; +y» < 0 Ay, < 0)
(as shown more generally in Lemma 9 below). Finally, the conjunctions are connected
with disjunctions, represented by the gadget after the second vertical line, which is also
constructed following Eq 7.3, where b =2 =0.2 x2 = 0.4.

Here, the value of 1 needs to be nonzero. Let us consider the case 7 = 0. In this setting,
the outputs of both conjunctions become 0, as shown just before the second vertical line
in Figure 7.1(c). Consequently, the output of the disjunction, denoted by y, is always 0
because the effect of the RELU activation is disabled. Hence, the condition y > 7 is always
satisfied.

Our choice of b(T, k, ) is crucial for ensuring the desired properties of the gadget. The
following technical lemma establishes how we can propagate the bounds on the signal
V(t, O, n) to the sub-formulas Q; and vice-versa, which will help us relating bounds on the

inputs of the gadget and the bounds on the output of the gadget.
Lemma 9. Forn > 0 and B > 0, the following holds for Q.

1. Vi.n<V(v,0;,,n) = V(A Q,n) <.

2. VN Qi) <=2 < V(V,0,1).

3 VIO <B=2Vi.(1+1/kp—-B<V(V,Qi,n).
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()

Figure 7.1: (a) Neural network N appended with neural network layer that encodes either
Nizo LE; < 0 and its negation \/\_o LE; > 0, where LE; = 37", ¢;;y; + b;. The square nodes
are ReELU and the circular nodes are linear combinations. (b) The circuit for Cy; o, ()
Translation of post-condition ~((y; +y>» <0 Ay, <0)V (y; —y3 < 0 A y; < 2)) using our
scheme and p = 0.2.

4. B<V(V,0,n) = Fi. V(A, Qi) < 21 - Bk
Proof. The following is the proof of the four parts.

1. We assume for each i, n < V(V, Q;,n). After arewrite, (1+1/k)n—-V(V, Q;,n) < n/k.
After applying definition of b and flip, flip(b(A, k,n), V(V, Q;,1)) < n/k for each i.
Due to the definition of V, we conclude V(A, Q,n) < n.

2. We assume for some i, V(A, Q;,n) < n. After a rewrite, n < 2n — V(V, Q;,n). After
applying definition of b and flip, n < flip(b(V, k,n), V(A, Q;,17)) for some i. Due to
the definition of V, we conclude n < V(A, O, n).

3. If V(A,Q,n) < B, we conclude flip(b(A,k,n), V(V,Q;,n) < B. After applying
definition of b, flip((1+1/k)n, V(V, Q;,n)) < B for each i. After expanding definition
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of flip, 1+1/k)n—=V(Vv, Q;,n) < B. After simplification, (1+1/k)n—p < V(V, Q;,n).

4. If B < V(v, Q,n), we conclude B/k < flip(b(A, k,n), V(A, Q;,n)) for some i. After
applying definition of b, B/k < flip(2n, V(A, Q;,17)). After expanding definition of
flip, B/k < 2n— V(A, Q;,n). After simplification, V(A, Q;,n7) < 2n — B/k.

]

Using the first two parts of the above lemma (the other two parts will be used for
providing error bounds), we are now ready to state the lemma that establishes the correct-
ness of our translation scheme. The first two cases demonstrate correctness for atomic

formulae, while Cases 3 and 4 establish correctness for general formulae.

Lemma 10. For a given post condition Q and an n > 0, the following holds
1. IfQ=LE<O0,V(A,Q,np)<n&e 0
2.IfQ=LE<0,V(V,O,n)>ne Q
3. If Qis conjunctive,i.e., Q = Q1 A ... A Qy,then Q = V(A,Q,n) <n
4. If Qis disjunctive,i.e., Q= 0y V... A O, then Q = V(V,0,n) > n

Proof. We prove this lemma by induction.

e Base case:

1. If Q = LE < 0, then by definition, V(A, Q,n) = LE+n. Given that V(A, Q,n) <
n,wederive: LE+n<n& LE LO.

2. If Q = LE < 0, then by definition, V(Vv,Q,n) = —LE + n. Given that
V(v,Q,n) >n,wederive: -LE +n>n & LE <0.

¢ Inductive step: Assume Lemma 10 holds for all formulae of depth d, denoted as

Q“. Consider a formula of depth d + 1, given by: Q*! = Q¢ ¥ --- 1 QY.

3. If = A, Qs are true. Due to the induction hypothesis, Yi, n < V(v, 0%, .
By the part 1 of Lemma 9, we have: Vi, n < V(v,0%,n7) = V(A, Q™. p) <
1. Therefore, V(A, Q%*!, 1) < 1 holds.
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4. If T = v, Q% is true for some i. Due to the induction hypothesis, 3i, V(A, 0%, 1) <
n . By the part 2 of Lemma 9, we have: i, V(A, Qlf’,n) <n = n<
V(v, Q%! n). Therefore, n < V(v, Q%*!,n) holds.

]

Using the above, we can finally define N’ = Append(N, V(F, Q,n)) to be the neural
network obtained by attaching the circuit €y o, after the neural network N with y being
the final output.More precisely, the inputs of V(7, Q,n) are connected to the outputs of N,
and the output y of V(f, O, n) is the only output of N’. Then, from the above lemma, we

can prove our first theorem regarding using it as a verification query.

Theorem 10. Consider neural network N, pre-condition P, a post-condition =Q, and
n > 0. Let N = Append(N,V(T, Q,n)) be the neural network obtained by attaching
Cv(+.0.y) after neural network N and y be the final output.

1. If Q is disjunctive, (N', P,y < n) = (N, P,~Q)
2. If Q is conjunctive, (N', P,y > 1) = (N, P, ~Q)

Proof. The following is the proof of the first part. Let us consider the successful query
(N’, P,y < n) to the solver. We know —(y < n) is infeasible. Therefore, n < V(V, Q,n) is
infeasible. Therefore, due to the contrapositive of the third part of Lemma 10, we conclude
that post-condition Q cannot be satisfied. Therefore, query (N, P, =Q) holds. Similarly, we

can prove the second part using the last part of Lemma 10. [

7.2.3 Integrating All Components: Soundness.

Now, we establish the soundness of our framework by integrating the two main compon-
ents: confidence approximation, as defined in Section 6.2 of Chapter 6, and the encoding
mechanism, as defined in this section. While our framework remains sound as long as the
soundness conditions of the first component hold, we can show how soundness is preserved

across all examples presented in Section 6.2 of Chapter 6.

Theorem 11. Let N be a neural network, P a pre-condition, Q any of the three post-
conditions specified in Section 6.2 of Chapter 6. Let N’ be the appended neural network
and Q' be the simplified post-condition obtained through confidence approximation. If the
query (N', P, Q") holds, then the original query (N, P, Q) also holds.
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Proof. Let Q" denote an intermediate post-condition obtained after applying confidence
approximations, but prior to full simplification and encoding. From Theorems 3, 4, and 5
of Chapter 6, we have: (N,P, Q") = (N, P, Q). Furthermore, from Theorem 10 of
this section, we have: (N’,P,Q’) = (N, P, Q"”). and hence, together, we conclude
(N',P,Q") = (N,P,Q). [

7.2.4 Bound on the error in counterexamples

If the query (N’, P,y < n) fails, the verifier generates a counterexample input x to N’
that violates y < 7. Since the neural network translation is approximate, x may not violate
—Q in N. Moreover, the following Theorem uses parts 3 and 4 of Lemma 9 to bound the

error. Let Q[n] be a formula obtained by replacing each LE < 0 by LE < nin Q.

Theorem 12. Ifn < V(V, Q,n) is satisfiable and Q is DNF (disjunctive normal form), we
can conclude that Q[2n] is satisfiable.

Proof. Since Q is DNF, O = Q; V ... V Q. Due to part four of Lemma 9, there is
VN, Qinn) <2n—nlk=Q2—-1/k)n. Let Q; = LE; <0 A ... A LE; < 0. Due to part three
of Lemma 9 for each LE;, (1 + 1/Dn— (2 — 1/k)n < V(Vv, LE; < 0,n). After simplification,
(-1+1/k+1/Dn < V(V,LE; <0,n). Therefore, (-1 + 1/k+ 1/)n < —LE; + n. Therefore,
LE; <(2-1/k—-1/Dn < 2n. O

The above theorem indicates that the satisfying assignment may violate Q by the
margin of 277. We must choose 1 as small as possible, but not smaller than the minimum
precision of the underlying solver, which will lead to the numerical instability of the solver.
The above theorem requires Q to be in DNF. However, we can prove a similar theorem if
Q is in CNF (conjunctive normal form). Since all our properties are in CNF or DNF, we
can use the above theorem to bound the error of the counterexample for the properties that

we are interested in.

7.3 Support of strict inequalities

For the simplicity of the presentation, we only considered non-strict inequalities above. In
this section, we provide the versions of the theorems that handle strict inequalities. The
proof of theorems work in a similar line as we have provided for the earlier theorems. Let

<*e {<,<}. Let < =< and < =<. Let us define V for <* :

V(A,LE <*0,n) = LE +n V(V,LE <* 0,n) = -LE + 1
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We can rewrite Lemma 9 as follows to support strict inequalities.
Lemma 11. Forn > 0 and 8 > 0, the following holds for Q.

1. Yi.n < V(V,0i,m) = V(A Q,n) <" n, if for some i, <! = <, then <* = <,

Otherwise, <* = <.
2. A VIN Qi) < n=n <t V(V,0,n).
3.V, <t B=VYi.(1+1/kn-B <" V(V,Qi,n).

4. p<V(V,0,n) = Ji. V(A, Qi,n) <* 2n - Bk

Proof. 1. Suppose I, and I, are indexes for which <*=< and <*=< respectively and
|I1| + || = k and I; N I, = ®, where k are the number of subformulae. We have the

following two cases:

e Case:1|l;| > 1Foralliel, <'=<,foralliwehaven <V(V, Q;,n), which is
same as: n(1 + 1/k) — V(V, Q;,n) < n/k, by using the definitions of flip and b
we have: flip(n(1 + 1/k),V(V, Q;,n)) < n/k. By the definition of V, we have
the following:

Z flip(n(1 + 1/k), V(Vv, Qi,m)) < n/k. (7.4)
i€l

By similar arguments, we hold the following inequality for all j € I,:
> Slip(t + 1/0), V(v Qjm) < n/k (1.5)
Jjeh

By Equations 7.4 and 7.5, we conclude the following:
D7 Flip(p(l + 1/k), VY, Q) < nik.

ielUl
which is V(A, Q,n) <* n.
e Case:2 |I,| = 0, for each i € I, <'=<. Proof follows from the proof of part 1 of

Lemma 9.

2. Forsome i, V(A, Q;,n7) <" n, for the same i this is equivalent to: n <* 2n—V(A, Q;,n),
By using the definitions of b and flip: n <* flip(2n, V(A, Q;,17)). By definition of V
we conclude: n <* V(Vv, Q,n).
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3. fV(A,Q,n) <* B, we conclude flip(b(A, k,n), V(V, Q;,n)) <* B. After applying
definition of b, flip((1 + 1/k)n,V(v,Q;,n)) <* B for each i. After expanding
definition of flip, (1+1/k)n—-V(Vv, Q;,n) <* B. After simplification, (1+1/k)n—pg <*
V(V, @i, 1.

4. It B <* V(v,Q,n), we conclude B/k <* flip(b(A, k,n), V(A, Q;,n)) for some i. After
applying definition of b, B/k <* flip(2n, V(A, Q;,n)). After expanding definition of
flip, B/k <* 2n — V(A, Q;, n). After simplification, V(A, Q;,n) <* 2n — B/k.

]

Let us recursively define <, such that we can rewrite Lemma 10 as follows to support

strict inequalities.
1. For O = LE <" 0, <,=<".

2. For conjunctive Q,

< Vi. <Qi:S

< Otheruwise.

3. For disjunctive Q,
.| < VYii<g=<
<'Q=
< Otheruwise.
Lemma 12. For a given post condition Q and an n > 0, the following holds

LLIFQ=LE<0,V(AN Q. <neQ
2 IQ=LE<0,V(V,Q.m2neQ
3.Q=LE>0,V(AQm<ne Q

4. fQ=LE>0,V(V,0,n)>n & Q

9,1

. If Q is conjunctive, Q = V(A, Q,n) <*Q n

@)

. If Qs disjunctive, Q = n <0 V(v,Q,n)
Proof. We prove this lemma by induction.

o Base case:
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1. If Q = LE < 0, then by definition, V(A, Q,n) = LE+n. Given that V(A, Q,n) <
n, we derive: LE+n<n & LE <O.

2. It Q = LE < 0, then by definition, V(v,Q,n) = —LE + n. Given that
V(v,0Q,n) >n,wederive: -LE+n>n & LE <O.

3. If Q = LE > 0, then by definition, V(A,Q,n) = —LE + n. Given that
V(A,Q,n) <n,wederive: —LE +n<n < LE > 0.

4. If Q = LE > 0, then by definition, V(V, Q,n) = LE+n. Given that V(Vv, Q,n) >
n, we derive: LE +n>n & LE > 0.

e Inductive step: Assume Lemma 12 holds for all formulae of depth d, denoted as
Q. Consider a formula of depth d + 1, given by: Q*! = Q%1 --- T Q.

3. If ¥ = A, Ofs are true. Due to the induction hypothesis, Vi, n <, V(V, Q¢, 1)
hold. By the part 1 of Lemma 11 and definition of <j,, we have: i, n <j,
V(v,04n) = V(A Q%) <p 11 Therefore, V(A, ol n) <} 1 holds.

4. If + = v, Q%is true for some i. Due to the induction hypothesis, 3i, V(A, 0%, ) <5,
n . By the part 2 of Lemma 11 and definition of <*Q, we have: di, V(A, Q;l 1) <Z2,-
n = n<, VvV, 0%, n). Therefore, n <p Vv, 0%, 1) holds.

]

Now we can rewrite Theorem 10 as follows to support strict inequalities, which

illustrates that our encoding mechanism works for strict inequalities as well.

Theorem 13. Consider neural network N, pre-condition P, a post-condition =Q, and
n > 0. Let N = Append(N,V(F, Q,n)) be the neural network obtained by attaching
Cv+.0.y after neural network N and y be the final output.

1. If Q is disjunctive, (N', P,y<p,n) = (N, P, ~Q)
2. If Q is conjunctive, (N’, P, 77<_*Qy) = (N, P,-Q)
Proof. The proof follows similarly to that of Theorem 10. [
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Table 7.1: Networks details

Category Network name #layers #activation units | adv trained
MNIST mnist-net-256x2.onnx 2-FC 0.51K No
mnist-net-256x4.onnx 4-FC 1.02K No
mnist-net-256x6.onnx 6-FC 1.54K No
CIFAR-10 cifar-base-kw.onnx 2-Conv, 2-FC 3.17K Yes
cifar-deep-kw.onnx 4-Conv, 2-FC 6.77K Yes
cifar-wide-kw.onnx 2-Conv, 2-FC 6.24K Yes
cifar10-2-255.onnx 3-Conv, 2-FC 49.15K Yes
cifar10-8-255.onnx 2-Conv, 2-FC 16.39K Yes
convBigRELU-PGD.onnx 4-Conv, 3-FC 62.46K Yes
resnet-2b.onnx 2-res-blocks (5-Conv, 2-FC) 6.24K Yes
resnet-4b.onnx 4-res-blocks (9-Conv, 2-FC) 14.45K Yes
GTSRB net-1 2-QConv, 1-FC - No
net-2 3-QConv, 3-BN, 2-Maxpool, 2-FC - No
net-3 3-QConv, , 3-BN, 3-Maxpool, 2-FC - No
IMAGENET vggnet-16 13-Conv, 5-Maxpool, 3-FC 13.16M No

7.4 Experiments

Our implementation encodes our post-conditions into additional neural network layers as
described in the previous section and then invokes a Neural network verification engine.
For experiments, we selected the state-of-the-art tool @B-CROWN [33, 71, 72, 42], a
portfolio verifier, which has consistently ranked 1* in VNN-COMP 2021-2024. Our
experiments below are designed to address the following research questions: RQ1: Does
our layer-based approach work/scale for different variants of robustness for large VNN-
COMP benchmarks? RQ2: How does our approach compare across varying thresholds
for the different robustness variants? RQ3: How does our approach compare wrt a direct
encoding of properties in a constraint-based state-of-the-art solver, e.g.,MARABOU?
Intuitively, RQ1 aims to demonstrate scalability for each of the (richer) properties we
consider, in comparison to other tools. In RQ2, we study the effect of changing thresholds
on performance. While it is expected that higher thresholds yield more “safe” cases (e.g., in
relaxed robustness), this experiment serves as a sanity check to validate that the framework
behaves consistently across variants and demonstrates flexibility in supporting different
thresholds. RQ3 compares our encoding framework with direct encoding. We performed
experiments on a GPU machine: Tesla V100-SXM2-32GB, 9 vCPUs, and 32GB RAM,

and set the value of 7to 1 x 1074,
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Figure 7.2: Figures 7.2A, 7.2B, and 7.2C show the confidence thresholds on the x-axis and
the percentage of SAFE, UNSAFE, and TIMEOUT instances on the y-axis. Figure 7.2D presents
a comparison between standard robustness and top-k robustness, including top-k relaxed
robustness and top-k affinity robustness. For each robustness metric, the left/middle/right
bars represent the percentage of UNSAFE, SAFE, and TIMEOUT cases, respectively.

7.4.1 Benchmarks

We conducted experiments on four different datasets: MNIST [65], CIFAR-10 [77],
Traffic Sign Recognition (TSR) [78], and IMAGENET [&8]. All networks used in the
experiments, along with their properties (vNNLIB files), were taken from VNN-COMP
2021 to VNN-COMP 2024. The provided vnnLB files correspond to standard robustness
properties. We have listed our benchmarks in Table 7.1. Our experiments covered a diverse
set of benchmarks, ranging from fully connected networks to complex architectures,
including convolutional layers, max-pooling layers, residual blocks, and RELU activations,
including standard and adversarially trained models. Additionally, the network sizes ranged
from small architectures with 512 ReLUs to large networks with 11.16M ReLUs. Each
neural network, along with its corresponding property (VNNLIB) file, represents a single
benchmark. In total, we evaluated 8,870 benchmarks in our experiments. We provide the

details of each dataset below:
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MNIST: We utilized benchmarks from VNN-COMP 2022, which included a total of
three networks and 30 vnNLB files, resulting in 90 benchmarks. These benchmarks were
constructed with [, input perturbations of € € {0.03,0.05} in 15 randomly chosen images
from mnist dataset. All networks are fully connected with RELU activation functions,

featuring between 0.51K and 1.54K ReLU activations.

CIFAR-10: We selected the first six networks, ranging from cifar-base-kw.onnx
to convBigRELU-PGD.onnx, from VNN-COMP 2022. These networks include convo-
lutional layers, fully connected layers, and RELU activation functions. Additionally,
the networks resnet-2b and resnet-4b, both residual networks [177] (ResNet), were
sourced from VNN-COMP 2021. These residual networks contain two and four residual
blocks, respectively. All networks for this dataset were adversarially trained either using
COLT [174] or using the method described in [ | 78]. The dataset includes a total of 305

benchmarks, with /., input perturbations € ranging from ﬁ to %.

GTSRB: These benchmarks are sourced from VNN-COMP 2024 and are based on binary
neural networks (BNNs) trained on the German Traffic Sign Recognition Benchmark
(GTSRB) dataset [179]. This multi-class dataset comprises images of German road signs
spanning 43 classes, presenting challenges for both humans and models due to factors such
as perspective changes, shading, color degradation, and varying lighting conditions. The
networks include QConv layers (which binarize the corresponding convolutional layers),
Batch Normalization (BN), Max Pooling (MP), and Fully Connected (FC) layers. A total
of 45 benchmarks are available for this dataset, created using /., input perturbations with
parameter epsilon values of {1, 3,5, 10, 15}. These networks do not use explicit activation
functions but instead employ a sign operator, which converts the input to 1, —1, or 0 if the

input is positive, negative, or zero, respectively.

IMAGENET-1K: To analyze the effect on scalability when using appended networks, we
used the VGGNET-16 architecture [106], the only one from VNN-COMP that runs on
Imagenet. The network consists of convolutional layers, RELU activation functions, and
max pooling layers, with a total of 138 M parameters and 13.16M ReLU activations. The
properties were generated by applying perturbations on single input pixels to all 150528
input pixels using /., perturbations. The post condition was generated wrt target robustness,

where we check for misclassification wrt a fixed target class.
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7.4.2 [Evaluating robustness variants and comparing across thresholds (RQ1, RQ2)

We conducted experiments on various robustness properties discussed in Chapter 6
across multiple datasets. The combined results for all datasets, evaluated with respect to
each property, are presented in Figure 7.2. Detailed analyses for individual datasets are
provided in the subsequent figures within this subsection. For each property, a correspond-

ing figure illustrates the results and analysis across the different datasets.

Relaxed robustness:

As defined in Equation 6.1 of Chapter 6, we need a user defined confidence level 7 to
analyse this property. We took five different confidence thresholds 7 € {0, 60, 80, 90, 95},
where 7 = 0 corresponds to standard robustness. For a given threshold value 7, a result of
SAFE indicates either no misclassification or a misclassification with confidence below %,
whereas a result of UNSAFE indicates a counterexample with confidence above the lower
bound derived in Chapter 6.

The results in Figure 7.2A present the combined outcomes across all datasets for the
relaxed robustness property. As the confidence level increases, the number of safe (verified)
cases rises while the number of unsafe (counterexample) cases decreases. This trend occurs
because higher confidence levels impose stricter bounds on counterexamples, reducing
their occurrence. Additionally, the number of TIMEOUT cases decreases with increasing
confidence, as the search space becomes more constrained. Consequently, most cases are
efficiently verified by abstraction-based modules such as CROWN [42] and MILP-based
bound tightening within the af-CROWN framework.

Figure 7.3 presents the analysis across different datasets. For the MNIST benchmarks,
we observe zero TIMEOUT cases beyond a confidence threshold of 80%. Since these are
small networks, a8-CROWN employs the Gurobi [40] solver for verification. As the
confidence threshold increases, the search space tightens, allowing all benchmarks to
be verified either by CROWN [42] or the MILP bound-tightening technique. A similar
trend is observed for the CIFAR-10 benchmarks—higher confidence thresholds make the
definitions more relaxed, resulting in more SAFE cases, which can be efficiently verified by
incomplete methods like CROWN.

We observed surprising behavior with the GTSRB dataset, as shown in Figure 7.3.
The number of saFE, UNSAFE, and TIMEOUT cases remained constant, despite increasing the

confidence threshold. There were a total of 45 benchmarks available for this category,
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Figure 7.3: Analysis of relaxed robustness with respect to each dataset separately.

resulting in 45 benchmarks for each confidence threshold. For each threshold, we found
42 unsarg, 3 TIMEOUT, and O sAre cases. This behavior raised curiosity, prompting us to
experiment with a confidence threshold of 98%, but the same pattern persisted. Addition-
ally, we noticed that the confidence for all seed images was 100%. This behavior raises
serious concerns about the vulnerability of these networks. If both the seed image and
counterexample have near-100% confidence, it is a red flag for these networks. Confidently
making incorrect decisions is more dangerous than doing so with lower confidence, as a

user might intervene to validate decisions made with lower confidence.

In the IMAGENET-1K benchmarks, there are a total of 18 benchmarks, implying 18
benchmarks for each confidence threshold. We observed on a GPU machine that many
of the benchmarks ran out of memory with 32GB of GPU RAM. As a result, we had to
run them on a CPU machine: Intel(R) Xeon(R) Gold 6314U CPU @ 2.30GHz with 64GB
of RAM. For the standard robustness property with a confidence of 0%, we observed 1
UNSAFE, 6 SAFE, and 11 TIMEOUT cases. At confidence levels of 60% and 80%, the 1 UNSAFE
case was converted to a TiIMEOUT. At 90% and 95% confidence, it was converted to a SAFE

case. The 11 TiMeouT cases remained as TIMEOUT for all confidence levels.

Figures 7.4, 7.5, and 7.6, and 7.7 provide more insightful examples of the relaxed

robustness definition.
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Figure 7.4: The above images were verified using relaxed robustness with a confidence
threshold of 80%.
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Figure 7.5: The image on the left was correctly classified as label AIRPLAN by the net-
work convBigRELU-PGD.onnx with a confidence of 91.37%, but it was misclassified as
automobile with a confidence of 22.13% within an € perturbation of 0.007 under the

standard robustness property. The same image was then verified by relaxed robustness
with a confidence threshold of 90%.

Strong robustness:

We took the threshold value 7; as 57.5 for the seed image in Eq 6.4 for CIFAR-10 and
GTSRB datasets, because it is the average value of all the confidences on the seed images of
the properties. We took three different values of the confidence thresholds 7, = 30, 35, 40.
Intuitively, we want our model to be robust against the misclassification, at the same
time, confidence should not go below ;. As shown in Figure 7.2B, the counterexamples
increase as we increase the confidence 7,, because the higher the threshold, means higher
the chances of confidence falling below the threshold, with almost no increase in time
taken. Figure 7.8 shows the strong robustness behavior with varying threshold levels. In
addition to SAFE, UNSAFE, and TIMEOUT, we also introduced a new attribute to the graphs,
namely TRIVIAL sAFE. The TRIVIAL SAFE cases occur when the confidence of the seed image
is below the threshold (7).

We observed that all the MNIST benchmarks became trivially safe, as the confidence
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Figure 7.6: The left image is taken from the German Traffic Sign Recognition Benchmark
(GTSRB) and belongs to the class Speed limit (80 km/h). Itis correctly classified by
net-1 (Table 7.1) with 100% confidence. However, under an e-perturbation of 5/255, it
is misclassified as Speed limit (120 km/h) with a high confidence of 99.99%, high-
lighting a potential vulnerability in the network. The right image belongs to the class
Right-of-way at the next intersection and is classified with 100% confidence.

With the same e-perturbation, it is misclassified as Beware of ice/snow with a confid-
ence of 98.19%.

carpenters_kit:94.0
SR ea S B 3
L

Figure 7.7: The image on the left is correctly classified as cARPENTERS KIT with 94.0%
confidence by the VGGNET-16 network. However, within an epsilon perturbation of
le — 5, it is misclassified as aBacus with 38.23% confidence. This image was verified under

relaxed robustness with a 95% confidence threshold.

of all seed images was below 57.5%. Therefore, we conducted a separate analysis for
the MNIST dataset with varying threshold values. We took 22% as the threshold on seed
images for MNIST benchmarks, and threshold values 15, 17, and 20 on the right side
thresholds of the strong robustness equation. We found that after a confidence threshold
15%, the sare and TIMEOUT cases became 0, only UNSAFE and TRIVIAL SAFE cases remained.
This implies these networks are not strongly robust with respect to the given threshold

values.

For the CIFAR-10 dataset, as we increased the confidence threshold (7,) in the strong

robustness equation, the number of UNSAFE cases increased, while the number of SAFE
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Figure 7.8: Analysis of strong robustness with respect to each dataset separately.

cases decreased. This trend is intuitive, as a higher confidence requirement increases the
likelihood of falsifying the condition. The number of TIMEOUT cases remained almost
unchanged. For the GTSRB dataset. The number of TRIVIAL SAFE cases is zero since all seed
images have a confidence of 100%. We observed almost the same behavior as in relaxed
robustness, except for one case that converted from TIMEOUT to UNSAFE at the confidence
threshold of 40%.

Ol: 33,100.0

T g

r’

Figure 7.9: This image from the GTSRB benchmark was classified correctly Turn right
ahead (33) with 100% confidence by the network net — 3 in Table 7.1. However, this
case resulted in a timeout in all three definitions: relaxed robustness, strong robustness,

and smoothness.
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Smoothness:

We considered varying threshold values of 10, 25, and 40 for smoothness. Intuitively, a
threshold of 10 means that if, within an € perturbation, the confidence of the seed image’s
class fluctuates within £10 of its original confidence, the smoothness property holds (sAFg);
otherwise, it does not hold (unsare). Figure 7.2C illustrates how smoothness changes as
the threshold varies. Increasing the smoothness threshold allows for greater variations in
the output, resulting in more sAfe cases and fewer UNsSAFE cases. However, the number of
timeout cases slightly increases. A possible reason is that a lower threshold implies even
slight changes in output confidence can lead to UNSAFE cases.

Figure 7.10 illustrates the behavior of the smoothness property across all three datasets.
We observed that for the MNIST and GTSRB datasets, almost 99% of the benchmarks
did not satisfy the smoothness property, indicating highly unsmooth behavior in these
networks. The Figure 7.9 shows the timeout case. The CIFAR-10 benchmarks performed
reasonably well, with the number of sAFE cases increasing as the smoothness threshold
increased. This trend is intuitive since a higher smoothness threshold allows for greater
variations in the output. Notably, we observed a slight increase in TIMEOUT cases, which
may be due to the higher complexity of this property compared to relaxed and strong
robustness. Unlike the other properties, smoothness requires verifying both upper and

lower bounds of the output confidence.

Top-k, top-k-relaxed, and top-k-affinity robustness:

In both variations of top-k robustness, no threshold is involved, so the number of bench-
marks remains the same as in standard robustness. We observed in previous experiments
that for the GTSRB dataset properties, the confidence values for all seed images are 100%,
meaning the confidence for all other classes is 0%. As a result, top-k properties cannot
be applied to these benchmarks. Figure 7.2D compares standard robustness with top-k,
top-k relaxed, and top-k affinity robustness. The number of UNSAFE cases decreases from
standard robustness to the other three robustness definitions.

Affinity robustness requires a predefined set of classes in which misclassification is
allowed (prior knowledge). For MNIST, this affinity set is defined as: {{0,8}, {4,9},
{1,9,7},{2}, {3}, {5}, {6}}. Intuitively, this means that O is allowed to be misclas-
sified as 8 but not as any other class, while 9 is allowed to be misclassified as 4, 1,

or 7 only. Similarly, 2 is not allowed to be misclassified into any other class. For
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Figure 7.10: Analysis of smoothness with respect to each dataset separately.

CIFAR-10, we define the affinity set as: {{bird}, {airplane, automobile, ship, truck}, {cat}
{deer, dog, horse}, {dog},{frog}}. Here, machines (airplane, automobile, ship, truck) are
allowed to be classified among themselves, and the same applies to animals (deer, dog,
horse). The affinity set is user-defined and may vary depending on the user or application.

We took k = 2 for both mnist and cifar-10 benchmarks.

Figure 7.11 compares the results on the MNIST and CIFAR-10 datasets separately. As
mentioned in the experiment section of the main paper, all the seed images in the GTSRB

dataset have 100% confidence, making top-k analysis inapplicable to those benchmarks.

For the MNIST benchmarks, the results align with intuition: sAFE cases increase while
UNSAFE cases decrease as we move from standard robustness to affinity and then to top-k
relaxed robustness. This trend is likely due to the relatively small network sizes, making
it easier to find solutions. On the other hand, for the CIFAR-10 benchmarks, while SAFe
cases are theoretically expected to increase, we observed a rise in TIMEOUT cases instead.
A potential reason for this could be the increased complexity of the problem, specifically
the presence of conjunctions of disjunctions, making verification more computationally

challenging.

130



100

100
UNSAFE UNSAFE
%0 In sare 82.22 78.88 %0 I1 sare
I iTIMEOUT 68.12 72.13 I 1 TiMEOUT
(] [
580 00 51.48 5311
§ § 45, 32 9.34
540 540 : 7.38 |
~ - ~
20 : 17.7
20 : 20 14.4 *
10 48 1005 78 344134 9.1 9.51
. 0 -
Standard top-k  top-k-relaxetbp-k-affinity Standard top-k  tok-k-relaxetbp-k-affinity
MNIST CIFAR-10

Figure 7.11: Top-K: The left figure shows the comparison on MNIST benchmarks, right

figure shows comparison on CIFAR-10 benchmarks

We wish to recall that Figure 7.2D compares standard robustness with top-k relaxed and
top-k affinity robustness. The number of UNSAFE cases decreases from standard robustness
to the other two robustness definitions. Although both versions of top-k robustness are
more relaxed than standard robustness, the number of SAFE cases also decreases due to an
increase in the number of TIMEOUT cases. One possible reason for the increase in timeouts
is the added complexity of the constraints in both top-k robustness definitions. In standard
robustness, the property consists of a disjunction of atomic properties, whereas in top-k
robustness, it involves a conjunction of disjunctive clauses. This requires additional layers

to be appended to the existing neural network, increasing computational complexity.
7.4.3 Comparing with a direct encoding (RQ3)

To compare our layer-based encoding with a direct encoding, for each of the specific
richer properties considered, we encoded them directly with the constraint-based solver
MARABOU using its Python interface. We compared this with our layer-based encoding on
MARABOU (i.e., an appended network with a simplified property) as well as ¢3-CROWN.
Since marRABOU is a CPU-based solver [76], we conducted the experiments on an Intel(R)
Xeon(R) Gold 6314U CPU @ 2.30GHz with a 64GB RAM machine. We observed
that MArRABOU ran out of memory for many CIFAR-10 benchmarks, so we restricted this
comparison to MNIST benchmarks. Figure 7.12A - 7.12D presents the comparison with
the relaxed robustness, strong robustness, smoothness, and top-k properties, using the same
confidence threshold as in previous experiments. Figure 7.12E shows the cactus plot of
the comparison. Our results indicate that 5-CROWN using our layer-based encoding

outperforms MarABOU, both with the direct encoding and with the layer-based one. This is
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perhaps not surprising, as @3-CROWN is a portfolio tool incorporating efficient techniques
such as PGD-attack [1 1] and CROWN [33]. However, as an ablation study, we can see that
MARABOU with our layer-encoding does perform better than MaraBoU without it (i.e., with
the direct encoding). This comparison demonstrates that our framework not only enables
the encoding of richer properties but also is efficient compared to directly encoding the

propetrties.

7.5 Conclusion

In this chapter, we introduced a grammar of post-conditions that captures all these variants
and provided a unifying framework to transform them into a gadget that can be appended
to an existing neural network, thereby simplifying arbitrary properties. This enables the
use of verifiers such as @8-CROWN. Our experiments demonstrate that our approach is
more efficient than directly encoding the properties as constraints into state-of-the-art

constraint-based solvers.
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Chapter 8

Explainable Reward Learning in Inverse

Reinforcement Learning

If a model is verified, one may still ask why a model behaves the way it does, since these
models are not explicitly designed by humans but are instead learned from input-output
pairs. Therefore, we also consider the problem of explainability in machine learning
models, where the goal is to understand the reasoning behind the decisions of a model. In
this context, we focus on the explainability of policies learned by reinforcement learning
models. Synthesizing explanations from demonstrations has emerged as an effective
approach in scenarios where domain experts or performant agents can provide examples
of both desirable and undesirable behaviors. One important embodiment of this form of
learning is known as inverse reinforcement learning [79] (IRL), whereby an apprentice
agent learns the reward function being optimized by a given expert policy or behavior.
IRL is indispensable in settings where it is difficult or error-prone to explicate a reward
signal that captures the underlying learning objective. In explainability, we go one step
further and summarize the learned reward function into an interpretable formula. Our
approach expresses the behavior of such policies in the form of Linear Temporal Logic

(LTL) formulas, providing an interpretable description of the learned behavior.

Formally, the key computational problem for the LTL-based IRL is the following:
given a pair S = (P, N) of samples consisting of positive traces P and negative traces N
(both are sets of finite words), produce the highest-ranking LTL specification consistent
with the sample where rank is informed by some user-tunable notion of simplicity over the

LTL specifications. And, here lies our central challenge of induction: we need to infer an
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LTL specification over unbounded length traces by observing a finite set of finite examples
and counterexamples!

To address the challenge, we define quantitative semantics of satisfaction of an LTL
specification over a finite word guided by a notion of parsimony of explanation. The
complexity of an LTL formula can result from two aspects: the complexity of the temporal
structure (Gp is simpler than p A Xp A XXp in explaining the sample P = {{p{pHp}}
and N = 0) and the complexity of the nesting structure (the formula p is simpler than
p A —q for explaining the sample P = {p} and N = 0). We expose hyperparameters
(temporal discounting @ and nesting discounting ¢) to take user preference in weighing
these sources of complexity. To avoid overfitting, we focus on the GF fragment [94, 95] of
LTL (temporal operators are restricted to G and F).

We implemented our algorithms as an open-source tool. We demonstrate the effect-
iveness of our method on randomized gridworld environments by computing the inverse
learning error (ILE) for policies computed using the reward learned by our tool and
compare it with the reward learned by a competing approach.

In this chapter, we begin with the formal definitions and preliminaries in Section 8.1.
We provide an illustrative example in Section 8.2. Next, we present the quantitative
semantics for LTL over finite words in Section 8.3. In Section 8.4, we present three
algorithms to solve the LTL formula learning problem. Finally, we provide the experimental

evaluation in Section 8.6 and conclude the chapter in Section 8.8.

8.1 Preliminaries

Propositional Logic. Let Var be a set of propositional variables, which take values from
B = {0, 1} (O interpreted as false and 1 as true). The set of formulae W in propositional

logic — with formulae denoted herein as Greek letters — is defined inductively as follows:

pi=pePloiANpr| @

We use the usual syntactic sugar ¢ V i, ¢ = i, and ¢ © .

A propositional valuation is defined as a mapping v : Var — B, which maps proposi-
tional variables to Boolean values. The semantics of this logic, given by the satisfaction
relation =, are defined inductively as: (1) v E xiff v(x) = 1; 2) v E —p iff v £ ¢; (3)
vE oAy iffvEgpandv E ¢. If v E ¢ we say v models ¢. A formula is said to be
satisfiable if there exists a model for it. There are practical tools, called SAT solvers, that

can check the satisfiability of the formulae.
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An alphabet X is a non-empty, finite set of symbols. A finite word w over X is a
finite sequence a;a,...a, of symbols from X. The empty sequence is called the empty
word, denoted €. The domain of w, denoted dom(w), is the set of positions in w. Thus,
dom(a; ...a,) ={1,2,...,n} and dom(e) = (. The length of a finite word w is denoted |w|,
with |e| = 0. The set of all finite words over X is denoted X*. An infinite word over X is an
infinite sequence w = apa;a,... of symbols a; € £ with i € N. The set of all infinite words
over X is denoted X¢.

Given a finite word w, we write w(i) for the symbol at position i. The subsequence of w
from index i to index j, both inclusive, is denoted as w[i : j], while w[i :] denotes the suffix

of w starting from index i. When clear from context, we write w; for w[i :].

Linear Temporal Logic (LTL). Let  be a set of propositional variables. LTL [180] is an
extension of propositional logic with temporal modalities, which allows the expression of
temporal properties. Formulae in LTL are defined inductively. An LTL formula ¢ over

is defined by the following grammar:
pu=truela € Ploi Apr|—o | Xp|pUgp

Using the above, the formulae Fy = true U ¢ and G¢ = —F —¢ can be derived. The
size of an LTL formula ¢ denoted by |¢| is the number of subformulae in it. For example,
if ¢ = pUy, then |¢| = || + 2. We say that an infinite word « satisfies an LTL formula ¢,

and we write a E ¢, if:

e aFaiffaeal0:0]

afE-Oiff a £ ©

aFOANYiffaE®anda F Y

aEXOiffa[l :]ED

aEFOUVYiffdisteli:]EFY,andVj<i,a[j:] F O.
The language L(y) of an LTL formula ¢ is defined as
Lip) =fa e Xa [ ¢}.

Two LTL formulae having the same language are called equivalent. In this paper, we

learn formulae that are in the GF-fragment of LTL, where only the G and F modalities are
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allowed apart from Boolean connectives. Since the LTL formulae can be converted into
negation normal form (NNF), we learn formulae only in NNF. Given an LTL formula ¢,
the syntax tree of ¢ is a tree labeled with variables, Boolean connectives, and temporal
modalities. The variables always appear at the leaf nodes, while temporal modalities and
Boolean connectives are internal nodes. For example, we present the syntax tree of the
formula ¢ = [Gg A Fr] vV (FGg) in Figure 8.1(b). The depth of an LTL formula is the
maximum of distances of the root to leaves in the corresponding syntax tree. The depth
in Figure 8.1(b) is 3. Although LTL is defined over infinite words, we observe only finite

executions of the systems. Therefore, we defined samples with finite words as follows.

Samples. A sample is a pair S = (P, N) of two finite, disjoint sets P, N C (2”)*. The words
in P are positive traces while words in N are negative traces. For an LTL formula ¢, we
saySEoiff Ve P, tEgpand V1’ € N, 7' [£ ¢. We learn an LTL formula from a given
sample.

We assume the setting of non-Markovian reward decision processes (NMRDPs) as the
model of the agent-environment interactions. Since we are interested in learning qualitative
behavior, we assume a binary reward signal that captures the acceptance semantics of the

underlying language.

Definition 10 (Non-Markovian Reward Decision Process). An NMRDP is a tuple M =
(S, 50,A,T,R,L,Y), where S is a finite set of states, sy € S is a distinguished initial state,
A is a finite set of actions, T : S X A X S — [0, 1] is a probabilistic transition function,
X is an alphabet (i.e. the power set 2* of a set of atomic propositions P), L : S — Zisa

labeling function, and R : S* — {0, 1} is a non-Markovian reward function.

The labeling function L : § — 2% maps states of the NMRDP to the alphabet X = 2%
that defines the language of the underlying objective. This alphabet denotes semantically
meaningful events observed in given states. Given a sequence of states s;, s, ..., Sk,
the corresponding trace is given by L(s;), L(s;), ..., L(sx). Given positive and negative
examples of such traces, the proposed non-Markovian IRL solution can learn the underlying
LTL formula that captures the objective of the agent.

Given an NMRDP, the objective of reinforcement learning (RL) is to learn an optimal
policy r : §* — D(A), where D(A) denotes the space of probability distributions over the

action space A. An optimal policy r is one that maximizes the expected reward observed by
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Figure 8.1: (a) Disaster response example (b) The syntax tree for [Gg A Fr] vV (FGg)

the agent, as given by Equation (8.4). We define the random variable (5o, ..., §, as follows.

P(30, ..., §, = So...8,) = IT_, (8o, ..., S)(@).T(si-1,a,s;) (8.1)

a

score(sg, ..., Sy) = Z Y'R(s0, ..., ;) (8.2)

=1
E [score(Sy, ..., $,)|50 = 5] = Z score(sg, ..., $,)P(So, ..., §, = S0, .vvs Sp) (8.3)

$04--,5,€S ™+ such that so=s
Due to the policy 7, the expected reward signal V,(s) in non-Markovian setting also

depends on the history, which is defined as follows.
V.(s) = lim E [score(5y, ..., 5,)|5) = s] (8.4)

The objective is to learn a reward signal that best characterizes the given observations
of behavior from an expert. For a given process, the performance of the learned reward

can be measured in terms of the inverse learning error (ILE) given by ||V 1B

true - nl*eamed
[98], where V. denotes the value function computed using the optimal policy 7y, from
the true reward signal and V. denotes the same for the policy .4 derived from the
reward signal learned using IRL. The value functions are computed over the NMRDP M
by leveraging the learned policy 7}, ., using the true reward function. A learned reward

signal is said to generalize if the ILE is low when compared to the ground truth.

8.2 A Motivating Example

Consider the RL problem illustrated in Figure 8.1(a). The NMRDP that defines this problem
is given by M = (S, s14, A, P, L, R), where S consists of sixteen states as denoted by the grid

position of the agent, with starting state s4 (top right, at position (1,4)). The action space
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A is given by the cardinal directions with the obvious deterministic transition dynamics
P. The labeling function is given by L(s12) = L(s»3) = L(s31) = L(s33) = {danger},
L(s11) = {cargo}, and L(s4;) = {rendezvous}. Suppose that the objective of the agent is
to eventually obtain the cargo and, once the cargo is obtained, the agent must avoid the
dangerous areas and eventually reach the rendezvous point. We also required agent to
avoid dangerous areas even after reaching the rendezvous point. This is given by the LTL
formula ¢ = (Fcargo) A [G(cargo = (G—danger) A (Frendezvous))]. In the IRL
context, this objective is not known to the agent directly, and it must instead learn from

expert demonstrations.

Our proposed approach enables the use of both positive and negative traces of behavior
to guide the learning process. In this example, a positive trace can be {danger} {cargo}
{rendezvous} since it clearly satisfies the underlying objective given by ¢. A bad trace can
be {danger} {cargo} {danger} {rendezvous} as generated by the policy of moving
left three times and then down three times. Since trajectories of states given by the expert
(or produced by the expert policy) have a corresponding trace induced by the labeling
function L, we assume that the traces are given over the alphabet £ = 2* as opposed to the
state space of the NMRDP.

8.3 Occam’s Razor for LTL

Given an LTL formula ¢ and a finite word w, we design a valuation function V (¢, w) that
quantifies the parsimony of ¢ in explaining w. Intuitively, a pair scores high if all of the
subformulae of the formula ¢ contribute in accepting w in L(¢). However, we do so in a
nuanced fashion by geometrically attenuating the effect of parsimony with the length of
the word. For example, G(p V ¢) should score well along with word ({p}{g})* but should
not do well with word ({p})®, since the subformula ¢ did not contribute to the acceptance.

Similarly, G(p V ¢) should score better along with word ({p}{g})* than ({p})*{g}.

8.3.1 Quantifying Expressive Parsimony

Let us present a valuation function first. Let # represent the set of NNF GF-fragment
formulae over . We interpret LTL formulae over finite words and define the quantitative

semantics in terms of a valuation mapping V : ¥ x T* — R* U {0}, where X = 2%. The
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valuation mapping is defined over a word w € X* inductively:

1 ifpew()
Vip,w) =
0 otherwise
1 ifpéw()
V(=p,w) =
0 otherwise

V(W\W, U)) =0- V(‘P’ w) : V(l/’, (,U)
Vg = 5. VED VW)

[w]

§ Y aVip,w) if V(=¢,w)=0, V¢
V(Gyp,w)=1 =0

0 otherwise

oa'V(p,w,) t=min{j | V(e, w;)>0}
VFeuw=1" P

0 if Vip,w,) =0, Vt

Here w; 1s a shorthand for w[j :]. If w | ¢, then V(¢,w) is non-zero. This scheme is
parameterized by two discount factors: the temporal discount factor a and the nesting
discount factor 6.

For the literals, we assign a valuation of zero or one if the word satisfies the literals or
not. We interpret conjunction as multiplication, which implies we need both subformulae
to do well on the word. We interpret disjunction as an addition, which implies that we
give a high score to the formula if any of the two subformulae does well on the word. Our
interpretation of Gy computes the discounted sum of the value of ¢ at each position of the
word. To reduce the weight of a letter appearing further in the word, we apply the temporal
discount of 0 < @ < 1. Our interpretation of F¢ computes the discounted score of ¢ at the
earliest position where ¢ has a non-zero score. We apply the nesting 0 < 6 < 1 each time
we construct a more complex formula, i.e. we go deeper in the nested structure of the LTL
formula. The discount values ¢ and @ are parameters defined by the user to control nesting

complexity and temporal complexity.

Example 1. Consider the formula ¢ = Fq for p,q € P and the word w = {pH{p, r{pHp, s}
{pHPHUP, g}{rHg})*. Then g holds for the first time at the positiont =7, and for allt' < t, q
is not present in w. Thus, V(q,w[7 :]) = 1, making V (e, w) = da’. Note that our valuation

assigns non-zero scores only for satisfiable formulas.
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We extend the notion of a valuation from a word to a sample in a natural fashion. For a
sample S, the valuation of ¢ is taken as the sum of valuations over all positive traces in the
sample:

Vip,S = (P.N) = ) V(g,w).

weP

This scheme attempts to match intuition about the operators. We posit that while the
definition of the valuation functions is subjective, natural variations do not provide any sig-
nificant theoretical advantages to our paradigm. For example, One may assign V(pAY, w)
as the minimum of V(¢,w) and V(,w) [181]. This valuation ensures that both ¢ and ¢
must score high for ¢ A ¢ to score high. However, the function is not sensitive to the
formula that has a higher value. Therefore, the learning algorithm becomes unguided for
one part of the formula. This suggests a modification to the valuation function that takes
both the subformulae into account symmetrically, without flattening one of the subformu-
lae. Our valuation function for the conjunction of two formulae, defined as their product
V(p,w) - V(y, w) is based on this idea.

8.4 Learning Algorithms

As our main contribution, we propose learning algorithms to solve the following problem.
Given a sample S=(P.N) over finite words, compute an LTL formula ¢ in the GF-fragment
that best describes S and is consistent with S. That is, ¢ has the highest score, based on
the valuation described above, among all formulae such that for all w € P, w = ¢ and for
allw € N, w' ¥ ¢.

To achieve the goal of ranking formulae based on a quantitative notion of satisfiability,
we propose the techniques of Constraint System Optimization (Section 8.4.1) Optimized
Pattern Matching (Section 8.4.2) and Hybrid Pattern Matching (Section 8.4.3). In the
first one, we get a sample and a depth d as input. We encode the syntax tree of this
unknown formula of depth d along with constraints to compute the score of each node in
the tree. The second one makes use of a formula template pattern provided by the user,
but has unknown propositional variables. We encode constraints that allow mapping these
variables to unique variables occurring in the sample. The third one is a “hybrid” approach,
a middle ground incorporating both of the above techniques. We use an optimizing SMT
solver to solve the constraints to find the best formula for the sample with the highest score

according to the valuation function.
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Algorithm 6 Computing the optimal formula given a sample
1: procedure ConNsTRAINTOPT(S = (P, N), d)

2: construct ®F > Constraints in eq(8.5)
3: max. min({y] , | 7 € P}) with @5 as a constraint

4: if optimization succeeds with model m then > SAT
5: construct formula tree from m

6: return optimized formula tree

7: else

8: return UNSAT

8.4.1 Constraint System Optimization

In Algorithm 6, we present the method to compute the optimal formula with the
highest score for a sample § = (P, N) along with the desired depth d of the formula. This
is obtained by computing and optimizing the scores of a class of formulae of depth d,
constrained to be well-formed and to be satisfied by S. We reduce the construction of an
LTL formula for a sample S to a constraint system @3, which is constructed in three parts

as:

OF = ST A Arep @5 A Nven 95 (8.5)

The first part encodes the structure of a syntax tree (ST) representing an unknown formula,
while the second and third encode the functional constraints on the score of each node
enforced by the operators that make up the formula.

To encode the formula structure, we use a syntax tree with identifiers N = {1,2,...,n}
for the set of nodes, where n = |[N|. We assume herein that the root node is identified as
1. We have the child relations L and R, such that (i, j) € L (or R) iff the node j is the left
(right) child of node i. The only child of unary operators is considered as a left child by
assumption. For each node i € N and possible label A € O U P, we introduce a Boolean
variable x; ; indicating whether the node is labelled with an operator (O) or variable (P).

The formula goST is constructed as the conjunction of formulae (8.6) through (8.14).

/\ \/«/\'i,/l /\ /\(_‘xi,/lv_'xi,/l’) (8.6)

1<i<n 1ePUO 1<i<n AV
ePUO

AV (8.7)

Bj. )L peP
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The constraint given by expression (8.6) ensures the two properties that each node must

accept at least one label, and that it must accept at most one label, while expression (8.7)

ensures that the leaf nodes are labelled with propositional variables, and not operators

(since they have no children).

Next, we encode the functional constraints imposed by the operators. For this, to each

node i € N, we attach a set of real variables Y7 = {y;, | 0 <t <|7],i € N} representing its

score at each point 0 < 7 < |7 in a trace T € P U N, where y;, is defined below. For a given

trace T we construct ¢, as the conjunction of:

Yip>0
1 ifper
/\ /\ xi,p = /\ sz,t =
1<i<n peP I<t<|7| 0 lfp ¢ T(l)
A Xio = [ /\ y;, = 6 - max(0, 1—y;’t)]
1<i<n, 1<t<|7]
(i, )eL

J\ = [ N\ vii=6-4, y},t]

1<i<n, 1<e<ir
(i.)EL,
(i.j)eR
y}t + y] t
N\ o=\ vi=
. 2
1<i<n, 1<t<|7|
(0. )EL,
(i,j))ER
A Xig = A H =6 Ya'! y;,,}/\
1<t<|t] t<t’<|7|
1<i<n
(@i, )eL
T T __
[ /\(yj,t' >0)||Vy, =0
1<t'<|1|
A\ =
1<i<n,(i,j)eL

[ /\ ar. [%‘T,z =65-a""- y;,,] At <A
1<t<|7]|

A (y;,;/ > 0)

[ N @5 >0)
t<t’<t
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Corresponding to Boolean variables and to each operator, the constraints encode the
calculation of the valuation of a given node as a function of the valuation of its children,
as defined in Section 8.3. The score for a node labelled G at a position ¢ in the trace is
described by the constraint (8.13). The first conjunct encodes the actual score as a function
of its child, adding the child’s score over all positions in the input word, scaled by an
exponential. The second conjunct simply ensures that the G-property holds in a classical
sense, i.e., that its child has positive valuation at all positions. Similarly, F is encoded
in constraint (8.14), where we look for the first position # where its child has a positive
valuation. The score of its child is exponentially scaled so as to diminish the contribution
from an occurrence far away from the start.

Finally, we optimize the score of the syntax tree using the score of the root node yi ,
w.r.t. the constraint system CI);,S ( Algorithm 6). Then we use the resulting model to label the
tree, obtaining the optimal formula of chosen depth. By iterating over d, we may obtain the

minimal such formula. Next, we establish the correctness and soundness of this algorithm.

Lemma 13 (Well-Formedness). Any satisfying assignment of the constraint system (8.5-
8.14) encodes a well-formed LTL formula, and every well-formed formula of depth < d

can be encoded within CDg.

The proof is a straight forward argument. In one direction, the constraints ensure that
the {x;, | 1 € P U O} forms a well formed binary tree. The encoding requires matching
this binary tree with the parse tree of the given formula. In the converse direction, one can

recursively construct the parse tree of a formula that satisfies the constraint system.

Theorem 14 (Completeness). Given a sample S = (P, N), if there exists an LTL formula ¢
of depth d such that S |= ¢, then there exists a model m satisfying the constraint system
(8.5-8.14), i.e. mE d)f such that the parse tree (x;) encodes the formula ¢ and for each
node i and position t in each trace 7, y;; = V(¢;, Tt :]), where ¢; is the formula encoded

by the subtree with root at node i.

Proof. We induct on the depth d of the formula.

Base case: d =0

¢ = p for some propositional variable p, and S [ ¢.
Setting x; , = 1 in m and resolving the constraints, for each positive trace T we are left

with
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N\ io>0 (8.15)

/\ /\yi, _ lif p e 1(z) 8.16)

7eP 1 0 otherwise

Constraint 8.16 encodes the valuation function V(p, 7[t :]). We assign the same value
to it in m.

Since for each positive trace 7, 7 = ¢, we have p € 7(0), and hence, -’/10 =1>0,and
the constraint system is satisfied.

Similarly for negative traces, constraint 8.15 changes to y{ , = 0, and since 7 [£ ¢, we
have p ¢ 7(0), and the constraint system is satisfied.

Induction: Given the system is complete for all depths < (d — 1), we show it is complete

for depth d.
We prove this for each top-level operator:

Assuming ¢ = ¢ V y — since S [ ¢, for each positive trace 7, we must have atleast

one of 7 = ¢ and 7 [ y, and for each negative trace 7/, we have 7’ {£ ¢, x.
Construct new samples §; = (P, N) and S, = (P,, N) with P; C P containing the

positive traces which ¥ satisfies, and P, for y. By the induction hypothesis, we can find

S>

satisfying models for the constraint systems d)jl] and @2 ,

say m; and m,.

Using these, we construct a satisfying model for @S, m. Assign to the {x;} the syntax
tree encoding for ¢. Through m;, the values {y;} of ¥ are known over §;. Without loss of
generality, set the unknown values (over P \ P;) to 0. Similarly for y and P,.

The constraint system for positive traces reduces again to

Nvio>0 (8.17)
TeP
Ys * Y,
ANvi =875 (8.18)

where nodes 1, m, m’ are the root node and its left and right children respectively. The
models m; and m; ensure that both the terms on the RHS for y{ , are non-negative, and for
each trace, at least one is positive. Assigning the respective values to y; , in m, since the

sum of a non-negative, and a positive value is greater than 0, the system is satisfied.
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For negative traces, we require y{ ;, = 0. Clearly, the models of the subformulae ensure
that both terms on the RHS for yio are zero. Hence, their sum is zero as well. Hence, the
negative trace constraints are also satisfied under this m.

m 1s the required model.

Assuming ¢ = ¥ A y — we must have 7 | ¢, y, and for each negative trace 7/, we

have atleast one of 7’ |~ ¢ and 7" £ .
The proof proceeds identically to the previous case, except with a partitioning of the
negative traces. Similar to the sum-based constraint system for Vv, we have the product-

based system for positive traces with the same notation as before

A Yio >0 (8.19)
TEP
A /\ Y1 =B Yps Yors - (8.20)

TEP

Again, the models of the subformulae ensure that both terms on the RHS for y7 , are
positive, hence so is their product.

For negative traces, without loss of generality, we assign 1 to the unknown values over
the complements (N \ Ny, N \ N;). We have

Nvio=0 8.21)
TEN
/\ /\ y‘{,t =B y;u ) y;’,t ) (8.22)

TeN t

and the models ensure at least one of the terms in the RHS for yfo is zero, and hence
so is the product.
The constraint system is satisfied, and m is the required model.

Assuming ¢ = Gy — we must have ¥ satisfied at every point on every positive trace

and not to be satisfied on some point on each negative trace, i.e.

SEe=0Gy (8.23)
YrePVt<|t, T[t:] E ¢, and (8.24)
VreNdt<|t|, T[t:]F . (8.25)
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By taking all possible suffixes of traces in P, construct P*, and by resolving the
existential quantifier, collect relevant (non-satisfying) suffixes of N as N*. Generate the
new sample S* = (P*, N¥).

By construction, $* = . Using the induction hypothesis, there exists a model m*
satisfying the constraint system d)fil. We use m* to construct a model m for CI)ﬁ .

Setting the values for {x;} as encoding ¢, we are left with the reduced constraint system

Nvio>0, /\ yio=0 (8.26)

TeP 7eN

(8.27)

AWA

T€PUN 1<t<]7]

Vyl,=0. (8.28)

Hl/{,t =B- Z " mi,t/

1<t' <7

A[ N Ghe >0

t<t'<|1|

For positive traces, from m*, we have an assignment for each of the terms in the sum
for y{ , being positive (we posed them as positive traces in P*). Hence, their sum is positive
too, and adding these inferred assignments for y ,, the constraints are satisfied.

For the negative traces, adding the assignments from m”*, clearly the constraints y,,, > 0
cannot be satisfied for each parameter in the sum for y, o, by construction. Thus, y; o = 0.

m is the required model.

Assuming ¢ = Fyy — the proof proceeds identically to the previous case, with existen-

tial quantification in the positive case, and suffix construction in the negative, since these
are dual operators.
The induction is complete.
]

Theorem 15 (Soundness). Given a sample S, if there exists a model m satisfying the
constraint system (8.5 - 8.14), i.e. m |z @S, then there exists an LTL formula ¢ of depth d
such that the parse tree (x;) encodes the formula ¢ and for each node i and position t in
each trace 1, y;; = V(g;, Tt :]), where @; is the formula encoded by the subtree with root at

node 1.
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Proof. We induct on the depth parameter d of the constraint system.

Base case: d = 0.

Since there is only a single leaf node, the model must have one of the propositional

variable mapped to it, say p. With this, the constraint system reduces to

Avio>0, A\yie=0 (8.29)

T€EP TeN
lif p e 1(r)
N N\, = (8.30)
7€PUN 1t 0 otherwise

Clearly, due to the constraints, for each trace yit = V(p, [t :]). In particular, !/I,o =1
for T € P, and with the constraints, we must have p € 7(0), which, by the LTL semantics
implies T | p.

Similarly for negative traces 7" € N we find 7’ }£ p.

Combining these, we have § = p, and hence ¢ = p is the required LTL formula of
depth 0.

Induction: Given the system is sound for all depths < (d — 1), we show it is sound for

depth d.
We prove this for each top-level operator in the constraint encoding:

The top-level operator is obtained by checking which of {x; ¢} holds under m. The
constraint system ensures there is exactly one. We assume the {x; o} have been processed
to obtain the encoded formula, say ¢.

Our task is now to show that S  ¢.

Assuming ¢ = ¢ V y — We have the reduced constraints

Nvio>0, \viy=0 (8.31)

TeP TeN
ym +ym
N\ Nvi=p-=57 (832)
T€EPUN t

For positive traces, in particular, the constraints on the root node y7 , imply at least
one of y7 , > 0andy’, > 0 musthold, where m, m" are the left and right children of the

root-node 1, respectively. And for negative traces, we have .’/;1,,0 = y;;,’o =0.
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In conjunction with the rest of the constraints, this is precisely two copies of the
constraint system @3 .

In either case, i.e., for the left or right child being non-zero, the induction hypothesis
implies that the subformula holds over the sample S, i.e. S | ¢,, (or ¢/,). And since this is
a subformula of ¢, by introduction of V , S [ ¢.

Assuming ¢ = ¢ A y — Proof proceeds similar to the previous case, with a case-

bifurcation in the negative traces instead of the positive ones.

Assuming ¢ = Gy — Again, we have the reduced constraint system

A yio>0, A Yy =0 (8.33)

T€P T’eN

A A

T€PUN <1<t

A

N G >0

t<t'<|1]

vyl, =0, (8.34)

Hyit =B- Z " y;ut’

1<t' <7

First, in the case of the positive traces, since yj , > 0, we must have the first clause of
the score constraint holding (since the second clause y{ , = 0 evaluates to false). Thus, for
each point 7 in the trace, we must have y,,, > 0 with notation as before.

For negative traces, we can reduce the constraints on yj , further to obtain

AN mi =0, (8.35)

TeN i

implying there exists a position for which y,,, = 0.

As before, taking all possible suffixes of traces in P, construct P*, and by resolving the
existential quantifier above, collect relevant (non-satisfying) suffixes of N as N*. Generate
the new sample S* = (P*, N*). Combined with the constraints above, we have a satisfying
assignment to CDfli] by restricting m as needed to the smaller system.

Thus, by the induction hypothesis, for each trace T € P, ¢ holds on every suffix of 7.
By the semantics of the operator G, we have 7 = Gy = ¢.

Further, for each negative trace 7 € N, ¢ does not hold on some suffix of 7. Again, by
the semantics of G, 7 £ Gy = .
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Thus, S | ¢ as required.

Assuming ¢ = Fyy — Proof proceeds similar to the previous case, with existential

quantification on the positive traces instead of the negative.
The induction is complete.
O

Corollary 16 (Valuation Equivalence). The valuation semantics are equivalent to the LTL

semantics. For any LTL formula ¢ and trace 7, T = ¢ iff V(p,7) > 0.

Proof. Forward Direction =:

Given an LTL formula ¢ and trace 7 such that 7 = ¢, we can construct a satisfying
assignment to the constraint system CI)*d9 by Theorem 14 where S = ({r},0) and d is the
depth of ¢. Further, the theorem guarantees yj, = V(¢,7) > 0. This is the required
condition.

Backward Direction <:

Given an LTL formula ¢ and trace 7 such that V(¢,7) > 0, construct the constraint
system d)f as before. Iteratively assign to each y;, the value V(g;, 7[t :]), where ¢;
is the subformula at node i in the parse tree. After the assignment with constraints,
Yo = Ve, 7) > 0 as given, satisfying the constraint. By Theorem 15, 7 |= ¢ as required.

O

8.4.2 Optimized Pattern Matching

We now present a variation of Algorithm 6 where the input consists of a sample along
with a user-provided formula pattern, where the propositional variables are unknown. This
approach is in the spirit of [182], where a formula template is used instead of just a depth as
in Algorithm 6. We generate a static syntax tree by parsing the given pattern, with pattern
propositional variables becoming the leaves. In addition to the constraints discussed in
Section 6, constraint (8.36) ensures the mapping of the pattern variables to exactly one
variable in the given sample, where Var represents the set of variables in the given pattern

and m, , stands for the mapping of pattern variable x to the sample variable p.

A /\—-mx,pV My (8.36)
xeVar
pEP' EP

‘P;/)ar:[ /\ \/ mx,p

xeVar peP

The constraint (8.36) specifies that each pattern variable x is mapped to a sample variable,

and no pattern variable is mapped to two sample variables. For an example of how this
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Algorithm 7 Compositional Ranking
1: procedure CoMPRANK(S = (P, N), depth)

2: > Returns list of satisfying formulae F sorted by score
3: curr_depth « 0, ¥ « {literals in S}

4: used « {}, unary « {G, F}, binary « {A, V}

5: while curr_depth # depth do

6: for all f € ¥ do

7: if F(f) does not hold on any trace then

8: > F-Check
o: F < F\{f}
10: used < used U ¥
11: if curr_depth # depth - 1 then
12: F — Ureunary T(used) U Urepinary T'(used, used)
13: curr_depth « curr_depth + 1

14: scores «— {(f, V(f,P,N))|f € F}

15: return sort(scores) > sort list w.r.t. scores

approach and the one defined in the previous subsection are combined into a hybrid

approach, which is presented as follows.

8.4.3 Hybrid Pattern Matching

The algorithms defined in sections 8.4.1 and 8.4.2 suffer from a common drawback,
though at different ends of the spectrum. In the first, we work with increasing depth to find
the optimal formula, and constraint sizes may grow quickly as a result. In the second, we
start with a formula template, and many formulae are not considered since we are guided
by the template pattern. This makes this approach insufficiently expressive in comparison
with constrained system optimization.

To remedy this, we introduce a middle ground, where, instead of attempting to learn
formulae from scratch or from explicit patterns, we learn subformulae within some pattern.
A subformulae argument ¢(d) with d being a prescribed maximum depth for the subtree
is provided as part of the pattern, parsed into the tree as an abstracted empty formula
with constraints constructed for the specified nodes explicitly, and for the subformulae

recursively in the manner as described in Algorithm 8. In Figure 8.2, we show an example
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Algorithm 8 Computing the optimal formula given a partial pattern
1: procedure HYBRIDPATTERN(S = (P, N), pattern)

2: > Returns optimal formula fitting a pattern
3: parse pattern
4: construct gog‘ﬁ‘" for propositional patterns in tree
5: construct 3T for every subformula pattern ¢(n) in the tree
6: constraint @ « o, A A ¢y
7: maximize min({yi0 | T € P}) with @ as constraint
8: if optimization succeeds with model m then
9: > satisfiable
10: construct formula tree from m
11: return optimized formula tree
12: else
13: return UNSAT
G
i

¢(2) X

Figure 8.2: Subtree for hybrid pattern matching.

of the hybrid pattern G(¢(2) VvV x), where ¢(2) is an unknown formula of depth < 2 and x

is an unknown proposition.
8.4.4 Compositional Ranking

We describe an alternative greedy search for an optimal formula, which bypasses
constraint solving and optimizations, by pruning the search space of formulae. We begin
by enumerating all formulae of depth zero, i.e., all literals in our system as obtained after
parsing input traces. We consider all compositions of these literals with the operators
present. After enumerating the literals, we perform an “F-check™ : for any ¢, the F-check
tests whether, in any input sample, Fp holds. If a formula passes an F-check, it is retained to

produce formulae of higher depth, else it is removed (Algorithm 7). We have implemented

153



more custom options to priorities certain parts of the search space (Section 8.4.5).
8.4.5 Prioritize Variables.

Finally, we have added one more heuristic in our implementation. In case there is a
large set of events and we want to bias the focus of our search towards certain letters in
the traces that do not occur very often, we may adjust the value V(p, w) assigned to each
propositional variable p. In our default scheme, we assign V(p, w) = 1 if w(1) contains p.
A user may assign a value greater than 1 to variables p that are desirable and assign less
than 1 for the variables p that are not. This allows for mining specifications pertaining to
the prioritized variables in cases where several competing well ranked specifications are
present. Let m be the map from the propositional variables % to their priority. We replace

equation (8.9) by the following formula where we return score n(p) instead of 1.

Ai<isv Npep  Xip =

if
/\ s = n(p) if p €(t) 837)

1<1<lr] ’ 0 if p ¢ 7(¢)

In the Dining Philosophers problem (see Section 8.6.3), we may wish to verify individu-
ally whether the properties are being satisfied for a single philosopher (thread). By giving
a higher weight to the properties of this philosopher, we can guide the tool to learn the
relevant properties and verify them. This can be expanded to studying specific applications
or threads in varied noisy data where the target of interest is either known apriori or is
inferred from preliminary unguided results.

The suggested variations and their results indicate that our method is viable to be
adapted to an application at hand, where we want to bias our ranking to give preference to

a desired class of formulae.

8.5 Computing ILE via optimal policies

We will evaluate the generated formulae via ILE, which needs the optimal policy computed
for a given NMRDP and the formula. In this section, we will present our method for
computing the optimal policy, and its use for computing ILE.

We first convert an LTL formula into a Rabin automaton. We then compute the
intersection of the NMRDP and the Rabin automaton by constructing their product. Next,

we apply the value iteration algorithm [183] to the resulting product automaton in order to
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compute the optimal policy and the reward signal for each state. Using the reward signal,
we will compute the ILE as described in Section 8.1. The details are described below.
Since we are learning LTL formulae, the corresponding structures are deterministic

Rabin automata, though other choices of automata are possible.

Definition 11 (Deterministic Rabin Automaton (DRA)). A DRA A is a tuple (Z, Q, qo, 9, F),
where X is a finite alphabet, Q is a finite set of states, gy € Q is the initial state, 6 : QXX —
Q is the transition function, and F = {(B;, G;) € 29x29} is the Rabin condition.

By taking the DRA representation of a regular reward signal and the underlying
NMRDP, a product Markov Decision Process (MDP) can be computed. In particular, the
reward signal of the MDP is defined only over the current state and action, thereby enabling
the adoption of conventional Markovian solutions, such as value iteration [183]. In order
to define a reward signal for the product MDP, we must ensure that, when the acceptance
condition of the underlying DRA is satisfied, the agent is rewarded. For this, we must
compute maximal sub-MDPs known as maximal end components (MECs). Formally, for
a DRA with acceptance condition F = (G, B), a MEC E = (S £, Af) of the product MDP
M x Ais accepting if SEN (S x B) =0 and S N (S x G) # 0 for some (B,G) € F. The

reward signal of the product MDP is defined whenever states with labels in G are entered.

Definition 12 (Product LMDP). Given NMRDP M = (S, s0,A,T,R,%,L), DRA A =
(0, q0,%,0, F), the product LMDP MXA is the tuple (S*, (so,q0),A, T>, R*, L, %), where
S* =8 xQ; T*(s',q|s,q,a) equals T(s'|s,a) if ¢ = 5(q, L(s")) and is O otherwise; and
R*(s,q,a,s",q") = 1if ¢ € G; for some i and is O otherwise.

For a product LMDP (S*, (50, q0), A, T*, R*, L*, X), Equation (8.4) reduces to the equa-

tion below [183], where r = R(s, g, 7(s,q), 8", q’).
Vs, )= ). T(,qls, .75, ) [r + YVals', )]
(s".q")eS™

Since we are now reasoning about a Markovian reward over the product, the optimal
value for a state V*(s, q) = max, V,(s, g) can be computed using value iteration [183]. In
particular, we can initialize V(s, q) = 0 for all ¢ ¢ G; for some G; € F and V(s,q) = 1 for
all g € F. We can then iteratively refine these value functions by applying the following
equation until convergence, where r = R(s, q,a, s’,q’).

V(s,¢q) = max > TG qls.q.0)[r+yV(s,q)]

(5",q")ES™
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These equations converge to V*(s, g) for all (s,q) € S*. The optimal policy can then be

extracted as

n(s,q) = argmaxz T(s',q'|s,q,a)[r+yV'(s',q)] (8.38)
(s qes™

8.6 Experiments

We have implemented the preceding algorithms in a tool called QuanTLEARN, which is im-
plemented in C++ and is publicly available athttps://github.com/sankalpgambhir/
quantlearn. Our implementation uses the SMT solver Z3 [96] to perform the required
optimizations, and all queries to Z3 are quantifier-free. We compare QUANTLEARN against
the existing tools Traces2LTL [97] and Texada [184]. We answer the following three
research questions empirically — RQ1: Does our tool generalize well, as measured by the
mean inverse learning error (MeanILE)?, RQ2: How does our approach compare with
Traces2LTL and Texapa in terms of correctness and efficiency?, and RQ3: What is the
impact of our approach on the well-known dining philosophers problem? All experiments
were conducted on a 64-bit Linux system equipped with an AMD Renoir Ryzen 5 (4500U)
laptop CPU.

8.6.1 Benchmarks

For experiments, we chose three different benchmarks. One is a set of traces sampled
from the grid-world environment running under OpenAl Gym. After generating a ran-
domised 10 x 10 grid environment labelled with propositional variables, we uniformly
sample the grid, taking actions that are compatible with an input automaton. This ensures
that the generated traces satisfy a given formula. We use the same LTL properties as the
previous case. We allow the MDP to randomly simulate for at least 100 steps, after which
we wait for it to reach an accepting state. Through this method, we generated traces of
length varying between 100 and 150, with 1000 positive and 1000 negative traces for each
formula, amounting to a total trace length of at least 10° across all positive and negative
inputs. However, for constraint system optimisation and Traces2LTL, due to timeouts, a
smaller subset of the traces was randomly selected.

Second, we systematically generate traces of different sizes to compare the performance
and expressiveness of the different methods. After generating uniformly random traces, we
add noise to each point in the trace in the form of two extraneous propositional variables

with probability p.se €ach. For these experiments, we maintained ppyse = 0.25. We
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consider LTL formulae encoding some popular requirements. Third, we also considered

the Dining Philosophers Problem [185] from Texada tests [ | 84], having 5 philosophers.

8.6.2 Experimental Setup

Due to the fundamentally different mechanisms employed by the competing tools
and algorithms, an apples-to-apples comparison is not possible. In QUANTLEARN, the
optimization procedure takes as input a set of positive traces, a (possibly empty) set of
negative traces, and a formula template. The template may simply be ¢(d), corresponding to
a search depth d with no specification, or a combination of templates. The procedure returns
a formula that maximizes the score according to our scoring scheme. The compositional
ranking component takes the trace samples along with a maximum search depth as input
and returns a list of all satisfying formulae in the search space, sorted by score. In our
experiments, we use a discount factor & = e~! and a decay factor 8 = 0.8, which is applied
each time deeper formulae are constructed, in order to bias the ranking toward simpler
formulae. In contrast, Texada requires a complete template specification as input and does
not utilize negative trace samples. Traces2L.TL accepts both positive and negative samples

but restricts itself to generating any satisfying LTL formulae.

8.6.3 Results

We conduct three experiments to answer the three research questions described previ-
ously. First, on grid-world traces, we compute the MeanILE with respect to the learned
formula obtained using different tools. A lower MeanlLE indicates better generalization of
the learned formula. Second, on synthetically generated traces, we learn LTL formulae and
compare them against the ground-truth formulae to evaluate accuracy and also compare
the efficiency. Third, from an application perspective, we consider the well-known dining
philosophers problem [ 85], to check well studied properties — liveness, mutual exclusion,

and deadlock-freedom.

RQ1: Non-Markovian IRL (Comparison Using MeanILE)

We apply learning techniques to generate a reward function over an MDP defined as a grid
world to obtain an NMRDP, similar to the example in Figure 8.1(a). After generating a
randomized 10 X 10 grid environment labelled with propositional variables, we uniformly
sample the grid, taking actions compatible with an input automaton. This ensures that

the generated traces satisfy a given formula. We use the same LTL properties as the
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Constraint Comp. | Traces2LTL
Optimization | Ranking
Mean ILE 0.031 0.037 0.112
Input size 10° 2% 103 10°

Table 8.1: Comparison of MeanlLE with different techniques.

previous case. We allow the MDP to randomly simulate for at least 100 steps, after which
we wait for it to reach an accepting state. Through this method, we generated traces of
length varying between 100 and 150, with 1000 positive and 1000 negative traces for
each formula, amounting to a total trace length of at least 10° across all positive and
negative inputs. However, for constraint system optimization and Traces2LTL [97], due to
timeouts, a smaller subset was randomly selected from the traces. For our experiments,
given an NMRDP M in the form of a gridworld, we can compute the optimal policy using
Equation 8.38 for three different DRA. The first DRA objective is what we are trying to
learn. We will denote the optimal policy here as 7}, . computed on M X Ayye, Where Ayye
is the DRA representation of the LTL objective we are trying to learn. Then, we have
the policy 7, computed on M X Aqr, where Aqr is the DRA learnt using QUANTLEARN.
Finally, we have the policy 7}, computed on M X Ay, where Aty is the DRA learnt
using Traces2LTL [97]. We will take these three policies to generate our results in the form
of the inverse learning error (ILE). We compute these value functions using uniformly
random sampling of trajectories from every state in the NMRDP. We can then take a simple
ratio (MeanlILE) of the number of trajectories satisfied by A, and divide it by the total
number of trajectories, and report an average over multiple runs and inputs. In particular,

we will compute two ILE values, comparing ||V,

true

= Va I and |[Vz, - = Ve [lo. Our
experiments demonstrate that the former is smaller than the latter, as shown in Table 8.1,
thereby providing evidence that our approach generalizes better for non-Markovian IRL

than a competing one adapted to the IRL.
RQ2: Performance Analysis of the Tools

We report the average runtimes for our approach with and without compositional ranking
and compare them to those of Texada. In Figure 8.3, we show the runtimes with different
patterns of user specification over the different lengths of traces for constraint system

optimization and optimized pattern matching. In Figure 8.4, we show runtimes for synthetic
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Property Formulae

Absence G-p, G(g — G(-p))

Response | G(p — Fs), G(g — G(p — Fs))

Existence Fp, G(—=p Vv F(p A Fgq))
Universality Gp, G(p — Gg)

Table 8.2: LTL Formulae to generate synthetic traces

traces generated from the common formulae in Table 8.2, with compositional ranking [97,

1.

The length of the individual traces varies from 5 to 10,000. In Figure 8.5 we show
runtimes for the generated traces with Texada. The comparison with Texada is difficult
because it requires the a complete formula template as input while we do not. The tests are
thus performed with complete formula template as input, with which Texada outputs a list
of possible formulae with propositions substituted in. In our experiments, we found that
Texada and compositional ranking perform comparably despite the fact that our approach

requires no pattern input.
RQ3: Mining Formulae from the traces of Dining Philosophers

The dining philosophers problem [185] is a widely used example of a control problem in
distributed systems and has become an important benchmark for testing the expressiveness
of concurrent languages and resource allocation strategies. We consider the problem with
five philosophers p1, p2, p3, p4, p5 sitting at a round table. They are being served food,
with a fork placed between each pair. Each philosopher proceeds to think till they are
hungry, after which they attempt to pick up the forks on both of their sides, eating till they
are full, but only when forks on both sides are available. After they are done eating, they
put the forks down back on to either of their sides, and continue thinking. The goal is to
establish lockout-freedom, i.e., each hungry philosopher is eventually able to eat. We use
QuanTtLEARN to mine LTL formulae from a trace of size 250 from Texada tests [184]. We

searched several mined properties using different templates presented in Table 8.3.

e When we gave the pattern G(e(1)) (invariant, depth 1) to QuaNTLEARN and required
it to learn a property, we obtained the property GFpl is thinking. The mined

property acts as a verification of the liveness of the system. QUANTLEARN took 12
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10° |

10° |

Runtime (s)

1072 Twmu\ T T AT R i
' 102 10° 10
Length of trace — 20 traces

Fp— (1) ~ Fp
Gp— (1) ~ Gp
G-p—¢(2) ~ G-p
——Fp—Fx~Fp
- Gp—Gx~ Gp
——G-p—G-x~ G-p
G(p — Fg) — G(x - Fy) ~ G(p — Fq)
G(p — (Gg)) — G(x — (Gy)) ~ G(p — (Gq))
G(g = (G=p)) — G(x = (G-y)) ~ G(g — (G-p))
—=G(=p Vv (F(p A Fg))) — G(=x V (F(x A Fy))) ~ G(=p v (F(p A Fq)))
—#-G(q — (G(p - Fs))) — G(x = (G(y — F2))) ~ G(g — (G(p — Fys)))

Figure 8.3: Runtime for traces generated for formulae, full and partial pattern specification.
In the legend, ¢ — pattern ~~  represents the following : ¢ is the formula used to generate

the traces; pattern is the input to QUANTLEARN and ¥ is the learned output formula.

seconds to find the property. While this provides a general fact about the system,
building upon this result, we can guide the tool to find more relevant properties for
higher depths.

e When we gave the pattern G (x — ¢(1)) to QuanTLEARN and required it to learn
a property, we obtained the property G ((p4 is eating) — —(p3 is eating)).
The mined property illustrates that adjacent philosophers cannot acquire forks at
the same time, ensuring that our lock, the availability of forks does indeed prevent

philosophers from eating. QUANTLEARN took 72 seconds to find the property.

e When we gave the pattern G (x — F y A F z) to QuanTLEARN and required it
to learn a property, we obtained G ((pl is hungry) — (F ((pl is eating) A
F (pl1 is thinking)))). This property is a richer demonstration of deadlock free-
dom for philosopher 1, ensuring that they both enter and exit their critical section,

i.e., the eating state. QUANTLEARN took 165 seconds to find the property.
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——Fp~Fp
—m—Gp~ Gp
—— G-p ~ G-p
G(p — Fs) ~ G(Gp — Fs)
G(g = (G=p)) ~
(G=q) v (F-p)
N G(p — (Gg)) ~
1072 &e—a" roa \O - (G-p) Vv (Fg)
vl il vl ol - ~
o 02 e o |—e g( p Vv (F(p AFg)
((Fp) v GFq)
Length of trace — 20 traces G(g = (G(p — Fs))) ~
G(G(g A p) = Fs)

100 -

Runtime (s)

Figure 8.4: Runtime for traces generated for formulae with compositional ranking, and
only a depth as input. In the legend, ¢ ~~ ¥ indicates the traces in the sample were

generated using ¢, and ¥ is the learnt formula.

——Fp

—=Gp

——G-p
G(p — Fs)
G(g = (G-p))

Sl ‘ ||+ G~ Gg)

102 wnusdads | o GepVFpAF)

10" 10> 10° 10* |-=G(g — (G(p — Fs)))

Length of trace — 20 traces

107!

Figure 8.5: Runtime for traces generated for formulae with Texada [ 184], with complete

pattern specification.

by observing their runs. Using patterns, QUANTLEARN can be guided to learn properties

of specific interest.

We observe that the MeanILE achieved by QuanTLEARN is lower than that of TRaces2LTL,
which indicates better generalization. Furthermore, even with 25% noise in the synthetic
data, QUANTLEARN is able to generate LTL formulae that match the ground-truth formulae,
demonstrating its robustness to noise. In terms of efficiency, TRACES2LTL and TeExapa
sometimes outperform our optimization-based approach by a margin. This is expected,
as our method optimizes for the best-scoring formula under a given template (optional),
whereas Traces2LTL generates any satisfiable formula and TExApa requires a fully spe-
cified template. However, our compositional ranking algorithm performs comparably to

both tools while achieving better generalization of the learned LTL formulae.
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Input Output Interpretation

G(e(1)) GFp1l is thinking Liveness property
G (x - (1)) G ((p4 is eating) — —(p3 is eating)) Mutual exclusion
G(x—->FynaFyp G ((p1 is hungry) — Deadlock freedom

(F((p1 is eating) A F (pl is thinking))))

Table 8.3: Results of running QuanTLEARN on Dining Philosophers traces

8.7 Related Work

The paper [187] presents a detailed landscape of the algorithms, challenges, and the state-
of-the-art in IRL. The work [80] formalized the first computational solution to IRL based
on linear programming to demonstrate the effectiveness of IRL. Among more recent efforts,
IRL is solved using techniques from entropy optimization [ 88, , ], maximum like-
lihood estimation [191, ], and reformulating the problem as a classification task [193].
These techniques have shown much promise. They have been applied successfully to

problems such as maneuvering remote-controlled helicopters [194] and Atari games [195].

Grammatical inference is a related area [196] concerned with learning grammars and
their automata representations [ 197, ]. Active techniques rely on querying the system
under learning to guide the inference process, whereas passive grammatical inference
leverages a static set of trace behavior without making further queries for additional
data. The former is exemplified by L* algorithm [199], whereas the latter generally
relies on state-merging procedures and can be used to learn probabilistic automata [200],
MDPs in the context of model checking [201], timed automata [202], and regular decision
processes [203]. There is a growing literature on the application of grammatical inference

to RL. This typically entails the learning of weighted DFAs, known as reward machines
[204, 205, 206].

However, the application of grammatical inference for IRL has not been explored.
Indeed, the foregoing RL methods learn automata from traces of the underlying decision
process with a given reward signal, not from traces of an expert policy over an unknown and
unobservable environment. The problem of learning LTL formulae from traces is a form of
grammatical inference that has been well-studied. Two of the methods most related to our
own are presented in [182] and [97]. The focus of [97] is to produce the minimal formula
which is consistent with a rational sample represented as a lasso. The problem of matching
formulae with traces is encoded as a constraint system, and a satisfying assignment yields

the learned property. However, requiring the inputs to be lassos significantly restricts the
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application to real scenarios. The method in [182] requires a user-defined input template
of the LTL formula which they would like to satisfy and outputs all possible propositional

substitutions consistent with the sample.

We seek to combine some of these ideas and try to eliminate their restrictions with a
method that may be used on finite traces obtained from real systems, and output results
relevant to the user. To allow the algorithms to quantitatively distinguish formulae, we
supplement them with the idea of a ranking scheme as a parameter to the methods. Our
ranking scheme quantitatively scores each formula against a finite word. It expands on
intuitive ideas used to formulate distances in regular language spaces [207, ]. The
suggested scheme assigns a formula a high score if it expresses most features of the word.
A formula can score well on a word if it provides longer evidence of validity with respect
to larger parts of the word. For example, Ga will score more on the word aaaa than on the
word aa, since it contains more evidence for the word to have been a prefix of a“ € L(Ga).
Furthermore, our suggested scoring scheme encourages simpler formulae over complex
ones in equivalence classes; that is, from an equivalence class of LTL formulae, the ones

with smaller parse trees will be preferred.

The papers closest to our work are [182] and [97]. The focus of [97] is to produce the
minimal formula which is consistent with a rational sample irrespective of the express-
iveness, while [182] requires a user-defined input template of the LTL formula which
they would like to satisfy. Both work with infinite traces: [97] takes rational traces in the
form uv” where u, v are typically words of length ~ 10, while [182] mines specifications
from finite traces, and appends them with an infinite sequence of terminal events. [209]
considers finite traces, and develops an LTL checker which takes an event log and an LTL
property and verifies if the observed behaviour matches some bad behaviour. The papers
[210, ] look at the application of monitoring the execution of Java programs, and check
LTL formulae on finite traces of these programs. In [212], the authors focus on mining
quantified temporal rules which help in establishing data flow analysis between variables in
a program, while in [213], software bugs are exposed using a mining algorithm, especially
for control flow paths. [214] looks at process mining in the context of workflow manage-
ment. The tool PISA [215] is developed to extract the performance matrix from workflow
logs, while a declarative language is developed to formulate workflow-log properties in
[216]. Tool Synoptic [217], on the other hand, follows a different approach and takes

event logs and regular expressions as input and produces a model that satisfies a temporal
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invariant which has been mined from the trace.

8.8 Conclusion

In this chapter, we presented a novel approach to learning and explaining the reward
function of a learned policy. The policy is provided in the form of demonstrations, which
include both desirable and undesirable traces. From these traces, we learn an LTL formula
that captures the behavior of desirable traces while excluding the undesirable ones. The
explainability of the learned policy naturally emerges from the interpretability of the
resulting LTL formulae. Our novel scheme quantitatively evaluates LTL formulae. The
schema is designed such that the score assigned to a word is proportional to how well it
represents the formula. Consequently, words that are “good representatives” receive higher

scores than those that merely satisfy the formula and are considered “poor representatives.”
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Chapter 9
Conclusion

In this thesis, we have explored several aspects of neural network verification and ex-
plainability. At the start of our research, we observed that most existing techniques for
robustness verification of neural networks are either incomplete or achieve completeness
by splitting non-linear activation units. However, the splitting in these methods is typically
guided by heuristics that do not guarantee the elimination of spurious counterexamples.
To address this limitation, we proposed a counterexample-guided refinement approach
that systematically selects activation units for splitting based on the analysis of counter-
examples, thereby ensuring the removal of spurious counterexamples. Furthermore, we
explored the limitations of the local robustness property in identifying false positives,
which led us to propose new robustness properties based on classification confidence. Each
property defines distinct postconditions that are difficult to handle individually. To address
this challenge, we introduced a unifying framework that transforms arbitrary properties
into a set of layers appended to the underlying neural network. This framework enables
the verification of diverse properties in a unified manner, independent of their specific for-
mulations or the verifier employed. We also explored the explainability aspect of machine
learning systems. We investigated this problem in the context of reinforcement learning.
Specifically, we proposed a method for learning reward functions in inverse reinforcement
learning, with a focus on enhancing both the explainability and expressiveness of the

learned reward functions.

We introduced two variants of a counterexample-guided refinement technique to im-
prove the robustness verification of neural networks. Our empirical results show that these

techniques are orthogonal to state-of-the-art approaches. Currently, we use an MILP-based
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optimizer for MaxSaT queries, which may not scale well on large neural networks. To
address this, we plan to explore gradient-based optimizers and integrate our techniques
with solvers such as ¢8-CROWN, which scale efficiently on GPUs.

Next, we discussed true and false positives in the context of local robustness using
oracles. We used an ensemble of classifiers as an approximation of the oracle and analyzed
the robustness of neural networks with respect to this ensemble. Our results show that
the standard local robustness property can report many false positives under this oracle.
To mitigate this, we proposed a new ensemble-guided local robustness property that
helps reduce false positives. It would be interesting to use false positives as part of a

counterexample abstraction-refinement loop to further improve verification engines.

We also introduced variants of properties that incorporate the sensitivity of network
decisions, making them more semantic and useful than standard local robustness. In
addition, we defined a grammar to express a rich set of post-conditions (properties) and
developed a unifying framework to translate these properties into gadgets that can be
appended to existing neural networks, thus simplifying arbitrary properties. This enables
the use of verifiers such as @f-CROWN. Our experiments show that this approach is more

efficient than directly encoding the properties as constraints into state-of-the-art solvers.

Finally, we presented a novel scheme for quantitatively evaluating LTL formulae. Our
evaluation framework ensures that the score assigned to a word is proportional to how
well it represents the formula, so that “good representatives” score higher than words that
merely satisfy the formula. One contribution of this work is the use of this framework
to mine LTL formulae from traces of reactive systems. Our approach provides a viable

solution to synthesizing explanations for policies of a reinforcement learned system.

9.1 Future Direction

One of the future works is to integrate our refinement techniques into other abstraction-
based verifiers such as @8-CROWN and PYRAT, because both the tools use heuristics-based
branching, and we believe our CEGAR-based approach may benefit. We also plan to ex-
plore the use of different oracles, such as alternative neural Al models, such as LLMs, to
further analyze false positives. We will also plan to systematically study the trade-offs
between different confidence-based robustness properties in various application contexts
and false positive/true positive analyses. We also would like to provide generalized reason-

ing on the network’s output using the confidence, by allowing the linear combination over
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the conditions on the confidence. We want to bring our layer-based encoding framework to
more verifiers and study its scalability on larger neural networks. Naturally, we also want
to apply our methods to other AI models such as transformers and large language models
(LLMs). A promising direction for for explainability work is to enhance our optimizer so
that it can seamlessly handle a broader spectrum of explanations, such as formulae in CTL
and CTL".
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